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ABSTRACT
The emergence of the Peer-to-Peer (P2P) energy trading platforms provides a new method for the general public to use and
trade green energy. How to design the peer to peer energy trading platform thus becomes important in facilitating user trading
experience. This study will use the data mining method to evaluate factors impacting P2P energy trading experience. Python
was used to analyze data extracted from Twitter and Natural Language Processing (NLP) method was implemented with
hierarchical Latent Dirichlet Process (hLDA) model. . The study’s findings will be examined in detail.

Keywords: Peer to Peer energy trading, data mining, hLDA, feature engineering
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INTRODUCTION

P2P energy trading is a type of Collaborative Consumption (CC) service involving direct energy trading among peers such that
local energy prosumers as well as consumers trade small-scale Distributed Energy Resources (DERs) energy in offices,
dwellings, and factories (Zhang, Wu, Zhou, Cheng, & Long, 2018). It can be observed that this had a considerable positive
impact on the market share of renewable energy (Andoni et al., 2019), balancing energy consumption and generation
(Mengelkamp et al., 2018), environmental outcomes (Morstyn, Farrell, Darby, & McCulloch, 2018), and cost saving (Zepter,
Lath, del Granado, & Egging, 2019). ) CC can be seen as a type of the sharing economy and occurs either in organized
systems or in networks such that participants implement sharing activities such as lending, renting, trading, swapping, and
bartering goods, transportation solutions, services, money, or space (Moéhlmann, 2015). CC has enabled the transformation of
traditional consumption communities from local marketplaces that have restricted economic activity into collaborative global
communities that can have significant social, economic, as well as environmental impacts (Perren & Grauerholz, 2015). This,
as noted by Heinrichs (2013), can result in a new style of sustainability. Further, Peer-to-Peer (P2P) online platforms aid the
CC services’ infrastructure while leading to various sectors that have enabled small suppliers to challenge the traditional goods
and services providers (Hagiu & Wright, 2015). For example, Airbnb helps in renting a spare room to those who need it and
CarNextDoor helps in lending a car. Although various projects including Peer Energy Cloud in Germany and Transactive
Grids in US (Park & Yong, 2017) have been encouraged, the applications have not expanded at the expected rate (Bray,
Woodman, & Connor, 2018). There are gaps in literatures concerning reasons behind users’ participation in such a
collaborative activity and factors discouraging users from participating in it. Moreover, not only can the new P2P energy
trading, within a short period of time, notably oppose the current energy market structure (Andoni et al., 2019) along with the
current experimental projects, but the communication gap between prosumers has been observed to be a major reason
impacting the P2P energy trading platform’s effective operation (Morstyn, Hredzak, & Agelidis, 2016). Compared with the
similarities and differences among different p2p energy projects, many of the trails focus on business models acting similarly
to a supplier’s role in the electricity sector, it is also necessary to design the necessary communication and control networks
that could facilitate P2P energy trading among local Microgrids (Zhang, Wu, Long, & Cheng, 2017). How to design the P2P
energy trading platform so that it will provide an optimized user trading experience is thus important for the P2P energy
platforms.

The CC literature indicated that factors influencing collaborative consumption platform usage includes community belonging,
economic drives, environment impact, technology innovation, and trust (Barnes & Mattsson, 2016; Brown & Venkatesh, 2005;
Hamari, Sjoklint, & Ukkonen, 2016). Studies have observed the profile of CC users and the factors impacting their services
including studies on Airbnb (Méhlmann, 2015) and car sharing (Bardhi & Eckhardt, 2012). Although P2P energy trading is
considered a type of CC, its nature charterers make it slightly different. For example, the frequency of using Airbnb in 2015
was 3.3 times per year (Tussyadiah, 2016) which is far less than the frequency of using energy which is required 24/7. There is
a research gap on which factors influencing P2P energy trading. Studies concerning energy consumers’ motivations have noted
major extrinsic factors including technology innovativeness, economic benefits, and environmental benefits (Langheim,
Arreola, & Reese, 2014; Michelsen & Madlener, 2013). As per Roy, Caird, and Abelman (2008), energy prosumers have
motivations such as the rising fuel prices, technological cleanliness, and active personal contribution to protecting the
environmental. According to Bleicher and Gross (2015), environment-friendly technology as well as economic feasibility are
the major contributing factors. Caird and Roy (2011) noted that intrinsic factors such as the pleasure of being the owner of and
using environment-friendly technology is important. When the transformation of customers to both producers and consumers,
motivations also changed. That is, considering P2P energy trading as a collaborative consumption service can lead to several
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motivations as prosumers are expected to have their own preferences regarding risk-aversion, financial return, energy securities,
as well as environment/social concerns (Darby, 2013).

This present study aims to fill this gap by examining factors impacting P2P energy trading. Hence, the present study will
examine the gaps in literature based on the factors influencing using CCs, while noting the differences compared to other CC
services including Airbnb. This study also intends to use the Natural Language Processing (NLP) method to assess factors that
impact P2P energy trading experience. In particular, the data in this study will be obtained from Twitter and assessed using the
NLP method’s Hierarchical Latent Dirichlet Process (hLDA) model with python. The study can make theoretical as well as
practical contributions in three major ways. First, examining the reasons for energy trading can help resolve the
communication problem among customers and prosumers. Second, it may help by offering significant insights for P2P energy
trading shareholders and enable better decision-making. Third, the new NLP analytic methods concerning energy trading can
offer a new method to evaluate the CC motivations.

LITERATURE REVIEW

The Context Of Peer To Peer Energy Trading

From the late half of 1990s, Europe has completely implemented Information and Communication Technology (ICT) use in
distributed power networks, and as noted by Park and Young (2017), it has been expected that, in the future, individuals will be
able to exchange the distributed power source generated electricity, thus ensuring the prosumers and consumers’ exchange
regarding the surplus energy. Moreover, they also suggested that there has been increased encouragement for energy trading
platforms on a global scale, including Peer Energy Cloud in Germany, Open Utility in the UK, and Brooklyn microgrids in the
US. According to Montemayor, Boersma, & Dorp (2018). Until 2018, there were 143 P2P energy projects in the world, beside
of this, the top 3 countries are the Netherlands, Germany and the US. Most of the action (over 64%) is concentrated on the
European continent.

P2P energy trading is crucial as it enables customers to transform into prosumers because of DERs technology. Further, as new
proactive customers replace the typical passive consumers’ traditional identity, it has led to changes in energy power networks
that continue evolving. Typically, every country has certain major players in the energy industry that control the centralised
power distribution, and because of such centralised conventional energy transition, consumers used to be passive concerning
the power network. The introduction of ICT-based smart grid technology, however, enabled substantial amount of data from
various sources to be collected and assessed. The data sources include Internet of Things (1oT) devices, sensor networks, and
wearable devices (Pieroni et al., 2018) that have allowed two-way communications between prosumers and consumers. As
noted by Khan et al. (2013), many researchers have examined this subject by using techniques such as home automation,
advanced metering infrastructure (AMI), smart meters, and home area networks (HANS). Such technologies have aided in
promoting communication’s bidirectional nature which has not only increased the efficiency of energy but also allowed
electricity consumption to be better evaluated, planned, used, as well as modified (Parag & Sovacool, 2016). Vehicle owners as
well as consumers can re-assess from where they purchase energy and how they use it because of new technologies including
vehicle-to-grid electric automobiles and smart meters, be it through trading energy with small-sized and medium-sized agents
or directly. Zhou, Wu, and Long (2018) noted that P2P energy trading has a distinct approach in which operators offer a local
market platform that has the required functions to ensure that individual benefits are achieved as it helps prosumers trade and
share energy with one another. Agents who consume as well generate electricity are prosumers. A major advantage of this
framework is that it allows prosumers to gain control over their individual DERs, because of which participation is ensured
without motivational incentives. Further, as per Hagiu and Wright (2015), these trading platforms help smaller-scale suppliers
in competing with more traditional and larger companies which provide services and goods and have thus emerged in
numerous sectors. Hence, it has led to a new power system operation model which is energy trading on microgrids. According
to Zhang et al. (2017), this model will help people generate their own energy in domestic settings, offices, and factories
through Renewable Energy Sources (RESs) that can also be shared and traded locally in their community.

It should be noted that all P2P energy trading platforms have to address the problem of network’s nodes which handles the
local supply and demand while considering the energy prices and grid conditions. Moreover, as noted by park and Yong (2017),
it is difficult to implement communication between various DERs effectively through energy storage systems (ESS). Morstyn
et al. (2018) stated that it is important to combine DERs, control, and consumer communications, but as predicting customer
preferences is difficult, P2P energy trading communication also becomes difficult. As per (Zhang et al., 2017), previous studies
have focused on business models as well as platforms functioning in a manner similar to the role of a supplier in the electricity
sector. On the other hand, local P2P energy trading must have a communicated and controllable network which has a current
trading data-based trading network so that it is effective.

The Public Blockchain Platform is a P2P energy trading infrastructure and is largely used in existing trial projects. Its
developers describe Blockchain as a distributed ledger which helps individuals conduct transactions with one another without
requiring a reliable third party such as a bank. Now, the ledger become numerous models that are applicable to various
business problems and can drastically enhance information sharing (Hancock, 2016). For example, the US-based Brooklyn
Microgrid that can coordinate DERs for continuing supply in case of the microgrid being separated from the main grid. In such
a platform, prosumers tend to be incentivised based on the shared aims, including minimising local pollution, for developing
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microgrids as well as other community energy initiatives. Such community-based goals help in creating more awareness about
P2P energy trading platforms and ensure that local users provide support.

The World Energy Council (2018) noted that it is important to be careful for ensuring that such a balance is sustained when
rapidly transitioning to new digital, decentralized, and decarbonized systems because of the risk of trade-offs developing
between the priorities that can hinder their critical balance. As per Morstyn et al. (2018), it is important that extant power
networks keep ensuring that customers can access affordable energy in a secure and universal manner while transitioning to a
zero-carbon emissions model. Boroojeni et al. (2016), however, believes this is difficult as their energy model is primarily
dependent on non-renewable fossil fuels. Further, according to Morstyn et al. (2018), using P2P networks for conducting
energy trading is important as they can help prosumers establish prices for transactions as well as determine complementary
resources and help in service coordination.

In addition, there are regulatory barriers that oppose the P2P energy trading application. Consider the Piclo for example which
is a first P2P energy trading project that was established in 2017 in the UK (open Untility, 2015), with all transactions currently
mandated to be conducted through a licensed supplier while customers having only one licensed supplier (as with Piclo).
Hence, a domestic prosumer such as solar PV cannot sell any additional generation and must either store it on site or sell it
through the supplier to the grid. On the other hand, a customer also cannot buy electricity from anyone apart from their sole
contracted supplier. Bray (2018) noted that, today when households are able to buy various products from diverse companies,
such a ‘supplier hub’ model can be a hindrance.

Motivations To Adopt Peer-To-Peer Energy Trading

It can be helpful to identify factors which determine the P2P energy trading usage intention as it can help understand CC
behaviour as well as identify the feasible tasks of enhancing P2P energy trading providers’ service quality (Tussyadiah, 2016).
Hence, it is necessary to examine the influential factors concerning P2P energy trading experience for understanding its
motivations. According to the self-determination theory, as noted by Deci and Ryan (1985), motivations can be classified into
intrinsic and extrinsic. The extrinsic motivation concerns pursuing valued outcomes that differ from the activity, such as
reduced cost or increased income. On the other hand, the intrinsic motivation emphasises the advantages of performing an
activity, including perceived enjoyment, instead of the outcome. Studies regarding the motivation behind energy consumers
showed major extrinsic factors included technology innovativeness, economic benefits, and environmental benefits (Langheim
et al., 2014; Michelsen & Madlener, 2013). As noted by Roy et al. (2008), the motivations behind energy prosumers are rising
fuel prices, technological cleanliness, and active personal contribution towards protecting the environment. Further, as per
Bleicher and Gross (2015), environmentally friendly technology as well as economic feasibility are major contributing factors.
Caird and Roy (2011) also stated that intrinsic factor which is the expected pleasure of owning as well as using environment-
friendly technology is important.

Following the conceptualization in previous studies of motivations of CC, community belongings is the first factor which
previous study always identified. Studies have highlighted the importance of belonging to a community (N&rvénen,
Kartastenpad, & Kuusela, 2013) because a community is important for participating in sharing actives (Albinsson & Yasanthi
Perera, 2012). Further, the CC fulfils consumers’ social needs that include wanting to socialise (Rachel Botsman & Roo
Rogers, 2010) as well as a sense of belonging or being included in a community. Previous studies have noted how much
sharing economy impacts the social ties” development or strengthening and the creation or improvement of participants’ sense
of community (Rosen, Lafontaine, & Hendrickson, 2011).

The second factor impacting CC motivation is environmental impact. Phipps et al. (2013) noted that enhancing the
environmental, economic, and social impacts of consumption can address the existing as well as future generations’ needs.
Hamari et al. (2016) also stated that the sustainable activity of collaborative consumption can increase participation.

Another significant factor is economic benefit that can impact CC motivation. Moreover, participating in sharing can be a
rational and utility enhancing behaviour in which exclusive goods ownership is replaced by the consumer with a CC service
lower cost options (Belk, 2009). Apart from this, reward is also a type of economic benefit that affects CC services use. Both
the intrinsic and extrinsic motivations of participation in open source development, and find that a strong extrinsic motivation
is the potential future rewards, such as economic benefits (Alexander Hars, 2002).

Further, enjoyment is a significant determining factor behind intrinsically motivated use because the social networking services
as well as similar service design that is utilised elsewhere can enhance relatedness (Deci & Ryan, 1985). Santoso and Nelloh
(2017) noted that enjoyment can positively impact customer satisfaction as well as be insignificant regarding future intention.

Attitude is another determining factor concerning CC. According to traditional theories regarding consumer behaviour, as
noted by Woodside and Lysonski (1989), attitudes are crucial in the decision-making process and can have a considerable
impact on consumer behaviour. Attitude refer to a temperament of favourably or unfavourably responding to a person, object,
event, or institution (Ajzen, 2005) that can affect such an intention (Ajzen & Fishbein, 1977).
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Another factor is technological innovation that impacts CC motivations. One of CC’s significant characteristics follows web
2.0 (Belk, 2009). According to studies on innovation theory, people tend to implement an innovative technology when they
believe that it offers certain advantages compared to their current methods and when the technology is less complicated (R
Botsman & R Rogers, 2010). That is, consumers prefer trying a new service or product if the technological innovation is able
to provide more convenience as well as economic benefit.

Perceived Risk is also a major factor that has a negative impact on the purchase intentions of customers. Perceived risk is the
extent one’s belief of the uncertainty regarding there will be desirable outcomes (O'Leary-Kelly & J. Vokurka, 1998). In terms
of the perceived risk in studies on e-commerce, privacy, credibility, and security are the main issues (D. L. Hoffman, T. P.
Novak, & M. Peralta, 1999). In the e-commerce industry where goods are permanently sold for money, it is important that the
sharing economy property be returned to its owner following a previously established usage and condition period (Belk, 2014).
The perceived risk leads to loss of chance of continued use of the services.

Moreover, trust is a significant factor for determining CC. Trust refers to a subjective belief that one party has about the trustee
or the prosumers acting in a way that the other party, such as the consumers, expects during an exchange, transaction, or
interaction (Gambetta, 1988). According to L. Hoffman, P. Novak, and A. Peralta (1999), lack of trust is a major reasons for
individuals not conducting online transactions, while humans are naturally inclined to trust and determine trustworthiness (Wu,
Hu, & Wu, 2010).

It has also been observed that reputation is crucial in determining participation in communities as well as other online
collaboration activities including information sharing (Hamari et al., 2016). As noted by Alexander Hars (2002), self-
marketing as well as reputation building are significant indicators of the possibility of online collaboration.

Consumer and service studies have noted that perceived quality is a major precursor to satisfaction as well as the intention of
again using this service (Cronin Jr & Taylor, 1992). Regarding CC, for example, a car sharing service user or accommodation
marketplace user may have greater likelihood of using this service again if they have a positive experience with customer
service. Further, Mohlmann (2015) noted that service quality is necessary for ensuring satisfaction and that an option of
sharing and additional service quality form new components to assess the success of information system (DeLone & McLean,
1992).

Table 1 Overview of service attributes that appeared in previous studies on CCs services

Authors Community | Reputation Trust Service Environment Economi | Technology | Enjoyment | Attitude Perceived
belongings quality Impact ¢ Benefit | Innovation Risk

(Tussyadia | x X X X
h, 2016)

(Hamari et X X X X X
al., 2016)

(Mohlman X X X X X X
n, 2015)

(Santoso & X X X
Nelloh,
2017)

(Yang & X X X X X
Ahn, 2016)

(Guttentag | X X X X X
&  Smith,
2017)

(Zervas, X X X
Proserpio,
& Byers,
2017)

(Mittendorf | x X X
&
Ostermann,
2017)

METHODOLOGY
In recently research, NLP can automatically determines which entities are being referred to by the text using both natural
language processing techniques and analysis of information gleaned from contextual data in the surrounding text based upon
input of a text segment (Liang, Koperski, Dhillon, Tusk, & Bhatti, 2013). Meanwhile, the exploration of Topic Models started
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from the field of natural language processing (NLP) and information retrieval (IR) (Steyvers & Griffiths, 2007). A large
amount of unstructured and unlabeled document were represented and clustered with different topics according to the co-occur
frequently in the documents (Sun et al., 2016) Topic model are well used in different subjects, such as comparing twitters and
traditional social media (Zhao et al., 2011); analyzing user reviewers in tourism (Rossetti, Stella, & Zanker, 2016) and for open
ended survey responses (Roberts et al., 2014).

Data Collection

We collected data from Twitter, a social media platform where users can post their opinions or ‘tweets’. Twitter has been a
valuable and important source for analysing public opinions (Pak & Paroubek, 2010). We have used the keyword “peer to peer
energy trading” to extract 3700 sample tweets from 2009 to 2019. The official Twitter API has a limit of 100 tweets per
request and it can only allow users to trace back to maximum six days. Therefore, another unofficial tool based on Python,
called “TwitterScraper’(Taspinar & Schuirmann, 2017) was used to collect all related tweets. The data collected consists of ten
columns, including ‘user’, ‘full name’, ‘tweet ID’, ‘date and time of the tweet’, ‘tweet URLS’, ‘likes’, ‘replies’, ‘retweets’,
‘tweet text’, and ‘html’.

Data Pre-Processing

Only tweet texts were extracted. As we needed to analyse the topics, we only focus on the tweets they posted and removed
other variables collected through TwitterScraper, such as likes and retweets.

URLs were removed. Some tweets contain website URLSs, such as © P2P energy trading"the grid will become a market for
making many-to-many connections between suppliers and consumers" http://reneweconomy.com.au/2014/building-the-
electricity-system-of-the-future-84762’. Scholars believe that URLS in tweets are not helpful for analysing sentiments and thus,
we remove all URL links (Pak & Paroubek, 2010).

Tokenisation, stemming, stop words removal and corpus generation. A specialised python package called TweetTokenizer in
NLTK (Loper & Bird, 2002) library was used to tokenise the tweet texts. Then, we stem the words using Porter’s stemming
algorithm (Porter, 1980). We remove all stop words that used for grammar but are not necessary for understanding the meaning
of tweets, such as ‘that’, “‘which’, ‘on’, ‘in’. We also remove those words (e.g. ‘p2p’, ’blockchain’, energi’, etc.) occurring in
nearly all tweets. The results after the filters mentioned above become the ‘corpus’ for topic model. (Schiitze, Manning, &
Raghavan, 2008).

Hierarchical Latent Dirichlet Process.

Latent Dirichlet Process (LDA) was mostly used in the topic model, which includes both unsupervised and supervised topic
model to extract potential topics and also provides a generative probabilistic model form the collections of discrete data, for
example, the text corpora (Blei, Ng, & Jordan, 2003; Mcauliffe & Blei, 2008). LDA model has been adopted in many fields.
For example, Guo, Barnes, and Jia (2017) use LDA on 266,544 online hotel reviews to identify nineteen controllable
dimensions, such as park, car and street. The LDA is based on the Bayesian approach as below and it assumes that the words in
each text are drawn from a mixture of baskets independently while each basket contains a set of words and the generative
process for each tweet, D (Blei et al., 2003). LDA includes different types of variants, such as the Author-Topic Model which
is used to address authorship information (Rosen-Zvi, Griffiths, Steyvers, & Smyth, 2004); The Dynamic Topic Model which
can analyze the time evolution of topics in large document collections (Blei & Lafferty, 2006); the Relational Topic Models
which can summarise the networks among different documents and predict the links among them (Chang & Blei, 2009).

This research employed the Gibbs sampling for the Hierarchical Latent Dirichlet Process (hLDA) to extract the topics and their
hierarchical relationships. hLDA is based on the Latent Dirichlet Allocation (LDA) model and a non-parametric prior called
the nest Chinese restaurant process (Griffiths, Jordan, Tenenbaum, & Blei, 2004). Griffiths et al. (2004) describe the process as
follows:

1) Letcl be the root restaurant.
2) Foreachlevell {2,....L}:

(a) Draw a table from restaurant lfz_—1 using the following 2 equations:
i

y+m-—1
p(next unoccupied table| previous customers) =

p(occupied table i | previous customers) =

y+m-—1
Where lrziis the number of previous customers at table ﬂ and y is a parameter.
(b) Set E to be the restaurant referred to that table.
3) Draw an L-dimensional topic proportion vector 8 from Dir(a).
4) Foreachwordn {1,...,N}:
(@) Drawz {1,....,L} from Multi(B).
(b) Draw |y, from the topic associated with restaurantc,
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Comparing to traditional LDA, hLDA has two main advantages:1. hLDA can explore the hierarchical relationship between
topics; 2. Instead of manually choosing the number of topics K in LDA, hLDA can automatically choose the optimal number
of topics.

This research used the Python 2 code ‘Gibbs sampler for the Hierarchical Latent Dirichlet Allocation” by (Joe, 2017). The
results were transformed into structured data and were visualised using Flourish.studio.

According to the aforementioned methods, the whole process is shown in the figure 1 below:

CDataCollection )—( Preprocessing >—>< Corpus )—» hLDA
Vocabulary

RESULTS AND FINDINGS

Root Topic
A three levels Hierarchical topics model has been developed as per the hLDA. The root topic keywords include ‘platform’,
‘renew’, ‘solar’, ‘base’, and ‘use’ and are a total of 5188 words, as shown in figure 2.

Level 1- Subtopics
Considering the hierarchical root topics visualisation illustrated in figure 2, the root topics include 12 subtopics, as presented in
table 2.

Table2: 12 level 1 subtopics

Number Topic Total words
1. Solar, trial, Australia, microgrid, news 877
2. World, enable, help, become, platform 800
3 Deploy interest, present, residences, | 758
exchange

4 Start up, via, storage, electricity 543
5 Ucl, model, present, group, balancing 500
6 Think, live, help, commodity 453
7 Aim, take, new ,recent, model 354
8 Network,microgrids,excitement, sustain, | 307
9 Panel, want, suncontract, larger, retail, 266
10 Chain, system, made, Brooklyn, account | 120
11 Explore, chance, point, even, another 105
12 Good, meter, unit, bitcoin 84

Level 3-Subtopics

In topic 1, the third level subtopics with the highest frequency include project set up (261), news, blockchain technology (41),
Initial Coin Offering (ICO, 61), and coin payment (figure 3). It also included four countries: Australia, Ireland, Thailand, and
Singapore.

In topic 2, the third level subtopics with the highest frequency include fuel, source (261) ICO, wind, electric, wholesale, price,
New Zealand (42), marketplace (194), and licences (5) (figure 4).

In topic 3, the third level subtopics with the highest frequency include first system, Britain (12), Chicago(218) social house,
friends, family, multifamily (12), interact, buy(11), neighbour, cost, community(22), and fixability (14) (figure 5).

In topic 4, the third level subtopics with the highest frequency include clean (139) product, better (87), plant, reduce emission
(82) understand, virtual, and demand (11) (figure 6).

In topic 5, the third level subtopics with the highest frequency include Ethereum (86), tokenpost, power token (23), energy coin
(9), and altcoin (31) (figure 7).

In topic 6, the third level subtopics with the highest frequency include need, participants (65), traditional, government (19),
licence (19), and permit (8) (figure 8).

Thus, the previous section has presented the hLDA model’s top six topics as well as every topic’s mean sentiment polarity
score. The results show that when people on Twitter discussed energy trading, they largely presented ten types of information,
as given below.
1. Countries:
As stated in topics 1 and 2, the majority of countries included are developed countries, such as the UK, Australia, and
New Zealand. As mentioned in the literatures, 79% of current P2P energy projects

2. Trial stage:
The P2P energy trading project still on the trial stage.
3. News:
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P2P energy projects news and the ICO news are the majority of the keywords included in topics 2 and 5 with news.
Thus, on Twitter, the majority of the resources on Twitter are news and most discussion on this subject concern the
energy coins’ ICO.

4. Communities:
Topic 3 includes communities and neighbourhood that is also affirmed by Zhang et al. (2017). This also shows that

P2P’s original aim is to help local communities as well as neighbours in selling and exchanging their energy.

5. Environmental benefit:
Included in topics 2 and 4, helping reduce emission was energy sources represent what kind of source will be
delivered in the trading progress, might be solar or another kind of renewable energy. It is, therefore, necessary to take
into account whether the diversity of energy sources should be included as a feature in P2P energy trading system.
Though more options can create more difficulties when making decisions, assessing this feature can also be helpful
for future application.

6. Economic benefit:
Included in topics 2 and 3, P2P energy trading platform ensures that the energy trading is more flexible and decreases

its reliance on the traditional energy networks. Various platforms, however, have different price strategies and P2P
energy trading results in challenges for the existing energy marketplace.

7. Blockchain technology:
As noted in topic 1, block has significantly high frequency because of the existing blockchain projects, including

Powerpeers. On the other hand, due to some the data are from the news which discussed Brooklyn microgrids a lot,
which is the first peer to peer energy trading project in the world.

8. Payment and energy coins:
As per topic 5, the determinates concerning payments are included in (Lee & Kozar, 2006; Rose, Hair, & Clark, 2011).

This, future P2P energy trading project must take into account implementing tokens as a rational currency concerning
the final payment. On the other hand, the trust issue and risk must also be considered because the public continues to
be worried about the news payment using energy or environment coins and replacing typical bank payment.

9. Adequate product information:
As noted in topic 4, lack of sufficient information can result in unfamiliar services and platforms that can hinder
customers from using it in the future.

10. Regulation and network constraints:
As stated in topic 6, P2P energy trading regulations continue to be a constrain regarding the development of platform.

Bray (2018) noted that all transactions at present have to be conducted by a licensed supplier and that customers are

only allowed to have one licensed supplier (as with Piclo).
As opposed to CC studies, the present study’s results do not include reputation and enjoyment. On one hand, this is due to the
data sources, most of the twitters are sent from the experts and lack of enough customers. However, as the majority of these
projects remain in the trail stage, it leads to small data concerning the project feedbacks and reviews. Moreover, the high
frequency of using one’s own energy has led to customers not considering reputation or enjoyments and focusing more on

economic benefit, environmental benefit, and payment.
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Figure 2. Visualisation of the hierarchical root topics
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PLATFORM, SOLAR, RENEW, USE, BASE, | SOLAR, TRIAL, AUSTRALIA, MICROGRID, NEWS,

info, ierc, enerport, ireland, irish,
«oil, heard, ground, improv, faster, face, met, storag, guy, forward,

trial, startup, perth, extend, begin,
sto, sap, block, stake, tokenysolut,

solarex, ico, home, novel, africa,

south, plu, edf, excit, expans, tesla, laugh, pdp, comput, cant,

freecoin, night, order, product, theblockehain,

kansai, kucoin, audienc, guru, huobi, firm, austria, roll, second, graz, urrenk, < ¥ ven, memicrogd, hear, awesom, revolut, cool, nytim,
see, asia, infinit, zrxwglxyl, excit, aussi, jean, open, attempt, thailand,

symergi, electrityasia, access, exist singapar amen, cot, guid, describ, beginn, free, resoure, got, partnership, form, curtail, whitepap, specialist, tim, win,

Figure 3: Subtopics 1, Solar, Australia, microgrids, trial, news

LATH MM, SOLAN, NENEW, LISE, BASE, | DEPLOT, INTEIREST, PRESENT, ESI0, EXCHANG 0

hous, social, britain, biggest, instal,
first, system, chicago, deploy, base,

malaysia, mull, certif, give, updat,

wihite, valley, gum, citi, evermeos, enosi, form, mvp, commit, focu,

behav, workshop, pre, confer, good, banghok, suss, upscal, commun, con,

ransinrm, surkene, transactienerg], feuihl, PR, SO AT IR, Sasl, st

simiar, neil, allenergyas, regard, greensync,

Figure 4:Subtopic2, World, enable, help, become, platform

PLATFORM, SOLAR, RENEW, USE, BASE, | WORLD, ENABL, HELP, BECOM, PLATFORM,

ethereum, korea, relief, powrtoken, quick,

form, plant, free, explor, sarah,

fuel, win, sourc, open, system,

home, vlu, greenrunninguk, monitor, product,

secur, smartmet, take, sure, pioneer,

fuell, site, triall, zealand, hear,

x . chow, head, speak, jean, learn,
ico, electron, marketplac, price, wholesal,

awesom, expans, uptrend, inform, boost,

Figure 5: Subtopic 3, Deploy interest, present, residences, exchange
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PLATFORM, SOLAR, RENEW, USE, BASE, | ENABL, STARTUP, VIA, STORAG, ELECTR,

clean, pep, democratis, want, mwat,

product, starl, veri, understand, better, reduc, help, emiss, central, dit,

Figure 6: Subtopic 4, Start up, via, storage, electrici

PLATFORM, SOLAR, RENEW, USE, BASE, | UCL, MODEL, GROUP, PRESENT, BALANC,

ucl, global, gop, consumpt, self, ethereum, australia, test, origin, back,

info, crowdsal, powrtoken, arena, iamkepco,

Sector, finand, health, mac; pernap, current, saturday, changkat, desir, simpl

western, friend, tune, localis, crmr,
residenti, land, blok, exist, approv, publish, choic, democraci, harrison, kit

delight, etropean, beisgovuk, case, minist,

altcoin, tokenpost, mbrfkdlo, xrp, neo,
highlight, goal, short, greenwood, fall,

Figure 7: Subtopic 5, UCI, model, present, group, balancing

PLATFORM, SOLAR, RENEW, USE, BASE, | THINK, LIVE, LAUNCH, HELF, COMMOD, o

asean, irena, singapor, bangkok, low,
becaus, need, ieee, tradit, parti,

electrifynetwork, network, act, approach, showcas,

case, applic, bank, insur, popular,
indian, tigpit, bestcoinslist, issu, end,

5 . e exactli, main, proud, utokyo, decid,
amaz, extrem, jan, tkui, ambiti,

. ozzi, success, oecdblockchainp, chdc, pfisi, american, see, cebn, give, thrill,
btc, deal, mani, network, electrifyasia, & g

circulareconomi, rippl, xrp, session, stockmarket,

i i disrupt, ariginenergi, come, key, msjemmagreen,
info, govern, guy, incent, dyk, press, boost, assist, yahoo, growth, el i Y, msjemmag;

Figure 8: subtopic 6, Think, live, help, commodity

CONCLUSION AND FUTURE WORK

This study aims to present a thorough and enhanced model for examining public attitudes toward P2P energy trading. In this
study, all posts that included ‘P2P energy trading” and ‘energy trading” were gathered from the social media website, Twitter,
and implemented to Hierarchy Latent Dirichlet Allocation for obtaining the major topics. The algorithm resulted in 12 topics
considering all tweets. According to the results, the public focused more on the new technology and on the way in which the
payment using energy coins works in the trading process. Though there are problems of trust and risk, the focus is more on
payment processing. Services that are not traditional CC services, such as Airbnb, enjoyments, and reputations, however, are
not included in this study. This suggest energy as a CC is an exception which is a good explain to the traditional literatures.
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Though the hLDA model concerning feature engineering is a significant technique to understand the reasons for P2P energy
trading, future study should compare two approaches, including Short Text Topic Modelling (STTM). Moreover, the hLDA
model results suggests the professionals as well as experts’ opinions as they are the ones primarily contributing to the P2P
energy trading discussion. Although this can act as the study’s limitation, it can also help in interviewing customers with
previous trading experience to gain additional information, which is also the future approach of this study.
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ABSTRACT

The most common consumption payment problems are time delay, efficiency loss and poor experience caused by Queuing
service congestion. This paper claims that a secure and highly efficient online mobile payment protocol is necessary.
According to the special requirements of massive payment requests, high elasticity, high concurrency, high risk and instant
response in mobile e-commerce, this paper propose an appropriate model for the application requirements of the service
pattern for edge computing model-computing is service pattern, and the task model, computing model and service model
provided by this pattern are abstracted. Finally, through LoadRunner load testing simulate request as a payment service model.
Simulation results show that the construction of e-commerce retail payment network queuing model and mobile security
payment protocol can solve the conversation of payment queuing efficiency and reduce waste of resources, and customers can
enjoy safety payment experience.

Keywords: Queuing theory, mobile payment, edge computing, LoadRunner load testing.
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INTRODUCTION

Congestion is a common phenomenon in social life. Congestion, also known as congestion, is extremely common in discrete
events, such as road traffic, telephone exchange, airport dispatching, medical treatment, railway Spring Festival travel tickets,
supermarket payment, water and electricity payment, etc. This is not only a common social life phenomenon, but also an
important field of economic research. From an economic perspective, congestion is caused by demand exceeding supply and
scarce resources. In queuing, the most important reason for congestion is the currency payment caused by the use of goods and
services, and the queuing problem caused by the completion of the transfer of currency ownership by both the supply and the
demand. Because of universal existence in traditional retail sales, by increasing the physical counter and teller to reduce and
eliminate the payment queue congestion, can cause appear alternately season settlement services in short supply and the
off-season of clearing idle and waste of resources, the counter even in elasticity to the counter and teller resources optimization
scheduling model cases.

LITERATURE REVIEW

In the study of queuing problem, as early as 1838, French mathematician Simeon D, Poisson (Land, McCall, & Nagin, 1996)
studied the discrete probability distribution commonly seen in statistics and probability. Erlang studies the customer arrival
density function (Fallah Nezhad & Akhavan Niaki, 2011), which is often used in telephone and communication system
queuing. Jones and Peppiatt (1996) analyzed the relationship between actual queuing time and acceptable waiting time of
customers in the service industry and verified it through empirical research. Baldinger and Rubinson (1996) established the
queuing theory model to verify the effect of dynamic adjustment of service capacity on easing queuing congestion in the
service industry. Houston, Bettencourt, and Wenger (1998) studied the relationship between customer queuing time and
customer perception of service quality in the service industry. The above scholars all studied the payment settlement queuing
problem in physical retail under the background of industrial economy based on the existence of physical settlement counters.
Under the background of network economy, physical settlement counters have gradually evolved into network virtual payment
(Mills et al., 2016), and mobile payment has become the inevitable direction of future payment development (Fan, Xu, & Wan,
2013). Therefore, the traditional queuing research has turned to network queuing and its solutions. On the basis of computer
payment DES and RSA data encryption protocol (Forouzan, 2007), some scholars designed a authentication and payment
protocol applicable to mobile environment in the improved Random Early Detection (RED) nonlinear algorithm (Zhang, Ma,
Wang, & Chen, 2011). However, due to the large amount of computation of the protocol, the user's waiting time for payment is
delayed, which can only be used for small payment. In order to reduce the computational load, some scholars proposed to
construct a mobile phone payment system based on signature encryption algorithm (Floyd & Jacobson, 1993). Other scholars
proposed to make up for the deficiency of transaction speed and security in the above mobile payment schemes by means of
the third-party payment platform and the key distribution mechanism of "one key at a time" (Floyd & Jacobson, 1993). In
order to improve the security of payment protocol. Xie (2008) proposed a compound payment protocol that can meet multiple
security attributes.
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Based on the traditional retail queuing line model, this paper extends it to e-commerce payment queuing and constructs the

M /M /n/mpayment request queuing circle model. Furthermore, this paper propose an appropriate model for the
application requirements of the service pattern for edge computing model, and service model provided by this pattern are
abstracted. Finally, through LoadRunner load testing simulate request as a payment service model. Simulation results show
that the construction of e-commerce retail payment network queuing model and mobile security payment protocol can solve
the conversation of payment queuing efficiency and reduce waste of resources, and customers can enjoy safety payment
experience.

Basic concept of physical retail payment queuing

Definition 1 A system consisting of one type of multiple services (desks) to provide certain services for random arrival
consultants, and a system in which the customer views the server (desk) as "idle" or "busy" and is served or waited according
to its queuing law is called queuing (service) system. Here, customer and waiter are generalized.

Discrete event system uses stochastic process theory and probability statistics to describe the main elements of retail event
system: entity, event, activity and process. For this reason, the discrete system is represented as a logical set of external

events (X) , output events (Y), sequential states (9) , output functions (A) , and the logic set M =(X.Y.S, J’A’tO) of the

time advancement functions (tO) .

Definition 2 In the retail trade customer and the waiter currency payment settlement queue as a queuing system, its basic
structure consists of four parts including the input process (customer traffic), service time (business processing time,
non-business processing time customer stop line, stop also provide payment services), service (service window settings) and
queuing rules.

ey

il . S : : = leave
< Customer . H -l Queuing Service ] ‘
— S BTAR - ! - —_— -
source structure structure 1

Arrival mode i L | | I
AIIGUEH‘L’, rules \ Service process

Figure 1: Composition of retail queuing service system.

Queued arrival mode

Describe the distribution pattern in which customers randomly come to the settlement counter in a retail store and request
payment and settlement services. Arrival mode, also known as system input process, is represented by random arrival time.
Common arrival modes include: constant length distribution, Poisson distribution, Erlang distribution, exponential distribution
and super exponential distribution.

(1) Fixed-arrival distribution: the arrival of the entity (customer) in the equidistant time interval is the fixed-length arrival
distribution, and the mathematical expression is

0, t=a
1l t<a

AW=p{r =

1)

(2) Poisson arrival distribution: an entity (customer) has an arrival probability within a given length of time. This is the
typical arrival distribution in the payment queuing service system of the retail industry

p(n):M’ n=0,1

n! )
(3) Erlang distribution: often used in telephone and communication switching systems whose mathematical expression is

Y S

]
n.

©)

K is a positive integer greater than zero.

(4) Exponential arrival distribution: is a universal arrival distribution, whose cumulative function is
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F)=y=1-¢" @
I the random number Y is uniformly distributed, it can be simplified as

t="20 =7 1n(y) ©

Where Ta is the mean mutual reaching time.

(5) Hyper exponential arrival distribution: this is a type of distribution where the variance is greater than the mean. It’s main

characteristic is that the data appears low value and high value more frequently. Generally, when the coefficient C of
variation is greater than 1, the data can be fitted with a super exponential distribution. Distribution function is

1
— cn2sht _ _2(1-s) At <Qe™
At) = S + (1-S)e . 0sS<? ©
« = (1-25-25)

25(1- S)

N

_ 2 =
S=KT is the variance; CV K is the coefficient of variation, where

Queuing rules

A queuing rule is a rule that selects the next customer from the queue when the counter clerk completes the billing service for
the current customer. Due to the randomness of customer arrival and service time, there are many queuing rules. The queuing
rule is called the queuing law. Retail stores usually take First Come First Service (FCFS) law, or priority service such as VIP
service law. If the captain exceeds N, the customers will leave automatically when they arrive later. When the customer's
waiting time is longer, the customer will leave automatically.

Service organizations
The configuration of a certain number of service tellers and counter machines that provide settlement services to customers.
Such as several service counters in parallel, serial, or other connection mode. Retail stores generally adopt single queue, single
service counter system.

Service process
The service process that takes time to complete the settlement service for each customer. It describes the statistical
characteristics of service processes and also has some distribution characteristics. It usually has the following distribution:

(1) Service time of fixed length distribution. All customer service hours are constant, denoted by D
1

(2) Negative exponential distribution of service time. Each customer service time H g independent of each other and has the
same negative exponential distribution. The M s the average service time.
(3) Erlang distributes service hours. If the service of customers must go through a series of K service counters, the service

time T of each service counter is independent of each other and subject to a negative exponential distribution with a mean

E
value of K.

(4) Service hours are generally randomly distributed. For example, service tellers may have different service time distribution,
and the service time distribution depends on the team leader.

Physical retail payment queuing service system modeling
The basic mathematical model of payment, settlement and queuing in physical retail stores can be expressed as a

MM |C MM |C . . . . . .
| | model. The | | model represents a queuing system model in which the input process (customer arrival) is
Poisson's input, service time obeys negative exponential distribution. The main quantitative indicators of the model can be
expressed as:

Ls. Represents the number of customers in the system, including all customers waiting in line and being served (also known
as the average captain).

Lg : Represents the number of customers waiting in line in the system (called the average queue length).
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Tq : Represents the average waiting time of customers in the system (i. e. the average queuing time).
Ts. Represents the average customer stay time in the system (including waiting time and service time).
A. Represents the average customer arrival rate (known as customer arrival rate).

H. Represents the average service rate of the system (i. e. the average service rate of the service desk).

P. Represents service intensity, whose value is the ratio of effective average arrival rate A to average service rate y, i. ep=A/p.

The less the waiting time, the better the system performance. Obviously, this is something that customers and physical retail
stores are very concerned about. Customers want to queue as short as possible. Similarly, for cashiers, the service intensity is
as small as possible.

Model solution

. . I = MM 1 . . .
Firstly, we discuss the situation C -1, the model becomes | | , that is, the model represents the situation that there is

A
H p<l1 o
only one settlement counter, so , when . In other words, when the average number of customers arriving per
unit time is less than the average number of customers served, the queue length can avoid infinite growth and reach

0}

equilibrium. The probability of having a customer in the system at any given time U there are N customers is P
When the system reaches a stable state, the probability P ® tends to a stable state P , here Py is not

related to t , the system is said to be in statistical equilibrium, also P is the steady-state probability under the

— _ n
quilibrium state. It represents the probability that the system has ' customers under the stable state, where R = 1=-p)p ,
specifically R =1-p(p <1).
The following expression can be obtained by using probability statistics:
(1) The average number of customers (average queue length) in the system Ls js:
< A
Ls=> nP, = P -4
n=1 1-p u-4A (7
(2) The average number of customers waiting in a queue (average queue length) Lg is:
Lg=>(n-1)P, = Ls-p=pLs (LS:LJ
n=1 1-p ®)
(3) The average customer stay time TSin the system and the average wait time Tq in the queue are respectively:
1 Ls 1 L
Ts= =— Tq=Ts——=—q

Secondly, we suppose that the average service rate of each billing counter is the same H , at this time, the average service rate
of the whole system is C,u, SO service intensityp =Al C,u7 when P <1, There is an equilibrium state in the system, and

P, =P{N =n}

the probability of the number of customers Min the steady-state system at any time is ; especially when

n= 0, R is PO R represents the probability that all settlement counters in the steady-state system are empty (because
the number of customers in the system is 0). According to queuing theory and probability statistics:

<11 (A 1(AY cu |
g Sl
k! u Ch\u) Cu-A

At this point, the performance indicators of the model are as follows:

(10)
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(1) Average queue length Lg is:
R R (7))
Lg= > (n-C)P ~ PP,

n=C+1 " C I(1-p) (1)
(2) Average queue length Ls js:
Ls=Lg+Cp (12)
(3) The average customer stay in the system Ts js:
Ts
Ts=—
A (13)
(4) The average time a customer waits in a queue Tq is:
L
Tq= ]
A (14)

According to the above expression, as long as know the average arrival rateA of customers in the system and the average
service rate ¥ , the system can calculate the average customers waiting time to improve the quality of service, as shown in

figure 2.
Jix) [
1)

14
. [ %——-— CASHIER 1/0] .
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Figure 2: Linear system model of payment queuing in physical retail stores.
HYPOTHESES DEVELOPMENT

Modeling of e-commerce queuing payment

In e-commerce payment, the e-commerce platform does not need to provide customers with the necessary physical settlement
counters and tellers in physical retail payment. Customers only need to send a payment request to the payment link page, and
the payment system provides corresponding services according to the customer's request. The customer and the payment
service provider can be regarded as queuing according to the circumference regardless of the distance between the spatial
entity and the virtual space of the network. The customer and the payment service provider have the same space distance. The
queuing rule is Along With the Service (AWS). The customers complete the whole payment process by himself. Its queuing
model can be constructed as figure3.
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Figure 3: e-commerce payment queue circumference system model.

E-commerce payment queuing model solution

It is assumed that there are new service windows which can provide the required file access in the file list managed by the
network payment node, and the payment requests made by users or connected to the payment node reach the system according
to Poisson distribution, with the strength of/‘ . We suppose that each service time that can provide payment request obeys
negative exponential distribution, and the intensity is#  The characteristic of this model is that the payment page node can
accommodate up to one user's payment request M, namely customer (M >n> 1). If the payment page node is full (that is,
there are already "™ payment requests), the new payment page node request will immediately leave and find another payment
page node to provide services. Obviously, there must be a place in the system for customers M~ Nto wait in line.

pl:i:2.5 ,021203125
Soassume N=8 m=12 A=10 HU=4 U , nu
Then
nl m-n+1
(np) , (no) } p#1
_ |Lk=0 ! 1-p
pO_ _1
n«
Z—+—(m n+1)} o=1
n (15)
k k
A P, = ne p, 0<ksn
k!
pk: n -k
Plkp_on:np Po n<k<m
nin n! (16)

(1) The probability of losing the payment request at the payment node is:

Z(2 (25 1-(03125° | e
8l 1-0.3125

(2) The relative passage capacity of the payment node:
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_ _n"p" 8% (0.3125)"
Q=1-p,= oy Po = 81 Po
(3) The average number of requests per unit time to the payment node:

A, = A(l- p,) = AQ =9.99970383

(4) The average queue length of a payment request queued at the payment node:

m 12
L, =Y (k-n)pk =" (k-8)pk =0.001979834
k=8

k=n

(5) The average queue length of the payment request waiting at the payment node:
A
L, = Lq +L = Lq +—==2501905792
7]

(6) According to little formula, the average stay time and average queuing time of the payment request at the payment node
can be obtained:

W,=—==W, + 1- 0.250197989
A Y u
L
W, = —=0.000197989
/‘e

E-commerce queuing mobile payment initial assumption
(1) Merchants and Banks have their own digital certificates.

(2) The customer and the merchant have registered with the bank, and the customer and the merchant have their own
accounts D, .

(3) Customers and merchants trust the bank.

(4) A series of safe and efficient pseudo-random numbers can be generated between the customer and the bank through a

common initial seed, which has been deposited in the mobile phone when the customer registers in the bank. Registered in the
bank according to the assumptions, customers via secure off-line methods set up efficient pseudo-random number generator

cyclic shift and hash function operation, can produce a series of pseudo-random number PRN, . Each pseudo-random number
is based on a pseudo-random number.

Definition:

C, M B: Represent customers, businesses and Banks respectively.

Dy - Identity includes all information of X,

DCy : Digital certificate X .

PKx . public key X .

Ky : Private key X,
PSW.. client’s banking login password.

E(msg)K : Symmetric encryption computation on MY \ith a confidential key K.
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H(MST) . Hash the message o9 |

Signx (msg) : Sign the message My using the key K.
TID : Transaction characteristics including time and date.

Ol ={TID,OD, Price, Description}

Ol . Order information = , here OD  means the type and quantity of the order,

Description represents the description of the digital product ordered.

PAY . Payment information, including the account number of the transfer and the payer's own account information.

PAY ={TID, Price, Account,, Account,, }

PRN, : The initial seed produces the i'" in a series of pseudo-random numbers.

Y,
M.C: Shared key between merchant and customer.

Exclusive or operation.
Payment protocol

When the price of goods or services has been negotiated between the two parties to the transaction, the customer initiates a
payment request. If one party does not receive a reply within the specified time, the agreement shall be terminated. The
payment procedure is as follows:

stept C - M

ID.,1D,,,0l,i,HASH (1D, ID,,,Ol,i),PRN, PRN,, PSW (17)

The customer initiates a payment request to the merchant, and the request message includes the identity information of the
customer and the merchant, the order information and the corresponding integrity authentication information. Finally, the
authentication information of the customer to the bank is attached, which generates two pseudo-random numbers and the
difference or result between the bank login password for the customer offline. The main purpose of using two pseudo-random
numbers for exotic operation is to prevent the user password from being guessed correctly and revealing the pseudo-random
number information.

Step2 M-B

E{SignSKM{IDC,IDM,i,PRNi PRN.,, PSN,PAY,YM’C,E{IDM,OI}YMC},DCM}PK
' = (18)

After receiving the payment request from the customer, system will check the order information and verify its integrity. After
confirmation, it will send the transfer request message to the bank. The content of the message includes the identity
information of the customer and the merchant, the digital certificate of the merchant, the account information, the
authentication information forwarded by the customer to the bank, the Shared key generated by the merchant for the
transaction with the customer and the identity and billing information encrypted with the shared key. The transfer request
message is signed with the private key of the merchant and then encrypted with the public key of the bank to ensure the
security and non-repudiation of the message.

Step3 B-C

PRN,, PRN,, E{ID,,01}, ,PRN,, PRN, PAY,PRN, PRN, Y, o)

After the bank receives the customer authentication information forwarded by the merchant, it compares whether the value of |
is consistent with its pseudo-random sequence. If consistent, the corresponding pseudo-random number PRN is generated. The
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authentication message is exotic calculated with PRN,  to obtain the login password PSW. If the calculated PSW is

inconsistent with the original password, the protocol terminates and a short message notifies the client to proofread. If the
pseudo-random number, customer identity information and login password correspond, then the authentication. After
confirming the customer information, use two pseudo-random numbers for the account information forwarded by the merchant,

the shared key, and the order information encrypted with the shared key PRN... to PRN.., , perform exotic encryption.

The bank will send the above information to the customer and wait for the customer's final confirmation.

Step4 C-B

PRN

i+8

PRN.,, E{IDQOI}YC‘M,PRNMO PRN,, PAY 209

After the customer receives the confirmation information sent by the bank, the corresponding pseudo-random number is

generated from PRN;.. to PRN.; and perform exotic operation to obtain the account information and the shared key

information with the merchant, and then use the shared key to unlock the encrypted order information. After the confirmation

of the customer, two pseudo-random numbers from PRN .5 to PRN”“, express customers’ confirmation and agree to

transfer. The transaction is terminated if the customer receives an objection to the information.

Step5 B-M
E{S‘gnSK {E{IDC,OI 1, ,PAY}, DCB}
B cM
PKm (21)
After the bank receives the confirmation information sent by the customer, the corresponding pseudo-random number is
generated from PRN. to PRN”“. Notify the merchant that the transfer is successful. If the bank fails to receive the

confirmation of the goods within the stipulated time, the transaction will be terminated.
METHODOLOGY

Elastic request as a payment service model

In recent years, the computing workload of e-commerce mobile payment task has been migrating, first from the local data
center to the cloud, and now increasingly from the cloud data center to a location closer to the data edge. The purpose of doing
this is to solve the problem faced by cloud computing: the linearly growing centralized cloud computing ability cannot adapt to
the rapid growth of massive edge data, especially the massive centralized mobile payment requests and sudden growth, which
makes the network edge devices transmit a large amount of data to the cloud computing center. At the same time, limited
power network edge devices will consume a lot of power when they transmit data to the cloud computing center. Moreover,
the personal privacy problem of network edge data is particularly prominent, which makes the core payment data in
e-commerce have the risk of being eroded.

The key elements in the task model include time delay, bandwidth utilization, context awareness, generality and elastic
computing power. Although the development of accurate models is very complex for tasks, for edge computing models,
mathematical optimization allows simple tasks to meet the requirements of zero delay, zero error and zero leakage. The
following are two commonly used calculation task models.

Task model of binary transfer

Highly integrated or relatively simple tasks cannot be partitioned, and must be performed as a whole in the edge device or
transferred to the edge computing center server for processing, which is called binary transfer. Such task can be represented as
(L, TD, x) by three symbol field, which contains the following information: task input data size L (in bit), completion period
TD, calculation workload x (in CPU clock period). The use of these parameters can not only capture the basic properties of the
edge device processing tasks, but also facilitate the simple evaluation of execution delay and the estimation of energy
consumption performance.

Task (L, TD, x) needs to be completed before the hard deadline TD. This model can also be extended to deal with the soft
deadline requirements, allowing tasks with large amount of data to be completed later. In this case, the computational effort
required to perform the input data of the 1 bit task is modeled as the random variable x.

In practice, many edge tasks are composed of many subprocesses, which makes it possible to transfer each subprocess to local
edge devices for execution, so as to achieve fine-grained task transfer. Specifically, the task can be divided into two parts: one
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is the task processed by the edge device itself, the other is the task performed by the edge device or the edge computing center
which is closer to the device, or it can be coordinated by the edge computing center.

The simplest task model for local transfer is the data partition model, in which task input is bit independent. This task model
can be arbitrarily divided into different groups, which can be implemented in different entities under the edge computing
system. However, there are obvious dependencies between different processes or components. How to deal with these
dependencies will significantly affect the efficiency of execution. There are two key problems:

(1) The execution sequence of functions or routines, because the output of some processes or components is the input of other
processes or components, the control of execution sequence is the guarantee to realize the correctness of local transfer.

(2) Due to the limitation of the software and hardware of the edge devices, at present, we can only achieve isomorphic
transfer, and cannot transfer the task to the heterogeneous devices. The abstraction of the software and hardware of the edge
devices is the guarantee to achieve the maximum utilization of the local transfer.

CPU performance is represented by CPU cycle frequency fm (CPU clock speed). The architecture of edge computing
equipment adopts Dynamic Frequency and Voltage Scaling (DVFS). It can adjust the energy consumption by changing the

max
cycle frequency of CPU. In practice, fmis limited by the maximum "CPYU (the maximum computing power that edge

devices can provide). In combination with above mentioned task model A (L, T , X) introduced in the previous section, the
delay of the model can be evaluated with the following formula:
LX
tm = f_
m (21)

< max
Among them, fn < Tepy

Equation (21) reflects the delay TM affected by the computing performance. FM represents the computing power possessed by
the edge device. When the content of LX processing is certain, the delay of the system can be adjusted by adjusting FM.
Increasing FM can reduce the delay, but decreasing FM will increase the delay. According to the CPU energy consumption,
FM reflects the energy consumption. Therefore, edge devices need to allocate energy consumption and delay reasonably.
When low latency is needed to ensure the real-time performance of tasks, FM can be appropriately increased; otherwise, when
low power consumption is needed to ensure the energy-saving performance of tasks, FM can be appropriately reduced. DVFS
is the key technology to provide this capability, which is an elastic request as a payment service model.

According to the service characteristics of edge computing devices, two widely used service models are abstracted according
to the requirements of low latency and low energy consumption.

Sequential service model

As shown in Figure 1, the model is mainly for services with clear sequence requirements. Each node is represented by e(" J),
and the subscript ! represents tasks in different stages. The subscript Jonly represents the node number that jointly

completes ] tasks at the same time as the subscript ! the node is characterized by isomorphic architecture. The advantages
of this model: it can provide different services according to different users, making the service more user-friendly; the same
tasks with subscript | can provide low latency services according to binary transfer or local transfer task model; it can

increase or reduce the number of by DVFS technology according to the requirements of service delay, with flexible
structure and maximum utilization of energy consumption. The following presents the delay ti (minimum delay time) and

energy consumption E, (minimum energy consumption) model of the structure:

toe = Min LX

total 1<i<n,1<j<m4 m
3
: J
= (22)

n Z:,m N, f <f@™
Therein, 1= Cry;
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1= (23)

m=2"f < f™
Therein, 1= CRY;

™,

(ﬁlastic request as a payment service model (ERaaPS) )
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Figure 4: Sequential Service Topology after Row Arrival Model.

Central service model
As shown in Figure 4, the model is mainly for services without clear sequence requirements. Each node is represented by e,

and the subscript! represents the node number under the structure. The model has two central nodes, such as e; distribution

center node and e collection center node. According to the current status of § (! 7 1, I # M, the distribution center node
will be assigned to different nodes for execution according to the task characteristics; the collection center node will provide

the execution results of G (! ¢1, | # My to users after sorting. The advantages of the model: the distribution center node
coordinates tasks, can handle multiple tasks in parallel, and meet the real-time requirements; the aggregation center node
provides services, unified external interface, and provides more friendly services; each node has a clear division of labor, and
can maximize the use of limited computing resources of edge devices. The following presents the delay total (minimum delay

time) and energy consumption E, (minimum energy consumption) model of the structure:

= MAX 22
<Isn i (24)
Therein, 251 = fepy
E,=MAX > f
I<isn i1 (25)

+ —_ max
Therein, N Z° 1 = fepy
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Figure 5: Service model of central topology.

DATA & RESULTS

E-commerce payment system LoadRunner load test target

LoadRunner is a kind of suitable for all kinds of architecture of the automatic load test tool, which implements real-time
performance monitoring for the system under test at the same time, and automatically generate test results. Its purpose is to put
the e-commerce payment in the simulation environment to test the performance of the system: predict the load of the system
under pressure, analyze and evaluate the bottleneck of the system, and optimize the system performance before the release of
the system. The test content includes: (1) average response time of access; (2) the maximum response time of access; (3)
average number of access per second processing; (4) the success rate of access users; (5) the above record value under the
condition of different concurrent users.

Load test steps for e-commerce payment system LoadRunner

Run the Contorller of LoadRunner, select the recorded script, set the number of virtual users and run it. When running, the
number of virtual users set (the initial number of users is 100, 100 users are added each time) will be the number of
concurrency, and the website will be accessed concurrently. It is preliminarily estimated that the maximum concurrency of the
payment webpage will be 500 users. Then, all kinds of important index data of system performance were recorded, and the
resource occupancy of the system was concerned. Then, test results were analyzed and experimental conclusions were drawn.

(1) Average Transaction Response Time

Table 1 Average Transaction Response Time

Color Scale Measurement Min. Ave. Max. SD
Red 1 Action_Transaction 238. 022 238. 084 238. 166 0.03
Yellow |1 Actionl_Transaction 9.019 9.06 9.123 0.021
Blue 1 vuser_emi_Transaction 0.0 0.0 0.0 0.0
Green 1 vuser_init_Transaction 0.0 0.0 0.0 0.0

Results: table 1 shows the minimum average transaction response time: 9. 019 average 9. 06

Maximum: 9. 123 average transaction error: 0. 334.

Analysis: transaction response time <2s is in an excellent state.

2s ~ 10s good condition.

It fails when it's greater than 10s.

From the results, it can be analyzed that the average response time of things is greater than 2s and less than 10s in a good
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state.
Table 2 Payment client system resource calls

Color Scale Measurement Min. Ave Max. SD

Red 0.01 %Disk  Time (Physical | 0.15 50. 367 4145. 203 295151
Disk_Total) : localhost

Yellow | 0.0l File Data | 12 114. 145 6211. 403 475. 231
Operations/sec (System) :
localhost

Blue 0.0l Page Faults/sec | 1028 1795 227 12324 25 1107. 642
(Memory) : localhost

Green 0.1 Pages/se, e (Memory) :| 0.0 7.054 278. 008 36. 35
localhost

Purple 1E-6 Pool Nonpaged Bytes | 34750464 35035412, 35323904 162161. 285
(Memory) : localhost 757

Cyan 1E-7 Private  Bytes (Process | 745607168 756772956. 794722304 4346259. 482
Total) : localhost 252

Black 10 Processor Queue | 0.0 1.072 8 1.191
Length (System)
localhost

White 0.1 Threads  (Ohjects) .| 885 905. 833 928 11.192
localhost

(2) CPU utilization Processor / %Processor Time

Results: according to table 2, the minimum CPU utilization value was 0. 260%, the average value was 2. 266%, the maximum
value was 10. 156%, and the error was 0. 8660/.

Analysis: the average CPU utilization tested by this system is in an excellent state around 2. 26%.
(3) CPU time consumed by database operation: Processor / %User Time.

Results: as can be seen from table 2, the minimum CPU time consumed by database operation is 1. 367%, the maximum is 5.
280%, and the error is 0. 591%.

Analysis: more than 90% of the CPU consumed by database operation is in a relatively large state, so the optimization of the
database system can be considered.

According to the results, the average CPU consumption of database operation is about 1. 376%, and no optimization is needed.
Results: as can be seen from table 2, the minimum, average, 1. 153%, maximum, 2. 344%, and error: 0. 8440/.

Analysis: the value of this parameter has been high, indicating that 1/O is problematic. According to the results, the average
CPU utilization is in a normal state.

(4) Remaining available Memory/Available Mbytes

Results: as can be seen from table 2, the minimum value of remaining available memory is 3064. 000, the average value is
3067. 678, the maximum value is 3070. 000, and the error is 1. 735.

Analysis: if the remaining available memory is less than 10%, the system memory may leak. As the physical memory of the
machine is 4193Mb, the remaining available memory is 3067/4193> and 100% meets the standard.

(5) Download pages per second Memory/pages/ SEC

Results: according to table 2, the minimum number of pages downloaded per second is 0. O, the average is 43. 071, the
maximum is 351. 990, and the error is 125. 789.

Analysis: CPU per second 0 page exchange for good, 10 bad, more than 10 is very poor.
The results show that the number of pages downloaded per second is poor.
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Conclusion: in the above design of mobile payment system, mobile terminals only need to carry out active communication
twice, which not only reduces the communication burden of mobile terminals, but also accelerates the processing speed of
mobile payment. Therefore, it is more suitable for mobile payment business.

CONCLUSIONS
In this paper, based on the traditional retail queuing linear model, the research scope is extended to e-commerce payment

queuing, and the payment request queuing circumference model M /M /n/ Mis constructed. The traditional retail payment
queuing mode and cloud computing model of e-commerce payment service mode have been unable to adapt to the demand of
elastic response, zero delay, zero error and low power consumption. The edge computing mode is mainly reflected in the
limited resources of edge equipment, the real-time service and the intelligent decision-making. In this study, firstly, from the
traditional queuing model to the circle model, then to the edge computing model, the task model, computing model and service
model of elastic demand payment service are abstractly modeled. According to whether the tasks are sequential or not, this
paper presents two common elastic demand service models (sequential service model and central service model) of payment
service, and gives the corresponding evaluation formulas of delay and energy consumption. Then, it uses LoadRunner which is
suitable for various architectures to simulate massive end-users' simultaneous request for payment service load test evaluation
and detection its response time, transaction rate and system stability prevent the payment system from queuing congestion or
even collapse. The simulation results show that the service model of elastic demand payment service can effectively solve the
problems of elastic demand, uneven server load, delayed payment time, and good customer payment experience.
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ABSTRACT

The Middle East region is undergoing significant changes due to the growing number of people migrating to the
cities. This has influenced the growth of progressive smart city initiatives and agendas, which seek to improve
the quality of people’s lives using technology-enhanced services. From health care to transportation, platforms
to support smart living services are being developed and promoted as part of these efforts. Thus far, there has
been slow adoption of these new technologies. This paper explores why people resist the very technologies that
are being created to improve their lives. We use innovation resistance theory to examine functional barriers that
hinder the adoption of smart living services in Saudi Arabia, in order to help inform the policy and marketing
efforts of governments seeking to establish smart cities.

Keywords: Barriers to innovation, Innovation resistance theory, Middle East, Smart living services.

INTRODUCTION

The growth of and interest in the establishment of smart cities has reached significant levels in the Middle East.
According to researchers, at least 11 of the 17 countries in the region have begun planning or implementing
agendas for smart city development to support growing populations (Maheswaran & Badidi, 2018; Misbhahuddin
et al., 2015; Washburn et al., 2009; Zahran, 2013). Over €107 billion are being poured into these efforts (Fint,
2017; Pan, 2018) but there is significant consumer resistance that should be of concern to those promoting smart
cities. By examining the types of services being offered to customers, we can better understand why these
consumers are not using the health, energy, entertainment, and surveillance technologies necessary for cities to
be ‘smart’.

This study considers people’s views on the smart living services that are available to them, in order to identify
reasons for some individuals choosing not to use them. By examining the reasons for the lack of interest in, or
awareness of, smart living services (W. Keijzer-Broers, Nikayin, & De Reuver, 2014), this study will contribute
to helping Middle Eastern countries build better cities and related amenities.

Research into smart living services adoption is vitally important to national and regional agendas that seek to
diversify oil-based economies. Use of technology is seen as an opportunity to do so, since the data that can be
gathered can be used to build new devices and platforms for smart living services. Strategic decision makers in
Middle Eastern nations want to ensure they can continue to enhance the quality of life for all by providing a
high level of services. However, acceptance of emerging information and communications technology (ICT)-
based applications by citizens in the Middle East faces a profound challenge (Aldraehim, 2013; Alshehri, Drew,
Alhussain, & Alghamdi, 2012; Khan, Woo, Nam, & Chathoth, 2017). One of the biggest challenges to
acceptance is the adoption rate of the new technologies (Almuragab & Jasimuddin, 2017; A. Baabdullah,
Dwivedi, & Williams, 2013; A. M. Baabdullah, Alalwan, & Al Qadi, 2018).

The adoption rate of new smart technologies is a topic within smart living research that requires more
exploration. This paper examines barriers to the adoption of smart living services and identifies issues that are
critical to technology innovation and policy. The goal of this paper is to examine the challenge in increasing the
adoption of smart living services, using innovation resistance theory to explore functional and psychological
barriers. The results of a five-month case study conducted in Madinah, a major city in Saudi Arabia, suggest that
the resistance to certain types of barrier goes beyond the two established in the literature (i.e., functional and
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psychological obstacles). These results are unique and impactful and contribute to the knowledge needed for
smart cities to function as required.

LITERATURE REVIEW
This section presents research from the smart living literature, highlighting and discussing barriers to usage with
a focus on smart living services (W. Keijzer-Broers & de Reuver, 2016). Innovation resistance theory provides a
lens through which to examine how smart living products and services are made available, by focusing on where
they have not been widely adopted. According to Nikayin and De Reuver (2015), lack of adoption presents a
problem for financial decisions made by governments investing in building smart cities.

Smart Living and its Services

The rapid evolution of innovations in ICT and the internet of things (Vanston, Elliott, Bettersworth, & Caswell)
(Vanston et al., 2006) for smart cities has created opportunities to enhance many people’s quality of life, which
is considered to be one of the main goals of the smart city agenda (Skouby, Kiviméki, Haukiputo, Lynggaard, &
Windekilde, 2014). This goal is directly linked to the ICT/IoT platforms that enable smart living and is one of
the six smart city characteristics (Giffinger & Pichler-Milanovi¢, 2007). This is called smart living (SL), the area
of focus in this paper.

Smart living is a trend that encompasses advancements that give people the opportunity to benefit from new
ways of living (Riva-Mossman, Kampel, Cohen, & Verloo, 2016). The SL vision is to improve a population’s
quality of life and facilitate individuals’ personal comfort (Nikayin, Skournetou, & De Reuver, 2011). Therefore,
smart living services (SLS) are regarded as “mediators between providers and customers in the process of value
creation” (W. J. Keijzer-Broers, Florez-Atehortua, & de Reuver, 2015, p. 2). These services are able to achieve
the SL vision (Nikayin & De Reuver, 2011) by providing several ICT-enabled services linked with the loT
(Sudha Ram, 1987; Vanston et al., 2006). In leveraging ICT, SLS are capable of enhancing the quality of life for
the inhabitants of a smart city (Chen, 2012). However, if the inhabitants of smart cities do not use the SLS, the
smart city value chain is broken and the value delivery fails (Dameri, Benevolo, Veglianti, & Li, 2019).
Therefore, it is clear how important SLS are to the success of a smart city in improving the quality of life of its
population.

The pursuit of research into SLS is a recent trend in the information systems domain because many view this
topic as part of the United Nations (UN) stainability goals and associated with social science research. SLS is a
term used in research to refer to technology which is “applied to daily life to increase efficiency, affordability,
and sustainability” (C.-K. Lee et al., 2011, p. 93). SLS are also seen as being capable of creating an urban
environment able to “offer advanced and innovative services to citizens in order to improve the overall quality
of their life” (Piro, Cianci, Grieco, Boggia, & Camarda, 2014, p. 1). However, the use of SLS should not be
restricted to users and residents within the home; individuals should also be able to take advantage of external
information in order to consider a range of novel service concepts (Nikayin & De Reuver, 2011).

Such opportunities can result in increased motivation for service providers from different industry sectors (e.qg.,
energy, security, telecommunications, and health) to become interested in offering SLS (W. J. Keijzer-Broers,
de Reuver, & Guldemond, 2013, p. 1). In this way, multiple actors, “sometimes from different industries, pool
their resources and capabilities to create and capture value from new services and products” (Solaimani, 2014, p.
12).

SLS are increasingly being exploited by city governments, “changing the ways to interact with citizens and
providing novel and interactive services” (J. Lee & Lee, 2014, p. 94). SLS s commonly provided to consumers
living in smart areas via sector-specific service platforms. A service platform is used to “host a set of core
functions (e.g., data storage, processing power, intelligent decision-making components)” and service suppliers
deploy these platforms to create, run, and deliver value-added services to consumers (Nikayin & De Reuver,
2012, p. 19). In short, to achieve that vision, smart living provides several ICT-enabled services, such as those
that gather the value drivers of health, energy, security and entertainment (Agahari, 2016).

Many of the current benefits accrued from these types of new technology involving enabled and enhanced
services are considered to be ‘just’ an innovation or fad (Mani & Chouk, 2018), with implications for
diversification and development. Evidence suggests that consumers may perceive SLS (smart homes, smart
healthcare, smart grids, smart banking, etc.) as something new and different. Consequently, the view of SLS in
this paper is as a form of social innovation that brings together tech-enabled environments for daily living. The
perspective that is taken in this paper is that SLS are critical to sustaining a smart city, presenting a challenge for
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sustainability, new business development, and improved quality of life for the Gulf State region. The next
section describes barriers to the use of SLS to understand better why consumers resist the new technologies.

Barriers to Smart Living Services

In order to ensure the maximum benefit from SLS, it is necessary to make sure that smart living is optimally
adopted. This study examines the barriers to adopting smart living services. As people become more accustomed
to adopting and using SLS, data can be collected and then used to assist with urban planning and in overcoming
various technological and regulatory challenges (Wilson, Hargreaves, & Hauxwell-Baldwin, 2015). Despite
smart living explicitly promoting users’ quality of life, SLS, although technologically feasible and acceptable
(W. Keijzer-Broers, Florez-Atehortua, & de Reuver, 2016), are faced with a number of challenges, which
include the following:

Lack of awareness among end users, to market commercialisation, to end-user acceptance, as to resistance.
Lack of awareness of what SLS are and what is available as part of these services (W. Keijzer-Broers et al.,
2016).

Lack of knowledge of how these types of services can fulfil user needs (W. Keijzer-Broers et al., 2014).
Markets for these services also struggle as a result of a lack of appropriate market structures (Good, Ellis, &
Mancarella, 2017), market mechanisms (Cappers, MacDonald, Goldman, & Ma, 2013), and market
regulation (Nikayin & De Reuver, 2012).

These challenges hamper the adoption and widespread use of SLS (Balta-Ozkan, Davidson, Bicket, &
Whitmarsh, 2013). At a higher level, according to Sundaresan Ram and Sheth (1989), two fundamental barriers
emerge that cause resistance to innovation in general. Those barriers are generic to resistance to various types of
innovation and are categorised as functional and psychological. Functional barriers include usage, value, and
risk barriers, whereas psychological barriers are linked to traditional and image barriers associated with use.
Later SLS researchers argued that information, technology, and system barriers were consistent with certain
functional barriers and institutional barriers aligned with psychological barriers. However, a review of the
literature suggests that research that focuses on barriers that inhibit the use of smart living services is limited,
which indicates that this area is in need of further investigation (Balta-Ozkan et al., 2013; Nikayin & De Reuver,
2015). This study seeks to explore further the barriers preventing people using SLS, with a focus on innovation
resistance theory as a means of analysing a case study.

A View of Innovation Resistance Theory (IRT)

The reasons for consumers not adopting innovation are not always clear in the existing literature. IRT describes
resistance “by consumers to changes imposed by innovations” (Sudha Ram, 1987, p. 208) during new product
adoption. Resistance can also arise due to “fears that a product could be dysfunctional or
malfunctional” (Joachim, Spieth, & Heidenreich, 2018, p. 97). Sundaresan Ram and Sheth (1989) first explained
that consumers face various barriers that limit their desire to accept innovation. Furthermore, these barriers are
more likely to appear once consumers perceived considerable change as a consequence of adopting the
innovation (Sundaresan Ram & Sheth, 1989). Barriers were then classified into the following two categories:
functional barriers and psychological barriers (Figure 1).

Functional
Barriers

User Resistance

Psychological
Barriers

Figure 1: Types of barriers to innovation (Ram & Sheth, 1989)

Functional barriers are more likely to occur when a consumer perceives a significant change during a new
product adoption (Ng, Lim, Lim, Ng, & Tan, 2013). According to Sundaresan Ram and Sheth (1989), functional
barriers are directly related to three areas of the innovation itself;

usage patterns, which may give rise to usage barriers to a new innovation;

the value of the product or service; and

risks associated when adopting the product or service (see Figure 2).
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Usage Barriers
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Value Barriers
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Risk Barriers

User Resistance
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Tradition
Barriers

Figure 2: Innovation resistance theory (Ram & Sheth, 1989)

Psychological barriers emerge once an innovation conflicts with a consumer’s social norms, practices, or
individual usage patterns (Kleijnen, Lee, & Wetzels, 2009). These barriers are related to tradition (daily routines)
and image (brand and product category) (Mani & Chouk, 2018). They come from traditional views, perceptions,
and image views (Figure 2).

The two types of barrier are common to different types of innovation and are not specific to innovations in smart
living services. However, as mentioned earlier, functional barriers can include usage, value, and risk barriers,
whereas psychological barriers are associated with tradition and image barriers (Table 1).

Table 1: Types of barrier to innovation

Barriers Definition Sources
Usage Resistance towards a new invention due | Barati and Mohammadi (2009); Lian and Yen
barriers to its incompatibility with present | (2014); Lunsford and Burnett (1992); Moorthy et
routines, exercises, and plans. al. (2017); Sundaresan Ram and Sheth (1989);
Rotchanakitumnuai and Speece (2003).
TCU » | Value Resistance towards the wusage of | Fain and Roberts (1997); T. Laukkanen,
2.2 | barriers products or services when they do not | Sinkkonen, Kivijarvi, and Laukkanen (2007);
S5 fulfil the user’s perception of | Lian and Yen (2014); Moorthy et al. (2017);
T @ performance-to-price value in contrast | Sundaresan Ram and Sheth (1989); Rammile and
with other substitutes. Nel (2012)
Risk Uncertainty regarding the possible | Lian and Yen (2014); Marett, Pearson, Pearson,
barriers negative consequences of wusing a | and Bergiel (2015); Sundaresan Ram and Sheth
product or service. (1989)

Tradition | The cultural change created for the | Cruz, Barretto Filgueiras Neto, Munoz-Gallego,
= barriers customer by the innovation. and Laukkanen (2010); Hoeffler (2003); Joachim
% %) et al. (2018); Sundaresan Ram and Sheth (1989).
% 2 | Image The degree to which an innovation is | Antioco and Kleijnen (2010); Chauhan and
S & | barriers perceived as having an unfavourable | Choudhary (2018); Claudy, Garcia, and
>0 image. O’Driscoll (2015); Herbig and Day (1992); Talke
o and Heidenreich (2014).

Usage barriers have been defined as resistance towards a “new invention due to the incompatibility with present
routine, exercise, and plan” (Moorthy et al., 2017, p. 39). These barriers are mostly linked to the usability of the
service and the degree of behavioural change it requires from consumers in its use (Bagozzi & Lee, 1999;
Kuisma, Laukkanen, & Hiltunen, 2007; T. Laukkanen et al., 2007). Once the innovation has been seen as
incompatible with consumers’ practices or customs, the consumers deliberately reject it because they perceive it
as functionally inadequate and unsuited to existing workflows, practices or habits (Bagozzi & Lee, 1999;
Gurtner, 2014; Sundaresan Ram & Sheth, 1989). Indeed, usage barriers seem to be the most common cause of
consumer resistance to innovations (T. Laukkanen et al., 2007) because of values and risks perceived by both
governments and consumers.

Value barriers are defined as resistance towards the usage of products or services (Rammile & Nel, 2012) when
“they do not fulfil users’ perception of performance-to-price value” (Moorthy et al., 2017, p. 40) or when the
consumers have not achieved the desired experience during their use of the innovation . These barriers refer to a
perceived lack of relative advantage or superior performance by the innovation over existing
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alternatives (Hoeffler, 2003; Kuisma et al., 2007; T. Laukkanen et al., 2007). Consequently, an innovation must
be better than “the idea that it proceeds” (David, 2014, p. 61).

Risk barriers are defined by Featherman and Pavlou (2003) as the “uncertainty regarding possible negative
consequences of using a product or service” (p. 453). This type of barrier is used to explain the degree of risk
associated with technological innovation (Sundaresan Ram & Sheth, 1989; Rammile & Nel, 2012). In the
context of innovation, risk barriers refer to the degree of risk an innovation entails (P. Laukkanen, Sinkkonen, &
Laukkanen, 2008; Sundaresan Ram & Sheth, 1989). According to Sundaresan Ram and Sheth (1989), “all
innovations, to some extent, represent uncertainty and pose potential side effects that cannot be anticipated” (p.
208). Consequently, uncertainty is ingrained in innovations (P. Laukkanen et al., 2008) and, therefore, always
entails at least some degree of real risk (Barati & Mohammadi, 2009).

Tradition barriers mainly refer to the change an innovation may cause in a culture or routine. The change an
innovation may cause can “potentially be in conflict with existing traditions and norms of the
consumers” (Gurtner, 2014, p. 8), which can, in turn, lead to resistance (Kleijnen et al., 2009). Thus, if norms
and routines are “important to a consumer, resistance will be high” (Sudha Ram, 1987, p. 209). Claudy et al.
(2015) regard an image barrier as the “degree to which an innovation is perceived as having an unfavourable
image” (p. 530). According to Sudha Ram (1987), these barriers are associated with the origin of an innovation,
such as the product class, industry, or the name of the firm. They show the consumer’s feelings about the
product itself, the manufacturer, or even the area in which the innovation was produced (Kuisma et al., 2007;
Sundaresan Ram & Sheth, 1989).

In the service context, an image barrier raises the need for consumers to have human contact with their service
experience (T. Laukkanen & Kiviniemi, 2010; Mani & Chouk, 2018). Evidence suggests that while some
consumers obviously prefer individual contact throughout the period of service, others may seek personal
contact only in a specific case, such as making a complaint, getting an answer to a particular question, or solving
a problem. For example, some smart applications, such as “Monitor Your Weight”, offer opportunities to
consumers who suffer from obesity or who have awareness of and concern for their health to manage and reduce
their weight, monitor their health status or receive information on how to improve their health.

In contrast, following the instructions of an application may generate changes in food culture or lifestyle.
Individuals who see these changes as conflicting with existing routines, norms, and traditions are much more
likely to resist those products (Gurtner, 2014). In response to a consumer preference for existing practices and
products, an innovation needs to offer better value and performance in order to become accepted (Sudha Ram,
1987). Physical, economic, functional, and social risks influence resistance, in addition to traditions and norms,
usage patterns, and perceived value and image (Kleijnen et al., 2009). This study focuses on functional barriers,
as these are identified as the major obstacles to accepting innovation (T. Laukkanen, 2016; Mani & Chouk,
2017).

The IRT model has been applied and tested and is supported by past studies that focused on technological
innovations in services (Table 2). Examples of these areas of innovation include mobile and internet banking (P.
Laukkanen et al., 2008; T. Laukkanen, 2016), online shopping (Mani & Chouk, 2018), and the IoT (Moorthy et
al., 2017; Vanston et al., 2006).

Table 2: Research that has utilised IRT

Title Justification for using IRT References
Consumer  Resistance to Internet | To understand the innovation resistance to using P.
Banking: Postponers, Opponents and | internet banking. Laukkanen
Rejectors. et al. (2008)
Consumer Resistance to Innovation in | To provide better understanding of the barriers that | Mani and
Services: Challenges and Barriers in the | lead to consumers’ resistance to smart services as an | Chouk
Internet of Things Era. innovation. (2018)
Consumer Adoption versus Rejection | To test how five theory-driven adoption barriers and | T.
Decisions in Seemingly Similar Service | three key consumer demographics influence | Laukkanen
Innovations: The Case of the Internet | consumer adoption versus rejection decisions in two | (2016)
and Mobile Banking. seemingly similar service innovations.
Barriers of Mobile Commerce Adoption | To explore resistance factors to understand the | (Moorthy et
Intention: Perceptions of Generation X | reasons for the low adoption of mobile commerce | al., 2017)
in Malaysia. among Generation X in Malaysia.
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Applying Innovation Resistance Theory | To understand online users who know about but | Mani and
to Understand User Acceptance of | never (or rarely) use online shopping. Chouk
Online Shopping: The Moderating Effect (2018)
of Different Product Types.

The literature selected above provides a clear interpretation of how technology scholars have realised and
studied the importance of IRT and the reasons behind the phenomenon of resistance to innovation. For instance,
in 2008, when the concern was to understand why a large proportion of bank customers were resistant to using
internet banking, the researchers used IRT as an appropriate theory to study the phenomenon. In 2012, when
researchers sought a better understanding of the barriers that lead to consumer resistance to smart services,
considering that smart services were a form of innovation, they also used IRT. Likewise, when researchers in
2017 and 2018 intended to explore resistance factors to understand the reasons for not accepting innovations
such as mobile commerce and online shopping they also employed IRT.

IRT is seen as one of the most suitable theories for consideration “by any future researchers who would conduct
research relating to technological innovation” (Moorthy et al., 2017, p. 53). IRT was, therefore, considered
appropriate for exploring this topic in Madinah in Saudi Arabia. The next section discusses how IRT was
employed in this study to explore the barriers that affect use and adoption in order to better understand
consumer resistance to SLS.

RESEARCH METHODOLOGY
This section describes the research approach taken to study SLS barriers in a Middle Eastern cosmopolitan area
with a strong smart city agenda. Using a qualitative approach, data were gathered through semi-structured
interviews to reveal factors that have an impact on functional barriers.

Research Approach

The research objective of this study is to build a Smart Living Services Barriers model. This approach seeks to
improve our understanding of barriers through identification and classification in order to better examine why
people resist the use of smart living services. To achieve an objective, research methods are the channels
“through which data is being gathered and analysed within a research study” (Kellmereit, 2015, p. 44) and
usually involve a quantitative, qualitative or mixed methods approach. According to Marshall and Rossman
(1989), the selection of qualitative research methods depends on the purpose of the study. The value of
qualitative research lies in “understanding rather than measuring the difference” (Ritchie, Lewis, Nicholls, &
Ormston, 2013, p. 52). Using a qualitative method is the best approach to gaining in-depth understanding of a
situation or behaviour (Pope & Mays, 1995) and was thus deemed appropriate for this research. The findings
will help to understand the causes of existing barriers and it is argued that examining the barriers will lead to the
analysis and creation of practical solutions for real-world issues, which will contribute to increasing the
adoption of smart living services.

This research adopted a qualitative approach in order to address the research question and fulfil the research
objective. Other researchers in the smart services field (Chouk & Mani, 2019; Luo, Lee, Mattila, & Liu, 2012;
Sprenger, 2016; Szmigin & Foxall, 1998) have also used a qualitative approach to study issues relate to IRT.
There is a general consensus that a qualitative case study methodology is the most appropriate to exploring
barriers to the use of SLS, as this approach is considered to be the most effective for examining the reasons for,
or explanations of, phenomena or their different impacts and consequences and how they vary between groups
(Ritchie et al., 2013). Furthermore, the approach facilitates more comprehensive exploration and analysis for
understanding the reasons that influence a population in their use/non-use of smart living services.

Case Study: SLS in the Al-Madinah Region Development Authority (MRDA)

To diversify the economy and develop public service sectors such as health, education, infrastructure, recreation
and tourism in the Kingdom of Saudi Arabia, the Saudi government launched the Saudi Vision 2030. One of the
main goals is to provide “a high-quality lifestyle to the citizens with modern architecture, smart mobility
systems, adequate water and energy, public systems accompanied by a lush green space” (Vision, 2016). To
achieve this goal, five of the biggest cities in the Kingdom were selected to be transformed into smart cities. One
of the five cities is Al-Madinah Al-Munawarah, which was selected because it had hosted ¢.12 million visitors
by 2018. That number is expected to increase to 15 million by 2020, and 30 million by 2030. In addition to the
inhabits, the millions of visitors also have expectations of a good level of services in the city, which is a
significant site of pilgrimage for Moslems around the world.
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Linked to the goals laid out in the Vision 2030, Madinah’s local government established the MRDA. In order to
provide high-quality services for both inhabits and visitors, the MRDA conducted and supervised many non-
technology projects, such as infrastructural improvements, increasing green areas, and undertaking technology
projects such as the implementation of a digital transformation plan. However, this study will focus on the city’s
technology projects. The MRDA’s technology projects aimed to provide a smart living area, in which SLS can
be utilised to improve the quality of services. The MRDA was then expanded to include internet services via a
fibre optic network for the entire city. Furthermore, the free Wi-Fi in the centre of the city ensures that all
inhabitants and visitors can benefit from SLS. Smart parking, smart public transport cards, and translations of
the Friday prayers and sermon into more than 15 languages via smart phones are examples of the SLS provided
by the MRDA.

In sum, this city was chosen as the case study because it has many smart living services currently running that
aim to enhance the quality of life for inhabitants and visitors and many are free and easy to use. This presents a
case to be examined in order to establish what barriers exist to SLS adoption for the Middle East region. The
researchers approached MRDA department heads and a randomly selected group of the Authority’s customers
to explore resistance to the SLS being deployed.

Data Collection and Analysis

Sixteen semi-structured interviews were conducted at MRDA offices using open-ended questions. The
interviews were between 45 and 86 minutes in length and took place with six MRDA head managers (M) and 10
MRDA customers (C). The managers were chosen as they were responsible for SLS and had performed a
variety of tasks within the MRDA (Table 3) related to deployments of active SLS. The customers were chosen
randomly, based on all having received marketing campaign information from MRDA about the features of their
properties.

Table 3 Interview breakdown

No. Interviewees Length of
interviews

1 Head of Technology and Systems Department 59 min.

1 Head of IT Management 73 min.

1 Head of Digital Cities Programme 86 min.

1 Head of Survey and Geographic Information Systems (Hielkema & Hongisto) | 66 min.

Department

1 Head of Projects Department 52 min.

1 Head of the Office of Realisation of Vision 2030 62 min.

10 | Customers of MRDA 517 min.

16 | Total 15 h and 25 min.

All the interviews were digitally recorded with prior permission from the participants. All the interviews were
later transcribed verbatim for analysis. The data collected were analysed using three coding techniques: open,
axial, and selective coding (Birks, Fernandez, Levina, & Nasirin, 2013; Jones & Alony, 2011), supported by the
NVivo software program. Initial codes (331) were then reviewed, analysing the relationships between them, and
summarised into a total of 99 concepts (axial coding). The concepts were then categorised into 34 categories
(selective coding).

The open coding technique was employed first to analyse the data (Biswas & Sarkar, 2000). The transcript of
each interview was examined to capture important concepts related to barriers to the use of smart living services.
Barriers could include any physical or non-physical obstacle or reasons that prevented or made it difficult for
people to adopt smart living services. The data were coded based on concepts identified in the literature and the
results are presented in Table 4.

Table 4: Process of analysing data

Category Concept Code/Open Code Excerpt

Lack of No underground | Interviewee 2 M: “there is a lack of
infrastructure The need to | infrastructure underground infrastructure.”

have an | Not a fit with | Interviewee 11 C: “l used to have a smart
appropriate infrastructure electric meter in my house. It was an excellent
infrastructure device and it had saved me time, money and
effort. When | wanted to buy the newer version,
which was easier to ingtall, | couldn’t activate

The 19" International Conference on Electronic Business, Newcastle upon Tyne, UK, December 8-12, 2019
33




Alharbi, McAvoy & Woodworth

it becauseit did not fit with the same building.”

Customers need | Interviewee 13 M: “I think there has to be

Consumers help to understand | awareness and education in this marketplace
have to to help the customer understand, you know, the
understand what value there, as a customer understands the
SLS are benefit of using.”
Low level of | Interviewee 3 M: “when that development was
understanding done, there was very low level of customer
understanding.”

Lack of usability Smart technology | Interviewee 10 C: “l think technology is
Level of | means it is more | difficult already, when you go smart, it's even
difficulty in | difficult more difficult.”
using SLS Difficult to use Interviewee 14 M: “| stopped using this service

when | found that it was difficult to use in some
regions of Saudi Arabia; there were some

delays.”
The need to | Accessibility Interviewee 13 M: “there are many places in
access SLS the world that offer free Wi-Fi, but they first
easily require the user to enter either his phone
number or his email.”
Limited access Interviewee 1 M: “Some smart services are not

available to the public, but it is available for
some sectorsthat need it.”

If a statement made in an interview referred directly to a barrier described in the literature, such as “there is a
lack of underground infrastructure”, the code given was “No infrastructure”. Next, this code was merged with
similar codes, such as “Need for smart infrastructure” to create one concept: “The need to have appropriate
infrastructure”. Likewise, this concept was merged with a similar concept, such as “Consumers have to
understand what SLS are”, to create one category: “Lack of infrastructure”. The next step was to merge this with
a further similar category, such as “Lack of usability”. This process was applied to all the interviews to analyse
the data. The final step was to combine the two newly formed categories under the “Usage barriers”
Infrastructure

classification (Figure 3).
Lack of Usability

Figure 3: Process of data analysis

Lack of

If a statement referred to a number of benefits, such as “when we transferred to smart services, we saved a lot of
money, it provided a perfect service in a short time, made the right decisions, and reduced the effort with the
high quality of the services”, the code assigned was “Need to convert to SLS”. The same process as the one
referred to above was also applied at this stage.

Finally, if a statement referred indirectly to a barrier, such as “I think there’s a very different level of customer
understanding”, indicating a lack of understanding of SLS among customers, which is clearly seen as a barrier,
the except was coded as “Different level of understanding”. The same process of analysis was applied here too.

The next section presents a discussion of the findings of the preliminary analysis of the data that centred around
functional barriers and extends our view of SLS adoption.

FINDINGS
This section presents the findings from the 16 interviews conducted for the study. The analysis identified three
new additional barriers that have not previously been identified in the literature: lack of user feedback, lack of
migration incentives in the use of SLS, and lack of language options.
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Support for Functional Barriers to SLS Adoption Identified in the Literature

Generally, the data were consistent with the barriers identified in the literature. Rapid development, lack of
knowledge, lack of awareness, and poor understanding of user needs are examples of barriers that have been
identified in previous literature and were also found in the interview data. Some of the interviewee statements
that clearly support previous findings are presented in Table 5.

Table 5 Barriers identified in the literature and the current research data

Literature Code Data

reference
Nikayin and De | Rapid Interviewee 16 M: “Well, technology is developing very rapidly, and
Reuver (2015); | development every day there’'s something new. So, sometimes, if | don’t use the
Shieh, Yeh, and Lai device in a certain period, | will be too late. You can imagine how
(2013) many technologies you have witnessed in the past 30 to 40 years.

The development pace is very rapid, and if you don’t keep up with it,
you will be left behind.”

Interviewee 13 M: “It's a bit difficult for us to catch up with the
leading countries when it comes to technology. We couldn’t catch up
with the rapid technological development.”

W.  Keijzer-Broers | Lack of | Interviewee 5 M: “The first one is the lack of knowledge about
and de Reuver | knowledge technology itself. The second cause is that some technologies are
(2016) hard to understand and implement in the beginning for some people.

S0, you should make everything clear for the user. There are many
things that people ignore. There are people who don’t believe that
some devices can really do the technological tasks described.”
Interviewee 11 C: “I see the main barrier is the lack of knowledge.
Also, some smart living services have a level of difficulty in 1)
registration and 2) in use as well.”

W. Keijzer-Broers et | Lack of | Interviewee 1 M: “That’s why | talked about awareness. You should
al. (2016); Saied Al | awareness educate people before introducing the service. Do you know why the
Surf, Trigunarsyah, Malaysian and Indonesian experience was successful ? Because they
and Susilawati made people aware before they introduced their smart services.
(2013) They show people renderings of the smart cities with all the details

so they can get familiar with them.”

Interviewee 2 M: “There was very, very little awareness at that time
here in the regional market of smart services and smart
capabilities.”

Interviewee 6 C: “So, | started discovering the useful features that |
didn’t know before. | think one of the barriersis that sometimes the
technology is too advanced for a region. The first thing is cultural

awareness.”
Poor Interviewee 7 C: “They take notice of the problem, but the solution
Wilson et al. (2015) | understanding of | isn’'t always implemented in the way that the user likes.”
user needs Interviewee 10 C: “That there was a mismatch between the smart

services brought in the country with the needs of the residents...You
can’'t take a service from another country and implement it here. We
have our own needs and problems. And that’s what makes a service
successful or not, it’s whether or not it’'s customised.”

With the rapid development of SLS, the participants commented that smart services were being developed very
rapidly, thus making most of the services obsolete in a short period of time. It was also difficult for developing
countries to catch up with developed ones due to the rapid technological development of the latter. With the lack
of knowledge of SLS, interviewees stated that one of the main barriers to innovation was a lack of knowledge -
people did not have the know-how to use smart services. It was, they felt, difficult to use some of the SLS.
Together with the lack of awareness, interviewees reported that there was not enough cultural understanding and
realisation of the importance of scientific research in technology. The developers of the systems did not create
awareness of the existence and usage of smart services. Finally, in terms of the poor understanding of user needs,
participants noted that there was a disconnect between what was available in the market and what users needed.
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New SLS Barriers ldentified from the Current Case Study

In addition to the interviewees confirming much of the existing research regarding barriers, three new barriers
emerged from the data collected for this case study. The newly identified barriers have implications for
innovation resistance theory, SLS adoption by Middle East consumers, and smart living policy. The new

barriers are described below and detailed in Table 6.

Table 6 New barriers identified from the data

Barrier

Definition

Data

Lack of user
feedback

Lack of information opportunities
for customers to express their
user experience (good or bad),
opinions, advice, or comments
about the smart living services
they are using.

Interviewee 13 M: “I should ask them for their feedback
and the problems that they have experienced. These
people can be aware of problems that | don’t know about
from my position.”

Interviewee 13 M: “So, today, the feedback from the
people working on the site rarely reaches the decision
makers.”

Interviewee 1 M: “The problemis most of the smart living
services have no feedback icon that gives consumers the
chance to share their experience or their issues they have
faced. So, if the supplier provides feedback in an easy
way, | think this will maybe help to overcome some
issues.”

Interviewee 13 M: “No smart living services have asked
me to leave feedback.”

Interviewee 13 M: “The absence of feedback is a barrier;
it does give you an idea about the gapsin your service.”
Interviewee 13 M: “The companies should ask for user
feedback.”

Interviewee 13 M: “There are things that only the visitor
who is close to the service knows;, maybe | don't know
about those things since no feedback has been given.”

Lack of
migration
incentives in
the use of
SLS

Lack of  motivation  for
individuals to migrate to smart
living services.

Interviewee 14 M: “In technological applications, there
should be incentives that attract people to use the
service.”

Interviewee 10 C: “In my opinion, if the technology is first
adopted by the government and its institutions, that will
motivate people to adopt it faster than if there were only
individual people putting their effort to use the service.”
Interviewee 14 M: “Especially here in Saudi Arabia,
nobody gives you motivation to use the technology. We
lack the encouragement to utilise the advanced
technology and we also need to start using it in order to
keep up with developed countries.”

Lack of
language
options

User cannot find an appropriate
language to enable him/her to use
smart living services.

Interviewee 13 M: “l can say language is a barrier.
Sometimes, the technology is available either in English
or two languages only: the local language and one
foreign language.”

Interviewee 9 M: “The differences in language are a huge
barrier. We provide a very advanced service to the
visitors, but the problem is the visitors to the Prophet’s
Mosqgue are from all nationalities and speak all kinds of
languages, so the differences in language are a problem,
we can't provide that services with all languages.”
Interviewee 14 M: “But it is indeed...a barrier when
someone comes from another country and he knows
neither Arabic nor English. We need to provide him with
support to use our smart services.”

Interviewee 16 C: “I bought from Amazon, a smart device
[virtual reality glasses] from China but | couldn’t use it
because it wasin Chinese.”
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The first new barrier discovered was the lack of user feedback and can be defined as a lack of information
opportunities for customers to express their user experience (good or bad), opinions, advice, or comments about
the smart living services they were using. This barrier represents two different perspectives: a managerial
perspective and a user perspective. From a managerial perspective, some of the SLS managers regard feedback
from users as a pillar to use to keep improving and to fix issues that may appear for consumers from time to
time. The result will then be improved, advanced SLS free of error.

The data show the interaction between the SLS and the user, which is positively reflected when users see that
their feedback has been considered by the decision makers. Therefore, users may feel that they have become
partners in the success of a service, as their feedback has been used to work towards the development of the
product. This may increase users’ loyalty in adopting more services in the future. Other feedback from SLS
users shows potential and dynamic interest among consumers. Therefore, providing feedback to decision makers
will increase the efficiency of SLS, which will lead to increased adoption of those services. In contrast, from the
user perspective, some customers regard the absence of a feedback icon as a disadvantage, which may cause
them to leave the service and they may not use it again. Thus, the presence of a feedback icon in smart living
services could contribute significantly to reduced resistance.

The second barrier evident from the data is the lack of migration incentives in the use of SLS. This barrier can
be defined as a lack of motivation in individuals to migrate to using smart living services. One of the
interviewees, 14 M, stated that “there should be incentives that attract people to use the service”. Therefore, as
ease of use is not the only reason to use SLS, individuals might start to move towards using SLS instead of a
traditional facility if there were an incentive to use the new services. Moreover, one of interviewees, 10 P,
remarked that the adoption of SLS by the government could be considered a major motivation to people to want
to adopt SLS. However, the lack of migration incentives will cause resistance to SLS, especially in people who
see no reason to leave the traditional services with which they are familiar.

The third new barrier observed in the data was the lack of language options. This barrier appears when users
cannot find an appropriate language to enable them to use smart living services. This causes a barrier to people
starting to use SLS. Limited language options within SLS, with only two languages used currently, presents a
barrier for people who speak other languages. One interviewee made this point by stating that “we provide a
very advanced service to visitors, but the problemis the visitors to the Prophet’s Mosque are of all nationalities
and speak all kinds of languages, so the differences in language are a problem. We can't provide the services
with all languages’ . Thus, multilingualism in SLS is essential for both the people using the services and for the
SLS providers to ensure that what is being offered is fully useable.

In summary, the three new barriers identified above contribute directly to resistance to the adoption of SLS. The
squares shaded grey in Figure 4 illustrate the three newly identified barriers that represent the contribution of
this paper to IRT: lack of user feedback, lack of migration incentives in the use of SLS, and lack of language
options. The evidence suggests their significance as barriers to adoption, providing insight into why individuals
resist the new SLS options. It is recommended that these barriers should be addressed in order to increase the
adoption of SLS.
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Figure 4: Barriers to adopting smart living services
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This study was conducted in a region that has shown an interest in increasing the number of smart cities. It is
important as a case study to help understand the reasons for people resisting using and adopting new
technologies that are made to improve the quality of their lives. The data suggest that the three new barriers
identified in the study are significant because they represent factors that have an impact on the government’s
ability to operate SLS platforms successfully. This means that governments that are trying to build more smart
cities need to consider how these barriers will limit the functions of the technology in their cities. A potential
limitation of this study is that the case study was conducted in a region that is well resourced, where the
government has been working on the smart city model for a number of years with well-established investment in
new infrastructure. Another potential limitation is that the study was conducted in one place; future research
should be conducted in multiple places in the region to examine if the evidence presented here is consistent.

DISCUSSION
This section provides conclusions regarding the study findings and outlines their implications for technology
adoption and resistance to it. It describes why the findings are important to successful outcomes for the smart
city agenda. By changing how governments present SLS technology to their citizens, who are also their
consumer base, policies and practices can be changed to benefit everyone. The section concludes with
implications for theory, practice, and policy.

Study Impact and Future Research

This study explored a region of the Middle East at the centre of the Smart City Global Initiative. Policies,
infrastructure investments, and other financial support have helped to realise the potential in the region’s ability
to shape future cities. The region’s cities are experiencing a boom in unprecedented ways due to a number of
challenges caused by war and migration. This means that the systems that are supposed to help people
experience a better quality of life have to be easy enough for them to use in order to obtain that improvement in
standards. The literature review presented barriers in light of a progressive smart cities agenda and policies that
are rapidly developing the technology to demonstrate that, by using data, people can achieve a better quality of
life. In order to achieve improvement, there is a need for services in the areas of health, energy, transportation,
and even entertainment to support a higher living standard. Smart living services are critical to the success of the
smart city agenda and its adoption, offering key insights into how data are collected to power new loT platforms.
The research supports claims that SLS adoption is an indicator of the success of the policy.

This study used innovation resistance theory to investigate the barriers that the existing literature shows can
cause resistance to innovation. Although experts agree that there are functional and psychological barriers
associated with use, values, risk, traditional, and image, this study suggests there may be more. Prior to this
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study, there had been no research carried out to explore and examine barriers to the adoption of smart living
services. Thus, examining barriers to the adoption of SLS is a critical issue that challenges the existing research
on innovation adoption and resistance. What this study shows is that people resist technology because it is not
‘speaking their language’ and because there is no way to give feedback. It is possible that the sentiment to use
this technology is not there due to the lack of an incentive to encourage its use.

A future direction of research could be to delve deeper into technology adoption to establish if it relates to a
short- or long-term change. Research could look more closely at the government departments that help to
support SLS platforms, track how many people use the platforms and how long they stay using them. When
numbers dip, that would be the time to offer marketing promotions to stimulate interest and remind people that
the services are helpful. This could, for example, be a reminder that a tracker could let travellers know when the
next train or taxi is due to arrive or it could be that a monitor can tell doctors about changes in blood pressure or
blood sugar. There are many ways that IRT could be used as part of an SLS adoption strategy to help the smart
city agenda that have yet to be explored.

Implications for Adoption Research, Adoption Practice, and Smart City Policy

The research found a number of implications for research, as IRT theory can be applied and extended to other
areas of technology use. Additional implications for practice to better develop the right SLS technology point to
policy implications as governments are making aggressive attempts to implement new policies and initiatives
quickly.

The IRT model has been expanded in this study to include three additional barriers: lack of user feedback, lack
of migration incentives in the use of SLS, and lack of language options. This expanded theory gives future
researchers more dimensions to consider in order to explore the reasons for people’s resistance to innovation.
Departments in governments that are responsible for monitoring SLS platforms should also be able to find ways
to determine actual usage. They should provide ways for people to give feedback and voice their concerns if the
platforms are not doing what they are supposed to do. These departments have the ability to change features, so
that by listening to people, they can employ better ways to support them. There is a lot of funding around smart
cities, and this money should be used wisely.

This study examined people’s views of the smart living services that are available to them and identified reasons
for resistance to them. By examining the reasons for a lack of interest in or awareness of smart living services,
the study will contribute to helping Gulf states build better cities and amenities. Another important reason for
smart living services adoption is the impact that it could have on the diversification of an economy. For many in
the Gulf state region, there is a need to move beyond being an oil-based economy. Technology provides an
opportunity to do this, so better understanding of why people resist this innovation offers a means to improve
SLS.
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ABSTRACT

Smart city is a growing area of research. Its scope is broad as it touches individuals’ life, government, and environment.
Advancement in digital technologies, particularly the Internet of Things, have enabled cities to become smarter and thus
affected many structures (physical, social, etc.). Given such broad scope and the effects the smart city could bring about, the
growing numbers of research seems to be inadequate. This paper attempts to review the past studies and identify what have
been done and not done. Smart city research related to Southeast Asia in particular is also looked at in this paper. The literature
was categorised and discussed under three main aspects concerning the area of management information systems, namely
business, organization and technology. Gaps are identified, and future research are called for.
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INTRODUCTION

The aim of this paper is to provide a quick jumpstart into the field of smart city research. Research on smart city has received
much wider attention especially in the past ten years. The advancement in smart city developments worldwide owes to the
rapid growth in mobile and sensor development and adoption. The goal of smart city is to enhance quality of life, living
conditions as well as sustainability of natural environment through the more active and effective engagement with citizens
(Dameri & Rosenthal-Sabroux, 2014). Not only the technologies that are advancing, cities are also changing. Urbanization are
happening around the world, and this has created many new social requirements and changes. Therefore, smart city is not only
about adoption of new technologies or innovations. The path towards smart city and being a smart city affects various aspects
of individuals and social organisations that they are a member. This study attempts to explore this huge area of research and
identify current contribution as well as gaps in the area. Existing literature on the area is therefore reviewed.

In addition, the paper looks specifically at smart city literature that have been conducted in or related to Southeast Asia.
According to the United Nations Population Division, 65 percent of the population in Southeast Asia will live in urban areas by
2050. The huge percentage draws attentions and needs to efficiently and sustainably manage cities in the region. Therefore, it
is worth looking at progress and what have been done in this region. The paper aims to shed some lights on how cities in this
‘urbanizing’ region can be benefitted from smartising cities.

The following section outline how the researcher selected literature to be studied. The selected literature was explored by
analysing research keywords and categorising the previous research into areas, namely business, (social) organization, and
technology. Smart city literature focusing on Southeast Asia are then discussed. Gaps are then identified and discussed in the
conclusion.

RESEARCH METHOD

The key objectives of this study are to learn from what have been studied in an rea of smart city and identify gaps in the area.
The literature review and synthesis is therefore deemed most appropriate.

The researcher did a search in Scopus database smart city and, using smart city and digital technology as search keywords.
Other search criteria are publication years, types of publications, and areas. In terms of publication years, studies published
from 2010 to 2020 were included. Only journal articles and conference papers were selected, and the included areas of study
were social science and business & management. Specified all of the abovementioned criteria, 305 papers were returned.

117 Papers were screened out. The excluded papers were usually about technical aspects of particular technologies without
discussing the usages, applications, or relations of the technologies to any context. An example paper was that of Shi J., Ming
Y., Fan C., & Tian L. (2017) which discuss the technical aspect of facial recognition technology. Although facial recognition
can be applied in many scenarios concerning smart cities, the paper only discussed an appropriate algorithm for the technology
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without relating to any specific issues that might impact the algorithm if the technology is used in the context of smart cities.
Therefore, the author excluded this paper from the primary search result. In total, 188 research papers were further analysed.

Of particular to the goal of this paper to look specifically at Southeast Asia region, the researcher again conducted a search in
Scopus database. Combinations of smart city and the name of each country in Southeast Asia as well as the word ‘Southeast
Asia’ itself were used. Other criteria, including types of publication and publication years remained the same. Search results
were as follows:
e Smart city and Southeast Asia returned only 3 papers, and all are related to Singapore
e Smart city and Thailand returned 25 papers. However, if computer science papers, which focused only on
advancement of Information Technologies, were excluded, the results would include only 13 papers.
e  Smart city and Philippines returned 16 papers, but all are science or applied science papers
e Smart city and Laos returned no result
e Smart city and Myanmar returned 5 papers which were all about science and technology.
e Smart city and Cambodia returned no relevant result
e Smart city and Timor-leste returned no result
e Smart city and Malaysia returned 63 papers
e Smart city and Indonesia returned 9 papers
e Smart city and Vietnam returned 12 papers
e Smart city and Brunei returned only 1 paper
e Smart city and Singapore returned 35 papers, excluding material science, mathematics, and other applied science
papers

DATA ANALYSIS AND DISCUSSION

This section presents and discusses the result of literature synthesis. It includes the discussion on definition and scope of smart
city, the findings from an analysis of keywords extracted from the previous studies, and the business-organisation-technology
perspectives (A framework adopted from Laudon & Laudon (2017)’ s MIS textbook)

Definition and scope of smart city

Smart city can be broadly understood as a form of urban innovation, concerning economy, people, lifestyle, governance,
mobility, and environment (Nam, et al., 2011). Therefore, smart city development involves investments not only in
technologies but also human and social capital as well as organisational and policy innovation (Ojo et al., 2014). In terms of
the ultimate goals, smart city efforts should lead to sustainable economic growth and a high quality of life, while at the same
time focus on managing well the natural resources through participatory governance. In essence, smart city is a complex
“Socio-technical System of Systems” (Ojo et al., 2014), for example economic systems, social systems, environment systems,
etc.

From the definition of the smart city, it can be seen that the scope of smart city research involves various aspects. City-
infrastructure wise, the scope covers transportation & mobility, energy, water, library, school, and many more. Technology
wise, advancement, adoptions, and applications of 10Ts, Big Data, Sensors, and Al are among the top lists. Related to
technological areas are data issues, concerning data models, data management, data privacy and security, geospatial data, etc.
Additionally, the relationship between government and citizen, the way to engage citizen, citizen’s roles, individual’s lifestyle,
the form of communities, politics, and governance are all affected by the urbanization and smartization of the city. Smart city
also involves issues concerning digital transformation (Brandt et al., 2016). It is essentially the transformation that affects
several components/members of a city.

This list of concerning issues is not definite. In fact, it is only the tip of a smart city iceberg. The next section further reveals
what have been covered and uncovered.

Keyword analysis

The 188 papers involve 633 distinct keywords. Unsurprisingly, ‘smart cities” or ‘smart city’ are the most popular with the
frequency of 73 and 46 occurrences respectively. However, the word ‘smart” have been used in 55 distinct keywords (listed in
Table 1), for example, smart government, smart home, smart community, smart neighborhood and smart parking. This is in
line with the wide scope of smart city discussed in the previous section. The tag cloud created from the 633 keywords (as
shown in Figure 1) also shows that the word smart has been referred to most often, and other often-seen words are digital, data,
technology, urban and city. In addition, the figure reveals that technology, ICT, innovation and data are usually involved when
researchers think of smart city. In other words, information technologies are considered an important part of smart city. The
further analysis into the top 5 keywords apart from smart city (and smart cities) shown in table 2 confirms that the main
interest of smart city is concerned with technologies. Social and business aspects are missing from this set of keywords.
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Figure 1: A tag cloud of keywords extracted from the previous smart city research included in this study

Table 1: Keywords contain the word ‘smart’
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Keywords containing smart

Keyword Frequency | Keyword Frequency
smart city 73 smart city-related concerns 1
smart cities 46 smart digital technology 1
smart citizen 3 smart energy 1
smart communities 3 smart energy and smart infrastructure 1
smart government 3 smart governance 1
smart mobility 3 smart grids 1
smart buildings 2 smart healthcare 1
smart home 2 smart human cities 1
smart neighborhood 2 smart learning environment 1
smart parking 2 smart mapping 1
smart tourism destination 2 smart motorways 1
smart urbanism 2 smart old-age care 1
African smart cities 1 smart resident 1
data-driven smart city 1 smart security 1
Geoinformatics and smart city 1 smart sensing 1
human smart cities 1 smart solutions 1
singapore, smart nation, smart
urbanism 1 smart storage 1
smart 1 smart sustainable city 1
smart agriculture 1 smart technologies 1
smart cities and homes 1 smart tourism 1
smart cities mission 1 smart urban mobility 1
smart city application 1 smarter cities challenges 1
smart city learning 1 smartization 1
smart city network 1 smartphone application 1
smart city planning 1 smart-sustainability fix 1
smart city systems 1 sustainable smart energy city 1
smart city technologies 1 The "smart cities" project 1
smart city wheel 1

Total 55 distinct keywords, 186 occurrences

The 19th International Conference on Electronic Business, Newcastle upon Tyne, UK, December 8-12, 2019

45



Table 2: Top 5 keywords (when excluded smart city)

Keyword Frequency
Big Data 22
ICT/ICTs 19
internet of things 18
digital technologies 11
digital city 6

Kaewkitipong

Keywords containing data or information appeared altogether 79 times, as often as keywords concerning technologies. Various
aspects of data and information are studied. Examples are data structures, data economy, data models, quality of data, security,
and privacy concerns. The relatively high number of data-related keywords show that an ability of smart city to generate a lot
more data is well recognised. However, to be able to fully benefit from the big data (that will be generated from a smart city),
research concerning how to structure, store, secure, and manage the data are still needed. Additionally, since technology’s
providers and city managers (or governors) will have access to data that reveal almost all aspects of citizens’ life, data privacy,
security, and ethical use of data should be put to priority. From Table 3, nonetheless, keywords related to these areas appear in
extremely low number, showing a big gap and a need for further study.

Table 3: Keywords containing data or information

Keywords containing data or information

Keyword Frequency Keyword Frequency
Big Data 22 Geoinformatics and smart city
open data Geospatial information

data analytics

Informatics

data economy

information quality attributes

Information

information security awareness

Information insecurity

information sharing

information islands

information society

urban informatics

information technology

3D geospatial data

informational footprints

3D spatial database

information-technological platform

Big data visualization

infostructures

community informatics

metadata models

data

mobile phone data

data collection and update

public geospatial information

data commons

public sector information

data marketplace

research data

data mining

research data management

data ownership

secure data contribution

data privacy

spatial big data

data self-determination

spatial data infrastructure

data structure

spatial data mining

data-driven decision-making

temporal data

data-driven smart city

temporal-spatial information
infrastructure

Decentralized data storage

Pl R (Rl P|P|P|RP|RP|RPR|RP[R(R[R[R|MdM|NMNN NN

transit data
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digital data

[N

Total 49 distinct keywords, 79 occurrences
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Keywords containing ‘urban’ are also popular with the total frequency of 58. Examples of keywords, containing ‘urban’ are
smart urban, urbanism, urban planning, urban design, urbanization, etc. Less often-seen keywords are those concerning
governance and/or government (with 24 occurrences), citizen (with 18 occurrences), security and/or privacy (with 15
occurrences), and policy (with 7 occurrences).

Interestingly, while lifestyle is included in the definition, only one keyword related to lifestyle, which is “unhealthy lifestyle”,
appeared only once from 960 occurrences of 633 distinct keywords. This highlights a big gap in the existing literature where
focus was mainly put on technological issues. An attempt to categorise existing literature into business-, organisation-, and
technology-related studies in the next section further identifies this gap.

Organisational, Business, and Technological aspects concerning smart city

This section discusses what have been done in prior literature on smart city and highlights gaps or issues that have not been
addressed. The discussion is categorised into 3 aspects, namely business, (social) organisation and technology. The three
aspects are an overarching framework that has been used in Laudon and Laudon’s MIS textbook for many years. According to
Laudon and Laudon (2017), to successfully apply and manage information systems in any organization, issues related to
business, organisation, and technology need to be taken into consideration. Considering smart city an application of several
new information systems in a large-scale and complex organisation, the researcher perceives the framework as an appropriate
lens which provides a top-eye view of interrelated components of complex problems. The following subsections, therefore,
categorise and discuss the existing literature from the aspects of technological, business and (social) organisation, respectively

Technological aspects

The technical aspects of smart city have been widely studied and well covered. Digital technologies that have been studied
includes various technologies for various usage scenarios. Examples are:
e Design of a cloud-based backup center (hardware & software platform for data sharing, exchange and backup) for
digital highway (Zhou et al., 2019)

« Blockchain technology and its application to storing and managing citizen’s identify in the context of smart city
(Rivera et al., 2017)

e Big Data analysis techniques and applications to better understand and manage cities (Balduini et al., 2019)

e Big Data engine for integrating and analysing a large volume of heterogeneous data generated by various sources in
the smart city context (Attanasio et al., 2016)

e Experiment to test the performance of Hybrid Adaptive Bandwidth and Power Algorithm to optimize power drain,
battery lifetime, delay and packet loss ratio (Sodhro et al., 2019)

e Designed data standards of Internet of Things, covering issues such as real-time acquisition, mass storage and
distributed data service of mass sensors (Wang et al., 2014)

« Developed an ontology for the description of smart cities data (Dias et al., 2018)

e Presented a technique of three-dimensional data analytics using dendrogram clustering approach to analyse Big Data
generated from smart cities (Azri et al., 2018)

While there are many issues to cover ranging from design to implementation and performance evaluation, research in this area
is quite well advanced. Algorithms, data structure, data exchange, security, infrastructure of hardware and software platforms
have been tested and tried. The more important issue is how businesses and (social) organisations can apply these advanced
technologies to enhance the ‘smartness’ of the city, including quality of life and sustainability of environment.

Business aspects

Business models are among the top issues discussed in the previous literature. While Pucihar et al. (2019) focused on business
models of a particular ‘smart’ product, which is autonomous vehicles, Brock et al. (2019) looked at different business models
that could fit technology-driven companies working on different types of projects within different ecosystems. Markendahl et
al. (2018) called for a networked business model (instead of a single firm business model) as a smart city solution usually
requires a number of entities to be connected and work together, thus involving a number of stakeholders at the same time.
Similarly, Bullinger et al. (2017) pointed out that to co-create value in smart service ecosystems, existing business models need
to be adapted. In short, business models were developed at different levels, for example, at the level of product/service, at the
level of technology providers’ business, and at the level of city. However, from the scope of smart city outlined in the previous
section, sustainability is considered an important goal of smart city management, rather than revenue and profit like in other
business cases, yet none of the selected literature examined closely on a business model that would enable a smart city to
achieve this goal.
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Ecosystem is another topic that has been widely studied, yet from variously different perspectives. Theoretically, the business
ecosystem perspective enables researchers to focus on a more interconnected view, rather than a pipeline view, of cross-
industry/cross-organisation collaboration. According to Anggraeni et al. (2007), economic activities (as well as business and
social activities) have changed from stand-alone to interconnected agents. Therefore, an understanding of continuous
interaction and behavior of interconnected organizations becomes essential. Strategic management, or the management of a
smart city in this context, will involve more multiple theoretical paradigms that explain complex relationships. Studying any
social organization from the ecosystem perspective, thus, can be useful in building an overall picture of how the complex
relationships are emerged, transformed and organised.

From the selected literature, quite a few studies looked at smart city from the ecosystem perspective. For example, Gupta et al.
(2019) focused on the design of ecosystem and the distribution of knowledge across the smart city ecosystem. Sarma & Sunny
(2017) were interested in the roles of each ecosystem actor in developing and participating in smart city. Alizadeh & Sipe
(2015) highlight the need of city for digital strategy as the ecosystem has changed (in becoming smart city) as well as the roles
of stakeholders.

In terms of managing smart city, Mgbere et al. (2018) designed information model needed for managing smart city
construction projects. Waedt et al. 2016 discusses the increasing numbers of assets needed in smart city development and
highlights city’s needs for a better asset management approach that covers automatic asset identification and tracking, safe
application of each asset and risk assessments.

How to apply data to manage the city were also studied in several previous studies. Ortner et al. (2016) studied the design of
interaction process and application supporting decision-making in smart city context. O’Neill & Peoples (2016) looked at data
collected from sensors around the city and how they can be used for monitoring well-being and city experiences and thus
improving investment in and maintenance of infrastructure and services

To sum up, while the city management approach will change tremendously, only few studies have started to explore this topic.
Changing business models as well as ecosystems is another area that has received attention from the IS researchers. However,
new business opportunities and challenges opened up from these changes have barely been addressed.

Social organisation aspects

A type of organization that is of concern to this paper is social organisation as one of the important aspects of city is society
and social changes around it. Considering the definition of smart city, we can see that social is a huge area involving various
issues, such as quality of life, citizenship, citizen’s participation, individual’s lifestyle, culture, and so on.

Many studies had already attempted to cover a few of these issues. Tian et al. (2018), for example, examined the changing role
of citizens (in smart city context) and proposed a new concept of smart citizen with four dimensions: slacktivism (and
knowledge bubble), personal digitalization, virtual social relationship, and digital life process burden. The researchers suggest
that future research focus on how an individual under smart city environment should respond to the four challenging
perspectives. Santos et al. (2017) observed the real-life city transformation process and proposed strategies, methodologies and
best practices for sensitization, civic engagement, social empowerment and sustainable motivation to participate in the co
design and co creation of a human smart city. Han & Hawken (2018) highlighted identity (of city), urban culture, and quality
of life as one of the main areas that needed to be focused when designing and digitizing a city. Vallicelli (2018) showed that
workplace culture is changing by analyzing relevant data from Twitter. The authors believed that transit hubs, urban amenities
and new digital services will influence on how workplace culture will be reframed.

While smart city involves all aspects of individual’s life, only few of them have been studied. In fact, every touch point that
individuals interact with the city (physical buildings and infrastructures) or people (government admins, police, teachers, sale
persons, etc) are changing. Therefore, the relationships need to be redesigned. In addition, the new interactions (and
relationships) will eventually constructs and reconstructs a city (as a social organization). In summary, smart city will
tremendously change the social structures, and the existing literature has touched only the small part of these changes.

Smart city in Southeast Asia

Publications in Scopus that concerns smart city initiatives or projects in Southeast Asia are limited. As mentioned in the
research method section, no publications were found for several countries, including Cambodia, Laos and Timor-leste. Only
one paper was founded related to smart city in Brunei. The paper compared two methods of controlling traffic congestion and
demonstrated how adaptive traffic light system can be used to minimize traffic congestion during peak hours in Brunei. The
study focused more on the technological aspect, investigating which algorithm is better in this particular case.

Singapore, Malaysia, Thailand, Philippines, Indonesia and Vietnam appeared to be better studied. More studies were found,
and more issues have been researched. Of all the mentioned countries, Singapore is considered the most advanced and well
recognised in terms of smart city. According to Nicholls and Kruimel (2019), Singapore’s ‘Smart Nation’ programme has just
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started in 2014 but was quickly recognised as a world leader in smart city initiatives. One of the successful initiatives was the
3D digital map of the country which can be used to support urban planning, flood control, and so on. Kong and Woods (2018)
critically examined the Singapore’s Smart Nation initiative and identified three important issues that must be considered when
implementing any smart solutions. The three issues include data-driven feedback loops, effective public-private partnerships,
and an integration of past, present and future urbanisms. Lopes (2017) studied and compared six smart cities, including
Singapore and found that all smart city initiatives underlie heavily in technologies and followed similar governance model
which was a mix of collaborative, open and participatory governance. In essence, technologies and smart governance are key
components to smart and sustainable cities. Interestingly, Ho (2017) used Singapore as a case study to highlight the limits of
‘smart’ initiatives and challenged practitioners, city managers, and governors to put citizens’ needs and lifestyles at the center
when designing or planning ‘smart’ solutions.

Specific to Thailand, smart city is usually discussed under the umbrella of Thailand 4.0, the national policy to drive the country
with innovation. The Thailand 4.0 initiatives concerning smart city are, for example, industrial Internet of Things and smart
farming. Taweesaengsakulthai et al. (2019) provided a detailed comparative study of how smart city initiatives were rolled out
differently in 3 big cities, namely Phuket, Chiangmai, and Khon Kaen. Phuket was considered the first testbed in terms of
smart city in Thailand, followed by Chiangmai and Khon Kaen. Khon Kaen’s smart city was mainly driven by local business
leaders who together co-established a nonprofit private company and engaged local people to the implementation of the smart
city, successfully showcasing the bottom-up approach. From the comparison of the three smart city initiatives, the authors
highlighted that a lack of clear and coherent policy statements and the central bureaucratic management made the smart city
initiatives slowly developed and not serving the local’s needs. Similar to Taweesaengsakulthai et al. (2019), Laochankham et
al. (2019) reviewed and critiqued the national policy concerning smart city development. The authors stated that direction
without a clear policy statement and highly centralized bureaucratic management style impede the country from reaching the
full benefits of smart city policy implementation. A few other papers (e.g. Kordach et al., 2018; Setthapun et al., 2015) looked
at smart city initiatives from the perspective of technology implementation and did not consider the social or business aspects
of the smart city.

Focused on Ho Chi Minh city, Nguyen and Nguyen (2018) studied the design of high-rise houses within the framework of the
smart city concept and presented an approach that was claimed appropriate for future constructions towards smart city
development. Ha and Fujiwara (2015) developed a value-based event tree to value R&D projects especially those concern the
movement towards smart city to help drive investment decisions and carefully take into consideration the issues of
technological and market uncertainties. Similar to research in other countries, apart from these two papers, the other papers that
were yielded from Scopus was more about technical aspects, such as numerical modeling for groundwater management (Glass
et al., 2018), and power system modeling for distance protection relay (Huynh and Tran, 2017).

Pratama (2018) compared smart city policy of four Indonesia cities, including Yogyakarta, Surabaya, Magelang, and Madium;
all of which were winners of the Indonesian Smart City Index 2015. The author pointed out a lack of specific national-level
regulation that guides smart city policy in Indonesia and thus resulting in different conceptualisation of smart city by the four
cities. Another attempt to study topics related to smart city in Indonesia was that of Indrawati and Dayarani (2019). The
authors looked at indicators using for measuring the index level of smart security and safety in Bandung city of Indonesia.
Twenty indicators to measure the index level of smart security and safety were presented. Again, no other attempts were found
to understand socialization process as well as social impacts of the smart city implementation on citizens’ life.

Particular to the Philippines context, research topics related to smart city are relatively more variety compared to other
Southeast Asia Countries mentioned earlier. A smart disaster management system (Alazawi et al., 2014), challenges and
opportunities for smart city establishment and the required ICT infrastructures (Al-Maliki, 2018), user acceptance of the smart
toilet (Zakaria et al., 2017), traffic congestion and speed assessment using image processing technology (Caprio et al., 2018)
are examples. However, their main concerns were on the technical aspects again. Only the paper by Zakaria et al. (2017) that
studied the issue from users’ perspective and not the technical aspect.

In the context of Myanmar, all studies returned from Scopus search were focused on technical aspects. The papers presented
implementation of particular technologies to enable the city to be ‘smarter’ (e.g. the implementation of automatic vehicle
license plate recognition system for smart transportation (Lin et al., 2018)) or studied methods promoting more efficiency in
particular systems (e.g. an efficient method of optimal routing system for transportation proposed by Soe and Thein (2018)).

Although research related to Smart city in Cambodia, Laos, and Timore-leste papers were not found in the Scopus database,
the researcher did additional search in Google Scholar and found few studies attempting to report several technologies
implementation and adoption in Timor-leste. For example, Chandra and McNamara (2018) have reported an initiative to
implement climate-smart agriculture compared with that of Philippines (as they were both two Australian Aid-funded
community-based adaptation programs from 2012 to 2015). The researchers highlighted a combination of multi-level, multi-
actor processes and activities that enabled the two cases to integrate adaptation, mitigation and food security outcomes. Papers
that were studied in Timor-leste mainly concern climate change/control issues due to the location of the country.
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CONCLUSION

This paper attempts to understand what have been researched in an area of smart city and also to identify gaps. Therefore, it
selected the existing literature from Scopus database, using smart city and digital technology as search keywords. Only
publications (including proceedings and journal papers) from 2010 to 2020 were extracted. The analysis of the literature
looked at the definition and scope of the smart city. Keywords often used were derived to see overall pictures and focuses of
the past literature. Then, the business, organisational and technical framework adopted in Laudon and Laudon (2017) was used
as an analytical lens to see what have been done and highlight the gap that should be addressed in the future. Additionally,
smart city research that were conducted in the context of Southeast Asia countries were also examined. The region was
specifically selected due to its nature and regional trend that a number of cities are and have been urbanizing rapidly.

The definition and wide-range scope of smart city has substantiated its own importance and the need to study the area from
several aspects (apart from technological aspects). The analysis of the selected literature showed that technological aspects are
relatively better studied than business and organisational aspects. This is coherent with observation by Lopes (2017). The
author mentioned that the majority of literature focused on technical aspects as information and communication technologies
were the backbone of smart city initiatives. However, the author also pointed out that other aspects of smart city, such as
governance, should be taken into consideration and need to be studied further. For the selected literature that have been
categorised as business-related, business models, ecosystems, success factors and failures in implementing smart city, and how
to manage a smart city from the new data (that the city can never access before) were the main issues studied in the previous
literature. However, smart city transformation processes are complex and involve a number of stakeholders; the issue still
requires much more in-depth studies. Social organization wise, only few studies attempted to understand the relevant issues.
Changing culture, social relationship, roles of citizen, relationship between government or city manager and citizen, quality of
life, condition, structures of power, structures of the society and organisations are yet to be explored and better understood.

The numbers of publications that focused on Southeast Asia region are surprisingly low. Studies in Singapore were found
highest in terms of numbers, while no smart city research papers were found related to Laos, Cambodia, and Timor-leste. The
analysis of the literature in this group showed similar trend when compared with the bigger pool of smart city literature
reviewed in the first part of this paper. The literature that was specific to Southeast Asia were more about technical aspects.
Research concerning smart city policy and smart governance policy seemed to get relatively higher attention within this group
of literature, yet the number was still very low. Policy discussions and comparisons were seen in Singapore, Thailand,
Malaysia, and Indonesia. This is perhaps because these countries have the higher number of big or medium-sized cities
compared to other countries in the same region.

It is important to note that literature included in this study is only limited to those that are listed in Scopus database. Therefore,
the result might not represent the whole reality nor cover all the studies that have been published. However, since Scopus is
one of the most widely-used research databases, the results in this study should at least provide a quick jumpstart into the field,
which is the main purpose of this paper.
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ABSTRACT

With the development of economic conditions and consumption patterns, snack foods have become the first choice in people's
daily diet and consumption, while the market scale is rising, snack foods have also gained high public opinion attention. The
existing research results show that the micro-blog interaction effect will positively affect the sales performance, but there are
few characterization studies on the effective micro-blog interaction strategy of the snack food enterprises. In this paper, the
typical snack food enterprises as an example, mainly through the network crawler to collect micro-blog interactive contents,
text analysis, and finally through ANOVA analysis to study the effect of different interaction strategies. The research finds that
the strategy of micro-blog interaction of snack food enterprises is better. The characteristic research results of this paper
possibly provide reference and enlightenment for the future research of micro-blog interaction strategy of snack food
enterprises.

Keywords: Microblog; Snack food enterprises; Interaction strategy; ANOVA analysis.
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INTRODUCTION

Snack foods belong to the category of fast-moving consumer goods. They are foods that people eat during their leisure and rest.
The main categories include: dried fruits, puffed foods, candy, and meat products. With the development of the economy and
the improvement of consumption levels, snack foods are gradually becoming consumers' daily necessities, and have gained
high public opinion concerns. In 2018, the scale of China's snack food industry reached 990 billion yuan. With the rapid spread
of mobile Internet and the prosperity of e-commerce, sales of snack food online have also emerged. In 2018, the sales of
China's snack food e-commerce market was 62.31 billion yuan, and it is expected to reach 96.4 billion yuan in 2020 (iiMedia
Research, 2019). In 2017, the Central Document No. 1 issued by the Central Government of China formulated specific
guidelines for supporting and strengthening the development of e-commerce for agricultural products (Ministry of Agriculture,
2017), further boosting the development of snack food e-commerce.

The rapid development of Web 3.0 technology has spawned a large number of Internet social media, affecting consumers'
strong demand for interaction (Baumdl, Hollebeek et al., 2016), which has narrowed the distance between e-commerce and
social media. Scholars have found through empirical analysis that social media will have a positive impact on sales (Kim &
Kim, 2018), and brand equity (Kim, 2010; Eun-Ju Seo & Jin-Woo Park, 2018). According to the survey, 93% of social media
users believe that companies should use social media in their business, while 85% believe that companies should interact with
customers through social media sites (Michaelidou et al., 2011). Eun-Ju Seo & Jin-Woo Park (2018) found that consumers are
more inclined to trust information on social media than on advertising. In China, Sina Weibo is increasingly integrated into
people's daily lives as an important social communication platform. As of December 2018, Sina Weibo's monthly active users
reached 462 million, of which the average number of daily active users reached 200 million (Sina Weibo's fourth quarter
earnings report, 2018). Due to its interactive advantages, Micro-blog continues to attract more and more companies to register
Micro-blog accounts to promote brands and products, retain old customers and attract new customers, and improve sales
efficiency. Among them, Three squirrels and BESTORE have emerged as a group of excellent agricultural products
e-commerce companies.

However, marketers often cannot use the company's Micro-blog content to form a good marketing interaction with consumers.
There are few related researches on effective microblog interaction strategies for snack food companies. This paper takes a
typical leisure food enterprise as an example, mainly collects microblog interactive content through web crawler, analyzes the
text, and finally studies the effect difference of different interactive strategies through variance analysis, which is used by the
snack food enterprise marketers in implementing the microblog interaction strategy.

LITERATURE REVIEW
Social media has changed the way people communicate (Meng, Zhang et al., 2016) and has become an increasingly popular
marketing tool. microblog is a representative tool for social media, which affects marketing effectivenes, and it has always
been a hot topic in academic discussion (Schultz, 2016). microblog interactive marketing has a significant positive impact on
the company's brand reputation and marketing performance (Tayal & Komaragir, 2009).

The 19th International Conference on Electronic Business, Newcastle upon Tyne, UK, December 8-12, 2019
53



Lan, Xue, Long, Meng & Zu

The classification of interactive strategies mainly focuses on frequency, form, direction and content. Among them,
classification according to content is the main classification standard of microblog interactive strategy. Based on content
classification, scholars mainly study from the perspective of interaction style and influence strategy(Yan & Chang, 2013).
According to the difference of interaction style, Sheth(1976) divides the interaction strategy into three types: task-oriented,
interactive-oriented and self-oriented. Kohler et al.(2011) also proposes a similar classification based on the differences in
interaction styles. It is believed that the types of interaction strategies mainly include social interaction and task-oriented
interaction. Social interaction refers to the communication between the two parties mainly involves the information content of
the social level. Task-oriented interaction is mainly embodied in specific business information, and it is pointed out that the
two interaction strategies have a significant impact on consumer adaptability and corporate performance. Yan & Chang(2013)
followed the classification criteria of scholars such as Kohler(2011) and further defined each type: the purpose of social
interaction is to satisfy the emotional needs of consumers and to establish and enhance good social relations between the two
parties. Task-oriented interaction is to enable consumers to quickly and easily understand the company and products, and to
stimulate consumers and enterprises to create value together. Using grounded theory, the social interaction content is
subdivided into three categories: general knowledge, professional knowledge and emotional communication; the task-oriented
interactive content is subdivided into three categories: product interaction, corporate image interaction and co-creation
activities, and confirms social interaction. The strategy has a positive effect on the consumer's emotional and relevance
perception, and the task-oriented interactive strategy has a positive effect on the positive word-of-mouth communication of the
enterprise. In view of the degree of academic recognition and the particularity of the research sample, this study refers to the
classification criteria of microblog interactive content strategy based on the differences in microblog interaction styles between
Kohler et al. (2011) and Yan & Chang (2013).

The effect of microblog interactive strategy is a direct criterion for measuring the effectiveness of microblog interactive
strategy(Bi, Zhang & Zuo, 2013). Scholars mainly study the effect of microblog interactive marketing through repost number,
number of comments and likes.[8]From the perspective of interactive strategy, the interactive effect of microblog content can
analyze the impact of each interactive strategy on consumer differentiation, so as to help enterprises create more interactive
scenarios and propose effective marketing strategies. In view of the actual needs and significance of the research, this paper
based on the type of corporate microblog interactive content strategy, using the number of forwards, comments and points of
praise directly related to the microblogging interaction strategy to evaluate the effectiveness of the interactive strategy.

RESEARCH METHODOLOGY
Research Sample
This article takes the official microblog of three leisure food companies in Sina Weibo as the research object, and the three
companies are Three squirrels, Baicaowei, BESTORE. The three sample companies are ahead of other brands of the same type
in terms of sales volume and brand awareness, and have a large number of fans in Sina Weibo. The company operates official
microblog daily to maintain positive interaction with consumers. Therefore, in order to study the effectiveness of the microblog
interactive strategy of the snack food company, Three squirrels, Baicaowei, and BESTORE are more representative.

This research mainly collects Sina Weibo data of sample enterprises through web crawlers. To ensure the stability of the
experimental data and reduce the interference of extreme values, the microblog data is first cleaned. Using box plots in SPSS
to eliminate likes, comments, or forward an excessive number of microblogs, and eliminate duplicates or incomplete microblog
samples. Finally, after the data was cleaned, 33,195 effective microblogs were obtained from three sample companies,
including 10147 for Three squirrels, 8918 for Baicaowei, and 14,130 for BESTORE. Subsequent data processing will use
33,195 microblogs after data cleaning as research samples.

Research Design

This study mainly uses content analysis and analysis of variance for sample data to study the relationship between the
interactive strategy of snack food microblogging and the effectiveness of consumer interaction. Content analysis is a scientific
research method that combines objective, systematic and qualitative and quantitative information that can be exchanged. In this
study, the machine language learning classifier was used to quantify the microblog content of the snack food enterprise, and
then the variance research was analyzed.

It should be emphasized that the core research part is to make a classifier for machine language learning through python3.7,
and use 480 pieces of microblog data classified by manual coding as a training set. The specific coding rules are based on the
analysis framework of the enterprise microblog interactive content strategy type. In this paper, the content of the enterprise
microblog is extracted and quantified, respectively,“ 1 = general knowledge” ,“ 2 = emotional communication” ,“ 3 = product
interaction ", 4 = corporate image interaction" and "5 = cocreation activities”, and enter the number of repost and number of
comments of the enterprise's microblog content. After many tests, 33,195 effective microblogs were processed in machine
language to realize the classification of microblog interactive strategies. The test showed that the effective classification of
classifiers was up to 83.78%.

DATAANALYSIS AND RESULTS
Descriptive Statistics
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There are significant differences in the implementation of microblog interactive content strategies among the three leisure food
companies. Through the classification and summary statistics of the social interaction strategy and task-oriented interaction
strategy in the sample enterprise microblog, the general situation of the enterprise microblog in implementing the interactive
content strategy is shown in Table 1:

Table 1: Implementation of microblog Interactive Strategy for Leisure Food Enterprises

Microblog interaction Three squirrels Baicaowei BESTORE
strategy types Frequency Percentage Frequency Percentage Frequency Percentage
. General 3040 29.96% 1834 20.57% 5493 38.87%
Socialit knowledge
y Emotional 146 1.44% 397 4.45% 885 6.26%
communication
Product 388 3.82% 3697 41.46% 1419 10.04%
Interaction
Task-ori  Corporate image 5, 4.27% 681 7.64% 783 5.54%
ented interaction
Cocreation 6140 60.51% 2309 25.89% 5550 39.28%
activities
Total 10147 100% 8918 100% 14130 100%

According to Table X, Three squirrels's microblog content interaction strategy is mainly based on task-oriented cocreation
activities, accounting for more than 60% of the number of historical effective microblogs; while the social interaction strategy
accounts for only 1.44% of emotional communication. Compared with Three squirrels, Baicaowei's strategy is based on
task-oriented, but cocreation activities only account for 25.89%, and the most used strategy is product interaction, reaching
41.46%. In the implementation of BESTORE microblog content interaction strategy, the general knowledge category of social
strategy category accounted for 38.87%, which is close to the correlation activity of 39.28% of task-oriented strategy. It can be
seen that the three representative sample companies also have different focuses on the interactive strategy of microblog
content.

From the descriptive statistics of the number of reposts, number of comments and number of likes of the three companies
(Table 2, Table 3, Table 4), from the descriptive statistics, The average number of forwarding numbers, comments, and likes in
the corporate microblog social strategy of the three squirrels is relatively close. The number of co-creation activities, the
number of comments, and the number of likes in the task-oriented strategy are the highest. The average number of repost and
number of likes of the general knowledge of Baicaowei's corporate microblogging social strategy is 63.65 and 95.26
respectively. In the task-oriented strategy, the number of co-creation activities, the number of comments, and the number of
likes are the highest. The mean value of the variables in BESTORE's corporate microblog social strategy is relatively close. In
the task-oriented strategy, the number of comments of the comparison activities is the highest, reaching 44.9. It can be seen
that consumers are more inclined to task-oriented interactive behavior. In social strategies, consumers' preference for general
knowledge and emotional communication is less.

Table 2: Descriptive statistics for Three squirrels

o Sociality Task-oriented
. Statistical _ ] .
Variable indicatorsGeneral Emotional Product Corporate image Cocreation
knowledge communication interaction interaction activities
Mean 20.61 30.25 19.38 25.53 123.39
Repost gtar]dqrd 198.634 206.551 76.779 143.12 533.011
eviation
N 3040 146 388 433 6140
Mean 50.77 41.95 39.12 53.54 118.61
Comment Standard 151.319 71.004  111.223 192.691 325.2
deviation
N 3040 146 388 433 6140
Mean 106.16 106.51 69.1 105.69 121.22
Likes Staqda}rd 231.655 303.846 122.38 266.155 260.3
deviation
N 3040 146 388 433 6140
Table 3: Descriptive statistics of Baicaowei
Variable Statistical Sociality Task-oriented
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indicators General Emotional Product Corporate image Cocreation
knowledge communication interaction interaction activities

Mean 63.65 19.31 81 41.72 132.19
Repost gtar_lde_lrd 400.784 66.085  442.111 258.267 456.699

eviation

N 1834 397 3697 681 2309

Mean 35.84 4191 42.28 32.86 96.55
Comment Standard 98.179 57.281  161.441 183.498 266.201

deviation

N 1834 397 3697 681 2309

Mean 95.26 63.13 77.1 56.02 97.03
Likes Star]dqrd 309.205 139.429  271.465 243.125 281.887

deviation

N 1834 397 3697 681 2309

Table 4: Descriptive statistics for BESTORE

Sociality Task-oriented
. Statistical ] ] ]
Variable indicatorsGeneraI Emotional Product Corporate image Cocreation
knowledge communication interaction interaction activities
Mean 7.31 5.04 32.25 1.73 33.39
Repost gtar.‘d‘?rd 88.782 26.716  388.657 15.869 213.084
eviation
N 5493 885 1419 783 5550
Mean 14.26 14.58 20.06 15.32 44.9
Comment Stndard 27.058 26.635  74.507 48.797 158.879
deviation
N 5493 885 1419 783 5550
Mean 13.63 10 18.25 8.64 21.07
Likes ~ Sandard 33.76 10.654  139.058 12.781 115,562
deviation
N 5493 885 1419 783 5550

Analysis Of Variance

This study used one-way ANOVA to try to explore the effect difference between the number of praises, the number of reposts
and the number of comments generated by the enterprise microblog interaction strategy of various products. Before the
one-way analysis of variance, the homogeneity test of variance is required. Through the test of the homogeneity of variance at
different levels, the specific results are shown in Table 5:

Table 5: Variance Homogeneity Test Results

Sample Dependent Variable Levene dfl df2 Sig. Whetherthe
company Homogeneity
repost 111.061 4 10142 0 No
Three t 103.138 4 10142 0 N
squirrels commen : 0
likes 17.533 4 10142 0 No
repost 33.629 4 8913 0 No
Baicaowei comment 97.35 4 8913 0 No
likes 12.985 4 8913 0 No
repost 61.375 4 14125 0 No
BESTORE comment 129.73 4 14125 0 No
likes 21.335 4 14125 0 No
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It can be seen from the test results that the three-squirrels enterprise microblog interaction strategy content produces repost
Levene statistic=111.061, P<0.05; comments Levene statistic = 103.138, P<0.05; likes Levene statistic=17.533, P < 0.05.
Baicaowei's corporate microblogging interactive strategy content generated repost Levene statistic = 33.629, P < 0.05;
comments Levene statistic = 97.35, P < 0.05; likes Levene statistic = 12.985, P < 0.05. BESTORE's corporate microblogging
interactive strategy content generated repost Levene statistic = 61.375, P < 0.05; comments Levene statistic = 129.73, P < 0.05;
likes Levene statistic = 21.335, P < 0.05. Therefore, it is considered that there are significant differences in the microblog data
of the three companies at different levels, which violates the assumption of homogeneity of variance.

Through the one-way analysis of variance of the three companies, the specific analysis results are shown in Table 6, Table 7,
and Table 8.

Table 6: ANOVA test results (Three squirrels)

Dependent Variable Statistics index df Mean Square F sig.
Repost  Between Groups 25258776.77 4 6314694.192  34.042 0
Within Groups 1881315845 10142 185497.52
Total 1906574621 10146
Comment Between Groups 11601940.32 4 2900485.081  39.732 0
Within Groups 740372970.4 10142 73000.687
Total 751974910.7 10146
Likes  Between Groups 1327049.971 4 331762.493 5.351 0
Within Groups 628825625 10142 62002.132
Total 630152675 10146
Table 7: ANOVA test results (Baicaowei)
Dependent Variable Statistics index df Mean Square F sig.
Repost  Between Groups 9025149.735 4 2256287.434  13.014 0
Within Groups 1545334181 8913 173379.803
Total 1554359331 8917
Comment Between Groups 5654056.143 4 1413514.036  41.753 0
Within Groups 301745713.4 8913 33854.562
Total 307399769.5 8917
Likes  Between Groups 1505715.182 4 376428.796 4.942 0.001
Within Groups 678907106.3 8913 76170.437
Total 680412821.5 8917
Table 8: ANOVA test results (BESTORE)
Dependent Variable Statistics index df Mean Square F sig.
Repost  Between Groups 2548955.141 4 637238.785 17.64 0
Within Groups 510264233 14125 36124.901
Total 512813188.1 14129
Comment Between Groups 2980456.859 4 745114215  68.142 0
Within Groups 154452422.7 14125 10934.685
Total 157432879.6 14129
Likes  Between Groups 251117.438 4 62779.36 8.21 0
Within Groups 108012515.4 14125 7646.904
Total 108263632.8 14129

Through the ANOVA results, it can be seen that Three squirrels's enterprise microblog content interaction strategy generated
the number of forwarding was F=34.042, P<0.05; the number of comments was F=39.732, P<0.05; the number of points was
F=5.351, P<0.05. And it can be seen that Baicaowei's enterprise microblog content interaction strategy generated the number
of forwarding was F=13.014, P<0.05; the number of comments was F=41.753, P<0.05; the number of points was F=4.942,
P<0.05. And it can be known that Baicaowei's enterprise microblog content interaction strategy generated the number of
forwarding was F=17.64, P 0.05; the number of comments was F=68.142, P<0.05; the number of points was F=8.21, P<0.05.
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It can be seen from the results that there are significant differences in the number of reposts, comments, and likes of the three
microblog interactive content strategies at different levels, which requires further multiple comparisons, but at different levels.
The data violated the homogeneity hypothesis of variance, so this study used four different comparative statistical methods:
Tamhane test, Dunnett T3 test, Games-Howell test and Dunnett C test without assumption of homogeneity of variance.

The conclusions of the four sample tests by different sample companies are consistent. The Tamhane test results of three
squirrels are shown in Table 9:

Table 9: Tamhane test results (Three squirrels)

. . Average 95% Confidence
Dependent tactics RS  giforgnge WD gy intorval
(1-J) Lower Upper
Repost 2 -9.637 17.47 1 -59.24  39.96
1 3 1.228 5.308 1 -13.66 16.11
4 -4.922 7.764 0.999 -26.73 16.88
5 -102.785* 7.697 0 -12434 -81.23
1 9.637 17.47 1 -39.96 59.24
5 3 10.865 17.533 1 -38.91 60.64
4 4.715 18.426 1 -47.46 56.9
5 -93.148* 18.398 0 -14525 -41.05
1 -1.228 5.308 1 -16.11 13.66
3 2 -10.865 17.533 1 -60.64 38.91
4 -6.15 7.906 0.997 -28.36 16.06
5 -104.013* 7.84 0 -12597 -82.05
1 4.922 7.764 0.999 -16.88 26.73
4 2 -4.715 18.426 1 -56.9 47.46
3 6.15 7.906 0.997 -16.06  28.36
5 -97.863* 9.673 0 -12498 -70.74
1 102.785* 7.697 0 81.23 124.34
5 2 93.148* 18.398 0 41.05 145.25
3 104.013* 7.84 0 82.05 125.97
4 97.863* 9.673 0 70.74 12498
Comment 2 8.816 6.486 0.855 -953  27.16
1 3 11.649 6.278 0.484 -5.99 29.29
4 -2.77 9.658 1 -29.93 24.39
5 -67.839* 4.976 0 -81.77  -53.91
1 -8.816 6.486 0.855 -27.16 9.53
’ 3 2.833 8.149 1 -20.11  25.77
4 -11.586 10.967 0.968 -42.41 19.24
5 -76.654* 7.194 0 -96.93  -56.38
1 -11.649 6.278 0.484 -29.29 5.99
3 2 -2.833 8.149 1 -25.77 20.11
4 -14.42 10.846 0.869 -44.88 16.04
5 -79.488* 7.008 0 -99.15  -59.82
1 2.77 9.658 1 -24.39 29.93
4 2 11.586 10.967 0.968 -19.24 4241
3 14.42 10.846 0.869 -16.04 44.88
5 -65.068* 10.148 0 -93.58  -36.56
1 67.839* 4.976 0 53.91 81.77
5 2 76.654* 7.194 0 56.38  96.93
3 79.488* 7.008 0 59.82 99.15
4 65.068* 10.148 0 36.56  93.58
Likes 2 -0.357 25.495 1 -72.78 72.06
1 3 37.061* 7.5 0 16.01  58.12
4 0.47 13.463 1 -37.38 38.32
5 -15.061* 5.356 0.048 -30.06 -0.06
9 1 0.357 25.495 1 -72.06 72.78
3 37.418 25.903 0.804 -36.09  110.93
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4 0.828 28.213 1 -78.94 80.6
5 -14.703 25.365 1 -86.78 57.37
1 -37.061* 75 0 -58.12 -16.01
3 2 -37.418 25.903 0.804 -110.93 36.09
4 -36.591 14.22 0.098 -76.54 3.36
5 -52.122* 7.045 0 -71.91  -32.33
1 -0.47 13.463 1 -38.32 37.38
4 2 -0.828 28.213 1 -80.6 78.94
3 36.591 14.22 0.098 -3.36 76.54
5 -15.531 13.215 0.936 -52.69 21.63
1 15.061* 5.356 0.048 0.06 30.06
5 2 14.703 25.365 1 -57.37 86.78
3 52.122* 7.045 0 32.33 71.91
4 15.531 13.215 0.936 -21.63 52.69

* The significance level of the mean difference is 0.05.

At the level of significance of 0.05, on the one hand, the three squirrels enterprise microblog content interaction strategy
number of repost, general knowledge (20.61), emotional communication (30.25), product interaction (19.38), corporate image
interaction (25.53) and respectively P<0.05 for cocreation activities (123.39), with significant differences; On the other hand,
under number of comments, general knowledge (50.77), emotional communication (41.95), product interaction (39.12), and
corporate image interaction (53.54) were significantly different from those of cocreation activities (118.61), P<0.05; Finally,
under number of likes, there was a significant difference between P < 0.05 for general knowledge (106.16) and product
interaction (69.1), cocreation activities (121.22), P<0.05 for product interaction (69.1) and cocreation activities (121.22).

The same method tests the effectiveness of Baicaowei and BESTORE's microblog interaction. Under the number of repost of
Baicaowei enterprise microblog content interaction strategy, general knowledge and emotional communication, cocreation
activities were P<0.05, significantly; emotional communication and general knowledge, product interaction, and cocreation
activities were P<0.05, significantly; product interaction and significant communication, corporate image interaction, and
cocreation activities were P<0.05, significantly; corporate image interaction and product interaction, cocreation activities P
<0.05, significant. Under number of comments, cocreation activities and general knowledge, emotional communication,
product interaction, and corporate image interaction were P<0.05, which was significant. Under number of likes, general
knowledge and emotional communication, corporate image interaction were P <0.05, significantly; emotional communication
and general knowledge, cocreation activities were P <0.05, significantly; corporate image interaction and general knowledge,
cocreation activities were P <0.05, significantly.

Under the number of repost of BESTORE enterprise microblog content interaction strategy, corporate image interaction and
general knowledge, emotional communication, product interaction, and cocreation activities were P<0.05, which was
significant; the cocreation activities and the general knowledge, emotional communication, and corporate image interaction
were P<0.05, which was significant. Under number of comments, general knowledge and product interaction, cocreation
activities were P <0.05, significantly; it is worth noting that cocreation activities and other strategies are significant. Under
number of likes, general knowledge and corporate image interaction, correlation activities were P<0.05, significantly; product
interaction and general knowledge, coordination activities were P<0.05, significantly; corporate image interaction and general
knowledge, cocreation activities were P <0.05, significantly.

The results show that there are differences in the effects of the spread of microblog content interaction strategies among the
three leisure food companies. Companies need to pay attention to the differences in interaction effects under different strategies.
It can be seen from the above results that cocreation activities generally have good interaction effects in enterprise microblogs,
which means that enterprises have important significance in the application of task-oriented strategies.

CONCLUSION AND RECOMMENDATION

Research Conclusions

This paper studies the effects of microblog interactive content strategy of three representative leisure food enterprises. Through
the statistical analysis of the research samples, the following specific conclusions can be obtained: First, there are differences
in the types of microblog interactive content strategies among the three leisure food companies. From the research data, the
three companies often adopt task-oriented strategies. When adopting microblog interactive content strategy, enterprises
potentially enhance consumer attention and interaction through more product interaction and joint creation activities. Second,
the study found that cocreation activities and other interaction strategies are often more significant in number of reposts,
number of comments, and number of likes. Therefore, companies should give priority to the use of cocreation activities in
order to achieve good interaction. The general knowledge in social strategies can also achieve better results. This may be
because general knowledge conveys non-product information to users and enhances consumers' interest in understanding
products. Third, as an Internet leisure food enterprise, the rational use of the interactive strategy of enterprise microblogging is
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likely to have an impact on consumers directly. Enterprises should pay more attention to the microblog interaction strategy.

Limitation And Future Work

The main limitation of this paper is that only three representative e-commerce and leisure food enterprises have been collected.
Four kinds of post-multiple test methods are used to obtain consistent experimental data and explore the differences of
interactive content strategies. In order to make the research results more precise and more practical, the future research can be
based on more sample companies and research on enterprise microblogs from more perspectives, and then, the microblog
operation of the e-commerce enterprise is more efficient.
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ABSTRACT
The development of Internet finance has given birth to the Internet credit investigation industry, which has expanded the
application scenarios of personal credit information from credit finance to credit life. Starting with the current development of
personal credit investigation on the Internet in China, this paper introduces the typical enterprises of personal credit
investigation on the Internet in China and the application scenarios of credit information. It further points out the problems of
the internet personal credit reporting industry through the analysis of the industrial chain and proposes solutions.
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DEVELOPMENT OF CHINA'S INTERNET PERSONAL CREDIT REPORTING INDUSTRY
China's credit reporting agency was first established in 1932 as the "China Credit Information Office”. However, the
substantial development of the credit investigation industry did not begin until the reform and opening up. Later, the 16th
National Congress and the 18th National Congress announced the strategic goals and specific requirements of building a social
credit system. The “Regulations on the Management of Credit Information Industry” was implemented on March 15, 2013
(Credit Reference Center of the People's Bank of China, 2014). Since then, China’s credit information industry has advanced in
leaps and bounds in the legal system construction.

The main enterprises in the credit information industry chain can be classified into two types of businesses, corporate credit
information business and personal credit information business. They collect and process corporate credit information and
personal credit information to provide information services to users.

Despite that China's credit information industry started early, the personal credit coverage rate appears low. The three major
credit agencies in the United States, EXPERIAN, Equifax, and Trans Union, cover over 90% of the population in the United
States. The emerging credit reporting agencies, such as Credit Karma and Zest Finance, complement traditional credit reporting
system by covering the rest of the market (Chyxx, 2016). China's credit information industry has a two-wheel-drive
development model of “government plus market” (Credit Information System Bureau of the People's Bank of China, 2018).
Statistics from People's Bank Credit Information Center showed that, in 2012, the number of natural persons recorded in
China's personal credit information system was 820 million, and the number reached 880 million in 2015 (Credit Reference
Center of the People's Bank of China, 2015). On March 10, 2019, Chen Yulu, deputy governor of the central bank, told the
Chinese and foreign journalists that 990 million natural persons have been recorded in China's credit information system, and
the number of daily inquiries of personal credit reports reached 5.55 million. The number of daily inquiries increased by 221%,
and the compound annual growth rate exceeded 47% compared with the daily average number of inquiries in 2015.

In terms of service groups, the US credit industry has started earlier, and its product services cover the entire life cycle of
people. On the contrary, China's credit information is mainly used by licensed financial institutions, for loan services. As
people’s daily lives are increasingly integrated with the Internet, the Internet personal credit behaviors provide valuable credit
data which is not recorded in traditional bank credit records. The ballooning size of the Internet financial market and the
escalating credit risks have boosted the market demand for personal credit investigation business.

The demand in China’s market can be seen from the consumer credit balance. As a financial application scenario for personal
credit reporting, consumer credit is a loan for an individual or family of consumers to purchase durable goods or to pay for
other personal or household consumption. China's consumer credit market balance is rising, maintaining a growth rate of about
20%. Also, the market has a huge demand for the application of credit data in life services.

In January 2015, the People's Bank of China issued a document, requiring eight institutions, including Sesame Credit
Management Co., Ltd. and Tencent Credit Investigation Co., Ltd., to starte a personal credit investigation business (People's
Bank of China, 2015). This is the first attempt by Chinese regulators to launch a market-based personal credit service.
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In 2018, the People's Bank of China approved the establishment of Baihang Credit Information Co., Ltd., China's first
market-oriented personal credit investigation agency (Baihang Credit, 2018). Among all the shareholders of Baihang Credit
Information Co., Ltd., the China Internet Finance Association holds 36% of the shares, and eight institutions including Sesame
Credit and Tencent Credit each hold 8% of the shares (CREDITCHINA.GOV.CN, 2018).

In October 2018, the People's Bank of China stated that it would issue personal credit information licenses prudently to
promote the coordinated development of the first market-oriented personal credit reporting agency - Baihang Credit
Information Co., Ltd. and help the Credit Information Center of the People's Bank of China to expand the coverage of personal
credit information in China. The expansion of the coverage of personal credit information will reduce the overall risk of
Internet finance and e-commerce and promote the healthy development of these industries. On January 10, 2019, the People's
Bank of China issued the "Guide to the Service for the Examination and Approval of Credit Information Agencies of
Individual Credit Information Business", which elaborated on the conditions for the establishment and approval of individual
credit reporting agencies in China (CREDITCHINA.GOV.CN, 2019).

CHINA'S INTERNET PERSONAL CREDIT REPORTING SYSTEM AND ITS CHARACTERISTICS
China’s Internet Personal Credit Reporting System
China’s personal credit reporting system can be divided into three parts: credit data sources, credit information processing
enterprises, and credit information users. The credit data is collected from data sources. After the collection and analysis of
credit information processing enterprises, credit information services will be provided for users.

As the core of the personal credit reporting system, credit information processing enterprises not only undertake the task of
data collection, but also have to prove the authenticity of the data through cross-validation. Therefore, credit information
processing enterprises need to obtain data from different sources to achieve the cross-validation function between different data
sets.

Personal basic information, personal credit information, Internet credit data and other information reflecting credit status are
China’s personal credit data sources. The credit center of the People's Bank of China, private credit reporting agencies, and
Baihang Credit Information Co., Ltd. are credit information processing enterprises. The main application scenarios of using
credit information are financial scenarios including banks, licensed credit departments and Internet financial institutions. In
addition, there are life application scenarios for public utilities, public sectors,and other innovative application scenarios.The
financial application scenario and life application scenario of personal credit information together constitute a rich usage
scenario of credit information.

Internet personal credit reporting enterprises refer to enterprises that use personal credit information on the Internet as one of
their data sources. This paper will introduce the credit data processing enterprises and information application scenarios in
the third and fourth parts.

Characteristics Of Internet Personal Credit Reporting Business

Diverse data dimensions

Traditional personal credit data mainly comes from personal financial transactions of financial institutions. These data have
low dimensions and insufficient coverage, and there is a large gap in credit data, which is not conducive to the stable
development of the financial system. Internet personal credit information integrates multi-dimensional data such as personal
consumption, living, and relationships, and combines traditional credit information to jointly build a more comprehensive
portrait of user credit information. The Internet personal credit service has greatly improved the coverage of credit data,
reduced system risks, and improved financial efficiency. At the same time, it has also facilitated individuals to obtain their own
credit reports and provided a more comprehensive credit service.

Diverse data structures

Different from the structured financial data submitted by traditional financial institutions, Internet personal credit reporting
business has added non-structured data dimensions such as user consumption data, individual behavior preference data, and
interpersonal relationship data.Internet personal credit data more accurately depicts the user's credit portrait. While improving
the coverage of personal credit data and the credibility of credit results, Internet personal credit reporting business also puts
forward higher requirements for the integrated processing capabilities of credit data. The development of big data, cloud
computing, machine learning and other data processing technologies has laid the foundation for the advancement of Internet
credit.

Emerging data processing technologies

With the integration of the Internet and daily life, more and more traces of residents have left on the Internet. This makes it
possible for personal Internet credit reporting enterprises to obtain a variety of personal credit data, but at the same time it also
increases the cost of data identification, extraction, and consolidation. Therefore, one of the most important differences
between Internet credit reporting business and traditional credit reporting business is that Internet credit reporting business
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requires a higher requirements for data processing technology. Big data and intelligent algorithms are commonly used in the
Internet credit reporting industry to deal with the complex network of information clusters (Xiao-Lin Li & Yu Zhong, 2012).

Different participantsin theindustry chain

In the traditional personal credit reporting business, banks and other financial institutions collect personal credit data and
submit it to the personal credit database of the People's Bank of China. The credit reporting center of the People's Bank of
China provides financial institutions with personal credit data query services. However, in the Internet credit reporting business,
personal credit information providers accumulate personal credit data through their own channels, and hand them to credit
information processing enterprises after preliminary cleaning. The credit information processing enterprises then establish
personal credit portraits and provide services to credit information users. Therefore, the core participant in traditional personal
credit reporting business is the credit reporting center of the People's Bank of China, and the core participant in Internet credit
reporting are credit information processing enterprises.

Comprehensive credit services

Traditional personal credit reporting services are mainly for financial institutions. The personal credit reporting center of the
People's Bank of China provides personal credit information to banks and other financial institutions to reduce systemic risks
and improve the efficiency of financial transactions. Credit information processing enterprises in Internet credit reporting not
only provide services to banks and other financial institutions, but also provide personal credit data query services to public
utilities, the public sector, and other enterprises. In addition, in the era of Internet personal credit reporting, individuals can
obtain credit information services such as credit report inquiry, credit certification, and asset certification, which improves the

use scenario and value of credit information.

PERSONAL CREDIT INFORMATION PROCESSING ENTERPRISES
Enterprises Starting Personal Credit Reporting Services
The People's Bank of China issued the "Notice on Preparing for Personal Credit Information Business" in 2015. Table 1 lists
the credit data sources, credit evaluation dimensions, credit reporting services provided by eight companies starting credit
reporting business and their industries.

Table 1: The Basic Information of Companies Developing Personal Credit Reporting System

Name Basic data source Evaluation dimension Services Industry
E-commerce transaction data, Credit history, Travel,
Sesame online financial data, behavioral preferences, accommodation,
Credit data from public institution, personality traits, finance, Internet
Management | data of business partners, levels of commitment, shopping,
data uploaded from users interpersonal relationship social and daily activities
Commitment history, Anti-fraud,
Tencent o security, credit assessment,
. User's historical data on . L
Credit wealth, personal credit application, Internet
. WeChat and QQ . . .
Information Spending habits, risk alert,
Socializing status post-loan management
. . Risk of breach of trust, Personal credit score
Ping An Group's integrated . L .
Shenzhen dat behavior characteristics, inquiry,
ata, . L .
Qianhai personality characteristics, Anti-fraud products,
. external data partners, oL L
Credit . performance, credit risk identification, Insurance
. bad credit data reported by .
Information o . consumption preference, data access,
cooperative financial . . . .
Center L social credit, consulting services,
institutions . . .
growth potential intelligent technology
Credit history, Identity authentication,
p behavioral habits, credit verification,
en
i g Collect data from third parties | personality characteristics, credit report, Credit
uan
Credit with user authorization earning capacity, credit score, reporting
redi
asset and wealth, anti-fraud,
public evaluation automatic risk alert
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Credit history, Personal credit score,
Chi Open-source web crawling, behavioral traits, personal credit report,
ina
ch . data exchange with customers, | identity attributes, credit authentication, Credit
engxin
c d_? data procurement, performance, risk information inquiry, reporting
redi
user authorization social data, Internet authentication
public record services
Credit history, .
. . L Personal credit score,
China P2P lending and Internet credit activity, . . .
. . e . . - anti-fraud services, Credit
Zhicheng financial institutions with personality characteristics, . . o .
. . identity authentication, reporting
Credit anti-fraud cloud platform performance, . o
) credit monitoring
consumer credit
Bank transfer, credit card
repayment and other services, Credit history, L .
. . . . Koala individual credit
direct access to personal credit | transaction behavior, Startup
Koala . . . . score, .
. and debit card data; data identity attributes, . o with data
Credit credit certification,
support from shareholders and | performance, . . resources
. . . . . credit information query
public sectors; other industrial | social relations
cooperation data
. Personal identity information, .
Bank credit data, . L. . Huadao personal credit
. . o public service information,
Beijing public security and justice data, assessment, Startup
traces of personal . . .
Huadao operator data, . consumer credit information | with data
. T consumption, )
Credit public utilities data, . sharing platform CISP, resources
. Internet user and behavior . .
network tracing data . ) credit service cloud platform
information

Source: Organized from public information.

From the perspective of the industry, Sesame Credit Management and Tencent Credit Investigation serve for Internet
enterprises, Shenzhen Qianhai Credit Investigation Center for insurance enterprises and Peng Yuan Credit Investigation, China
Chengxin Credit and Zhicheng for credit investigation enterprises, while Koala Credit Investigation and Beijing Huadao Credit
Investigation are essentially newcomers with data resources.

The nature of the enterprise determines its business model. The differences in industries and business characteristics of the
eight credit investigation enterprises lead to the different data sources for credit investigation. The data of Sesame Credit comes
from the online transaction data of "Ali-affiliated" e-commerce, enterprises with equity participation and Alipay (credit card
repayment, utility payment, and personal transaction, etc.) (JU Chuanxiao, 2018; Xiao Kaiwen, 2019; ZHANG Yun, XIAO Yu
& ZHU Nan, 2016). Tencent Credit Investigation can easily access users' social data on WeChat and QQ and Tenpay's financial
data. Qianhai Credit Information Center has Ping An Group’s online data, financial data provided by over 50 partnered
financial companies, and location and speech data from the Ping An Group’s mobile APP, etc. Pengyuan Credit Information
Co., Ltd is supported by government data. For China Chengxin Credit, its advantage comes from having over 100 small and
medium-sized banks in China (it started to help banks build credit risk control models since 2003). Koala Credit is competitive
in owning over 400,000 offline convenience stores. Eight enterprises carry out separate credit investigation business based on
different data sources.

Although having different data sources, the eight credit investigation enterprises have similar data dimensions in personal
credit assessment. Companies, in order to improve the accuracy of the credit investigation results, will try to obtain the
assessment data from various sources. Except Sesame Credit focuses more on the application scenarios in daily life, while the
application scenarios of the other credit investigation enterprises are more inclined to financial scenarios.

The eight companies have different backgrounds and data processing methods. The Internet enterprises, led by Sesame Credit,
are born in the information era and have promoted data processing technology to maximize the practical significance behind
the credit investigation data. On the contrary, traditional financial enterprises with credit investigation businesses are
accustomed to using structured data and cannot respond well to changes in the data structure. Most traditional financial
companies are still using big data analysis for personal credit investigations on the Internet.
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As the Internet has become an important source of personal credit information, eight personal credit investigation enterprises
are involved in the Internet credit investigation business. Sesame Credit and Tencent Credit Investigation rely on the massive
user data of their parent companies and use the Internet as the main data source for credit investigation services.

Baihang Credit Information Co., Ltd.

Although the above eight individual credit reporting companies launched innovative application products during implementing
the credit information preparation work, the enterprises still independently operate their credit information systems. The
presence of credit data barriers has hindered the exchange of personal credit information between enterprises. Each enterprise
regards its own superior data source as the main dimension of the personal credit evaluation model. Thus, the deviation
between the credit evaluation results of different enterprises has halted the formation of an Internet credit information market.

Baihang Credit Information Co., Ltd. was established in March 2018 under the supervision of the People's Bank of China. It is
administrated by China Internet Finance Association and Sesame Credit, Tencent Credit, Qianhai Credit, Pengyuan Credit,
China Credit, and Zhongzhi. Based on the principles of "joint business construction, mutual benefit, and win-win cooperation”,
the eight companies jointly established the first market-oriented personal credit reporting agency with a registered capital of 1
billion yuan. As the only licensed market-based personal credit reporting agency, Baihang Credit Information Co., Ltd. is
managed by China Internet Finance Association and the eight enterprises mentioned above. By aggregating eight companies'
business advantages, Baihang Credit Information Co., Ltd. supplements the traditional People's Bank of China and contributes
to a more comprehensive and effective market-oriented personal credit information system. The establishment of Baihang
Credit Information Co., Ltd. shattered the information barriers between the eight enterprises, which is beneficial to the data
sharing between enterprises. However, the amount of Internet credit data and its complex data structures pose challenges for
data sharing. Users may present different behavior patterns in different platforms. Resolving problems brought by these
differences is an urgency for data integration companies.

As of October 2019, the number of banking institutions that have granted credit to Baihang Credit Information Co., Ltd. has
exceeded 1,200. 750 of which have signed information-sharing agreements with Baihang Credit Information Co., Ltd. and 500
have developed API interfaces and obtained system access. The personal credit information system of Baihang Credit
Information Co., Ltd. has recorded 100 million natural person information subjects, and the number of credit accounts
exceeded 120 million. Baihang Credit Information Co., Ltd. has launched three personal products, special attention list and
information verification and verification products. The cumulative number of credit reports exceeded 30 million with an
average daily inquiry of 400,000, and the peak number of inquiries in a day reached 900,000. The total number of inquiries for
information verification products exceeded 13 million. According to its planning and development of the next three years,
Baihang Credit Information Co., Ltd. is committed to creating a credit ecosystem that upholds mutually beneficial cooperations,
enriches product content and broadens product designs and product promaotions.

As China’s only licensed market-based personal credit reporting agency, Baihang Credit Information Co., Ltd. will continue to
adhere to the concept of “joint business construction, mutual benefit, and win-win cooperation” and work with other financial
institutions and industries. It aims to strengthen partnerships to build a credit ecosystem and make even greater contributions to
the healthy development of China's credit information industry.

USERS OF INTERNET PERSONAL CREDIT INFORMATION
The main users of personal credit information in China are credit departments. Besides banks, licensed credit institutions and
Internet financial institutions, the traditional credit information application scenarios also include public utilities and other
public sectors. In the Internet era, the application of credit information also includes some life scenarios.

Based on the personal credit information of the borrower, the financial institution analyzes the borrower's credit level and
default risk with the help of a credit model, and makes specific decisions on whether to grant the loan, the specific terms of the
loan, and whether mortgages are required. The public utility sector possesses the personal non-financial debt data and is the
main provider and user of personal credit data. Public agencies such as social security units, courts, and industrial and
commercial bureaus are also users of personal credit information. Taking the court as an example, under certain circumstances,
the court may query the individual credit report of the subject involved without obtaining their consent and use it as the basis
for the case's decision.

The development of the personal credit investigation industry and the wide application of big data and cloud computing
technology have further expanded the application scenarios of personal credit investigation data. Sesame Credit scores
individual credit status from five dimensions: credit history, behaviors, identity, commitment level and interpersonal
relationships. Sesame Credit covers rent, travel, accommodation, communication, finance, etc. Life service providers and
financial institutions can refer to users' Sesame points to provide corresponding deposit relief, procedures simplification and
other services.

The credit finance scenario in banks and other licensed institutions and the credit life scenario represented by innovative
application scenarios apply for personal credit data. Table 2 summarizes the main scenarios of the use of personal credit data in
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the Internet personal credit business.

Table 2: Application Scenarios of Personal Credit Information

Scenario Instance Classification

Bank Commercial Banks, rural credit cooperatives, etc. Credit in finance
Other licensed credit . . . . N
L Consumer finance, small loans, guarantee, financial leasing, etc. Credit in finance
institutions
Internet financial . . . N
L Internet banking, Internet consumer finance, P2P lending, Internet small loans | Credit in finance
institutions
Public utilities Telecommunications, power grids, etc. Credit in life

. Social security, industry and commerce, taxation, court, public accumulation .
Public sector Credit in life

fund
Innovative application | Free of charge, post-payment, privileges, sharing economy application

Credit in life

scenarios enterprises

Source: Organized from public information.

It is worth noting that innovative scenarios have made people’s daily life more convenient while creating profits for enterprises.
Taking the deposit-free bicycle sharing service as an example, the multi-dimensional credit data of the residents is collected by
the credit reporting company, depicting a complete user portrait and reflecting the overall credit level of the user. Residents
with a high level of credit will enjoy the bicycle sharing service without paying the deposit. At the end of the ride, they only
need to pay the rent of the bicycle. The deposit-free feature gained an easier entry for bicycle sharing service into daily life,
allowing bicycle service providers to explore the user market. Also, as the deposit-free service is based on the results of credit
evaluation, the person who uses this service must be a resident who has a good performance in the credit evaluation, a high
credit rating and low risk of default. Customers selected based on the above models are of high quality, and the risks faced by
service providers are relatively controllable. As seen from the example, the deposit-free service is beneficial to both users and
service providers, that’s why this business model has been widely accepted by the market.

PROBLEMS IN THE APPLICATION OF INTERNET PERSONAL CREDIT INVESTIGATION
Social Problems Of Credit Data Collection
First is insufficient privacy and data security protection. As credit assessment is increasingly involved in personal life, more
personal data and information will be collected. However, Internet credit investigation is still in its infancy with inadequate
supervision. Measures have to be taken to ensure the privacy and safety of users in the Internet credit investigation industry
(XIANG Liling & CHEN Xiulan, 2019).

Second, the openness of the Internet challenges the protection of credit enterprises and user data. Take Sesame Credit as an
example, its data source is mainly from user transaction data of "Ali department” enterprises and platforms, containing bank
card number, ID number, mobile phone number and other sensitive information. Besides its own data, Sesame Credit also
accesses data from a third party. Mutual benefits aside, Sesame Credit must take measures to ensure the safety of this part of
data in transmission and use (M Ke, S Chen, N Cai & L Zhang, 2018).

The third is the insufficient credit coverage of enterprises’ credit information. Without a uniform model, the validity of the
credit information is in doubt. Sesame Credit relies on user transaction data for personal credit evaluation; while Tencent uses
individual social data, Tenpay financial review, and data from credit reporting companies to design the credit evaluation
standard. Little information exchange between channels leads to biased evaluation results. Thus, the evaluation standard for
showing the user's real credit level is questionable.

Still, unreliable credit data may be used for credit evaluation. In order to improve the credibility of credit score, some Internet
personal credit investigation enterprises led by Sesame Credit have published their credit evaluation dimensions and their
respective proportions. However, the virtuality of the Internet makes the reliability of credit investigation data hard to achieve.
Individuals may deliberately beautify their credit data to get better services, resulting in inaccurate credit score results.

Credit Data Processing Capacity Needs Improvement

Lack of a universal evaluation model in the credit evaluation market is troublesome. Although different Internet personal credit
enterprises have similar credit evaluation dimensions, the dimensions are varied proportionally. Credit reporting companies
rely on their competitive strengths to provide credit reporting services, leading to different individual credit evaluation results.
The lack of a universal Internet personal credit evaluation model in the market will be detrimental to the effectiveness of the
personal credit market.
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Also, the analysis technique employed by non-Internet enterprises for massive unstructured credit data needs to be improved.
Traditional financial credit investigation businesses mostly rely on structured financial data, which requires less processing
capacity. However, the complexity of Internet data requires more advanced data processing technology of credit investigation
enterprises. The non-Internet companies headed by Qianhai Credit Co., Ltd. have not fully adapted to the characteristics of the
Internet data, and the data processing technology is mainly based on big data analysis. It is inevitable to deal with complicated
and unstructured data from the Internet when conducting credit reporting. Non-Internet credit reporting companies need to
fully comprehend the characteristics of the data and improve their own unstructured data analysis technology to respond to
changes in their data sources.

The Significance Of Improving The Use Of Credit Data

The second presentation of credit data makes it difficult for users of credit information to know the true credit status of the
credited person (Xie Li & Yao Shikun, 2018). Internet credit investigation enterprises integrate various information of users
and establish credit portraits of users, most of which are presented in credit scores. In personal credit investigation, the overall
credit status is judged from credit scores. The raw data shall be reported to the central database by various institutions, and the
credit investigation institutions shall conduct secondary processing and presentation of the data. The user of credit information
cannot directly read the raw data as the information obtained from the credit report is limited and it is impossible to know the
details of each business.

Insufficient development of life service application scenarios. In the Internet personal credit industry, the data application
scenarios have expanded from credit finance to credit life, bringing more convenience to creditors. Credit information derives
from life and should serve life. Internet credit reporting companies have made great attempts in the application of sesame
credit in terms of life applications. However, other enterprises are more inclined to provide services for the financial market
and refuse to explore possibilities in life application scenarios.

SUGGESTIONS ON THE DEVELOPMENT OF INTERNET PERSONAL CREDIT INVESTIGATION
APPLICATION
Strengthen The Construction Of Information Security System
Users in the Internet era pay more attention to personal privacy. As sensitive data, credit information must be given enough
attention and protection. Besides building an information security system to defend against external attacks, Internet personal
credit reporting companies should also strengthen the privacy protection of internal systems and avoid using creditors’
information for other purposes without approval.

Strengthen Government Supervision And Law Construction

Regulatory policy lags are common in emerging industries and markets. The data barriers and data authenticity problems in
China's Internet personal credit information market are mainly due to regulatory and legal lags. To improve the efficiency of
the credit information market, we must strengthen government supervision, improve industrial policies, and introduce laws and
regulations on personal privacy protection, credit data sharing, and credit data verification.

Improve The Personal Credit Evaluation System

Improving the credit evaluation system is essential in ensuring the validity of credit evaluation results. The key to improving
the effectiveness of Internet personal credit reporting results is to establish a universal credit evaluation model. Individual
credit information enterprises should expand their data sources, strengthen data sharing among enterprises, enhance the
underlying information mining capabilities of data, and strive to establish a universal personal credit evaluation model that is
more responsive to users' true credit levels.

Improve Data Processing Technology

Faced with complex data clusters and data structures in the age of the Internet, data users must improve their adaptability.
Internet credit reporting companies must give full play to their data analysis capabilities while non-Internet credit reporting
companies should focus more on data analysis techniques and data verification capabilities. Artificial intelligence, machine
learning, blockchain and other technologies can further enhance data processing technology and data foundation information
mining of Internet personal credit information enterprises. Also, the cross-validation of data should be taken seriously.

Boost Credit Data Sharing

The secondary presentation of credit data is beneficial to the efficiency of credit data. However, in some application scenarios,
relying solely on integrated credit data may lead to inaccuracy. Certain application scenarios may be more inclined to a certain
credit dimension of the creditor. Thus, companies should establish a credit data sharing mechanism. Under the premise of user
authorization, the credit information enterprise can provide the user's desensitization data level interface while providing the
user's comprehensive credit score to the credit sub-use main body to reduce the information asymmetry between the credit
information holder and the user. More multi-dimensional data helps to portrait the user while verifying the authenticity of the
data, providing users with comprehensive and reliable credit evaluation data.

Expand The Application Scenarios Of Credit Investigation Data In Life Services
The development of the personal credit investigation industry has expanded the application of credit data from credit finance to
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credit life. Credit information originates from life and should also serve life. Internet credit investigation enterprises should
take the initiative to explore more life application scenarios of credit investigation services and provide more convenience for
credit holders.
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ABSTRACT

The interactions between artificial intelligence and business management have been one of the most critical and dynamic
research areas in the field of business in recent years. This paper reviews related literature of artificial intelligence and business
management, and studies the evolution of emerging trends by using CiteSpace to evaluate all relevant academic publications.
The cluster, timezone and timeline visualizations have identified emerging trends of artificial intelligence and business
management with three key topics: cost justification, big data, and decision-making. Cost justification is the hottest one in
early years, followed by big data. In the last several years, decision-making is hot for artificial intelligence and business
management.

Keywords: Artificial intelligence; Business management; Scientometric analysis; CiteSpace
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INTRODUCTION

With the arrival of the “Age of Big Data”, artificial intelligence has been an increasing concern (Gandomi and Haider, 2015;
Aradau and Blanke, 2017; Secundo et al., 2017). It involves the activities of specification, capture, storage, access, distribution,
management, and analysis of large complex datasets, in order to gain insight into its content and exert its value in
decision-making (Partridge and Hussain, 1992; Liebowitz, 2001; Dremel et al., 2015). The datasets often consist of massive
volumes of heterogeneous data in unstructured text, audio, and video formats (Ernst and Ojha, 1986; Wu et al., 2014; Hashem,
2015). As an important application field for artificial intelligence, business management have greatly improved (Li, 1994;
Kolbjgrnsrud et al., 2016; Brynjolfsson, 2017). The interactions between artificial intelligence and business management have
been extremely complex as time goes on (Xu et al., 2002; Wright and Schultz, 2018). The emerging trends of artificial
intelligence and business management need to be grasped for the development of the both.

Scientific publications in the artificial intelligence and business management have increased dramatically over the past decades
(Herschel and Jones, 2005; Klumpp, 2018). At the same time, owing to technology and methodology advances, the diversity of
topics within business research has also increased (McDougall et al., 1994; Jourdan et al., 2008; Meyer and Peng, 2016). In the
field of scientometrics, researchers have been using data of scientific publications to analyze the patterns and trends of
scientific collaboration for a long time (Chen, 2006; Chen, 2017). However, scientometric studies of the artificial intelligence
and business management still remain limited. Therefore, in order to discover and develop the trends to achieve the integrity
and universality of these technologies and contribute to the related research in the artificial intelligence and business
management, a scientometric analysis using CiteSpace is conducted to explore the artificial intelligence and business
management emerging trends from the perspective of data-driven and accelerate the development of this area, which may
generate new research ideas and offer a great reference for scholars.

This paper aims to excavate the trends of artificial intelligence and business management based on a scientometric analysis
using CiteSpace. The remainder of this study is constructed as follows. Basic analysis for related academic publications is
conducted in Section 2. In Section 3, the results by using CiteSpace to demonstrate artificial intelligence and business
management emerging trends are provided. Finally, conclusions are presented in Section 4.

BASIC ANALYSIS
To accurately summarize relevant studies from researchers, Web of Science Core Collection database is used to search for
existing articles.

By using Boolean Logic technology and the search string “TS=(artificial Intelligence) AND TS=(business management)”, 359
related articles were found with the time slice ranging from 1990 to 2018 (publications till the end of 2018). Firstly, the
research trend of artificial intelligence and business management by year is analyzed based on these articles, as shown in Fig. 1.
It can be seen that artificial intelligence and business management related articles are few before 2008, and then increase,
reaching a peak in recent years.

The 19" International Conference on Electronic Business, Newcastle upon Tyne, UK, December 8-12, 2019
69



Qiu, Hou & Meng

65
60
55 —
50 -
45 4
404
35
30

25

10T o
1102
5107
10T
»10T o
€107
10T
1107 4
Q10T
00T o
g00T
L00T +
5002
500T
»00T
£00T
200
100T 4
000t o
6661 -
66T
L1661
9661
5661 -
w661 -

Figure 1: Publication number of artificial intelligence and business management related articles by year.

Fig. 2 demonstrates related results based on research fields. From this figure, computer science, engineering, and business
economics are the fields with the most related publications. In addition, operations research management science has a
relatively high number of relevant papers.
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Figure 2: Research fields of artificial intelligence and business management related articles.

Then the artificial intelligence and business management related articles are analyzed by countries as shown in Fig. 3. It can be
seen that the country which most studied artificial intelligence and business management is the United States, accounting for
nearly 19% of the total related articles, followed by China with a proportion of over 12%. The third is England, which occupies
just below 7% of the total. The academic publications related to artificial intelligence and business management of these three
countries make up nearly 38% of the total. Besides, there are some other countries with articles focusing on artificial
intelligence and business management, such as Germany, India, Italy, Romania, Australia, France and Spain.
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Figure 3: Countries of artificial intelligence and business management related articles.

ARTIFICIAL INTELLIGENCE AND BUSINESS MANAGEMENT EMERGING TRENDS
In this section, the emerging trends of artificial intelligence and business management are explored based on Citespace.

CiteSpace is a free Java application for visualizing and analyzing citations and contents in scientific literature (Chen et al.,
2012; Wei et al., 2015). It can be applied to the analysis of multiple, time-sharing, and dynamic complex networks, and to
detect the hotspots and evolution in a certain field (Cui et al., 2018). Based on the 359 related articles with the time slice
ranging from 1990 to 2018, CiteSpace is used to analyze artificial intelligence and business management emerging trends. As a
type of co-occurrence analysis, keyword-based analysis has played an important role in understanding knowledge development
dynamics. For visualization, different network analysis views; cluster, timeline, and timezone; were available, from which the
patterns and trends in artificial intelligence and business management literature were revealed.

Science mapping is a strong literature measurement technology for studying the conceptual structure of the specific research
field, because it allows for the monitoring and delineation of research areas in the field of science to determine structure and
evolution (Cobo et al., 2011). It is based on the knowledge of the field and it describes the progress and framework, reveals the
complicated relationship between singles and groups of knowledge (Healey et al., 1986). CiteSpace can identify spectral
features. In the early days, science did not have a unified paradigm. In the medium term, a paradigm is needed to develop
science, and finding this paradigm is a scientific revolution (Lahneman, 2012; Wion et al, 2015). Therefore, using CiteSpace to
build knowledge mapping, reveal cutting-edge research, and find the evolution of knowledge.

CiteSpace's cluster recognition trajectory is used to simulate the development trends of artificial intelligence and business
management. Because CiteSpace recognizes co-citation clustering in the literature index to track research trends, most
CiteSpace software is a technique for selecting algorithms through spectral clustering and features, allowing visualization of
results to understand trends and evolution. Its timeline view allows visualization and identification of the artificial intelligence
and business management trends of the publication year. A visualization of the search results to make sense of the trends and
evolutions is the main characteristic of CiteSpace, with the CiteSpace cluster analyses revealing the relationships between the
keywords from artificial intelligence and business management related articles. The ‘Cluster View’ graph is shown in Fig. 4.

The modularity and mean silhouette scores are the two important metrics used to describe the overall structural network
properties. In general, the modularity values in Fig. 4 (0.9293) were relatively high, which indicated that the network’s loosely
coupled clusters were reasonably divided. The silhouette measure is used to determine whether the data is appropriately
clustered; when the silhouette measure is close to one, the data is appropriately clustered and when it is close to minus one, the

The 19" International Conference on Electronic Business, Newcastle upon Tyne, UK, December 8-12, 2019
71



Qiu, Hou & Meng

data is not appropriately clustered. However, when the silhouette measure is near zero, the data is on the border of these two

natural clusters. The mean silhouette scores suggested that on average, the cluster homogeneity of artificial intelligence and
business management trends (0.4105) was relatively high.
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Figure 4: Keywords co-occurrence and cluster view of related studies for artificial intelligence and business management.

To determine the most appropriate clusters, silhouette and size measures were used. Three clusters with the cluster label (LLR);
“cost justification™, “

, “big data” and “decision-making”’; were extracted as they had high silhouettes (ID: 0, 6, 8; silhouette:

0.658, 0.552, 0.704) and were a relatively large size (38, 29, 27). The mean years of these three topics are 2003, 2008, and
2012, respectively. As the keywords in the above three clusters were distinct, it was decided that these were representative of

the different artificial intelligence and business management trends. All three clusters and the associated keywords were
gathered into three groups, as shown in Fig. 4.

Changing the layout to ‘Timeline View’ and ‘Timezone View’ in Figs. 5 and 6, the clusters vary with time (year), with the

distribution of the three groups each occurring in different time periods; **

cost justification”, followed by ‘‘ big data™ and

then ** decision-making”, clearly indicating the artificial intelligence and business management evolution. Therefore, from
the above analysis, three clear artificial intelligence and business management stages were revealed.
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Figure 5: Clusters with timeline view of related studies for artificial intelligence and business management.
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Figure 6: Clusters with timezone view of related studies for artificial intelligence and business management.

Scientific mapping with cluster and visualization was inspired by Kuhn's scientific paradigm notion, which provided a
framework for matching visual-spatial patterns to the movements of an underlying paradigm. In Dosi's model, the sense of
"trajectory” was aligned with "normal science", as technological activities guided by a specific paradigm naturally form a
"technological trajectory”. In other words, technological trajectories can be found in the clusters analyzed using the CiteSpace,
with the turning points being the research papers that connect the different clusters. From the visual knowledge map (i.e., Fig
4), there were three distinct clusters; ‘* cost justification”, “big data” and ““decision-making”; which could be further
analyzed for artificial intelligence and business management trends. By combining the three life cycle stages of the paradigm
theory and the above three cluster classifications, artificial intelligence and business management trends were identified, as
shown in Fig. 6. Cost justification is the initial phase of the artificial intelligence applied into the business management, which
focused on the cost when conducting operation activities. Big data is hot with the arrival of the “Age of Big Data”, which gave
rise to data-driven business management. The most current keyword, decision-making, reflects the business management being
back to itself (including logistics, operational risk, finance, and so on) in recent years.

CONCLUSIONS
In this paper, a scientometric analysis using CiteSpace is applied to elucidate the current and future artificial intelligence and
business management trends. Using appropriate technology and software, this scientometric analysis was developed with data
collection and visualization to determine the relevant research foci. Using the scientometric analysis, keyword focus trends
were identified to assess the three distinct artificial intelligence and business management stages. The scientometric analysis
gives a view of the current foci and trends of artificial intelligence and business management. From the exploration trajectory
in this paper, the technologies preceding the "shift stage" acted as the developmental foundation.
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APPENDIX

The details of CiteSpace are introduced here. Fig. Al shows the system of CiteSpace. It can be seen that there are two
important links for this system: Project Home and Data Directory. Generally, the files downloaded (i.e., Data Directory) from
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Web of Science Core Collection database should be stored in Disk C, such as C:\Users\LENOVO\.citespace\AIBM\data.
Meanwhile, the results (i.e., Project Home) based on CiteSpace should be stored in the same folder of Disk C, such as
C:\Users\LENOVO\.citespace\AIBM\project. To run a new project in CiteSpace, we should click the “New” button to select
proper dataset and results storage links, as shown in Fig. A2. At the same time, the language can be chosen based on the
database. For example, Chinese can be selected when the database are from Chinese National Knowledge Infrastructure
(CNKI). After making a new project, the time slicing can be set: the time range and the years per slice. For the text processing,
term sources (title, abstract, author keywords, and keywords plus) can be chosen, and term types (noun phrases and burst terms)
can be adopted. For the network configuration, there are various node types can be chosen: author, institution, country, term,
keyword, category, cited reference, cited author, cited journal, paper and grant. The keyword is usually taken to analyze the
research trends of a specific research field. The options for Cosine, Dice and Jaccard coefficients can be adopted as link
strengths, while the options of within slice and across slice are selectable as link scopes for users. The options for top N per
slice, top N% per slice, threshold interpolation, and select citers can be chosen as node selection criteria. For the top N per slice,
top 50 most cited or occurred items from each slice is the default. For the top N% per slice, top 1% most cited or occurred
items from each slice is the default. In the pruning options, pathfinder, and minimum spanning tree can be adopted as pruning
tools, while pruning sliced networks and pruning the merged network can be taken as pruning detailed methods. In the
visualization options, static and animated modes can be chosen as cluster views. Meanwhile, networks by time slice and
merged network can be adopted as presentation modes in CiteSpace. When these options are set, the “GO!” can be clicked to
run this new project. About several minutes later, the basic results can be generated. As we can see from Fig. Al, the 359
related articles have been pruned into 325 records. Then we can choose visualization modes for further analysis.
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Figure Al: The system of CiteSpace.
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Figure A2: The new project window in CiteSpace.
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ABSTRACT

The alignment between the business strategy of an organization and its related information technology (IT) strategy,
infrastructure and processes remains important for both research and practice. Prior studies have shown that effective strategic
IT alignment (SITA) leads to effective business value. When measuring the SITA, these studies focused on the overall
information system (IS) of an organization. However, it would be useful for practitioners to evaluate, not only a global
alignment, but also the alignment of a specific business software application, which could lead to business value as well.
Previous investigations in the IS evaluation field, such as studies related to the Information Systems Success Model (ISSM), do
not include strategic alignment factors. In this contribution, we address the issue of how to evaluate a business software
application using SITA factors. To identify SITA factors, we selected a set of scientific papers and documents from
practitioners related to strategic alignment and we used them as input for a coding process. We followed the thematic analysis
method for coding and we obtained a hierarchical structure of SITA factors. From this structure, and based on the Strategic
Alignment Model (SAM), we built an emergent alignment model that clarifies relations between a business software
application and first the organization’s strategies (business and 1T), second the organizational structure, and third the processes
and operations of the IT department. The model reveals that all relations, except those between business strategy,
organizational structure and business operations, are appropriate for evaluating the strategic alignment of a business software
application.

Keywords: strategic alignment, information system, IT strategy, IS evaluation, business application, strategic alignment model
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INTRODUCTION
The literature suggests that organizations must have their business and information technology (IT) strategies aligned if they
want to be competitive. A meta-analysis of previous studies in strategic IT alignment (SITA) reports a positive impact of SITA
on firm performance (Gerow et al., 2014). More recently, this impact has been confirmed, especially when the alignment is
considered as a state of congruence (Sabherwal et al., 2019). The importance of SITA has been reported many times as
highlighted in a bibliometric study (Renaud, Walsh, & Kalika, 2016).

Through the years, organizations have built up an enormous number of software applications in their portfolio, but they do not
need all of them (Riempp & Gieffers-Ankel, 2007). Moreover, a significant proportion of IT budgets is simply used to keep the
current application portfolio running in organizations (Dedrick, Gurbaxani, & Kraemer, 2003). Considering these aspects and
the accelerating digital transformation which together increase business change needs, IT managers need more than ever to
take decisions on their existing applications: keeping or killing each of them.

The research field of information system (IS) evaluation provides different ways to evaluate an IS (DeLone & McLean, 2016;
Smithson & Hirschheim, 1998). In practice, an IS evaluation could lead to a decision about keeping or discontinuing it. Most
iconic models in that field — such as the Information System Success Model (ISSM) (DeLone & McLean, 1992, 2003, 2016) or
the Technology Acceptance Model (TAM) (Davis, 1989) — can be used to evaluate some aspects of a business software
application (shortened to business application in this text). However, despite all the different aspects of evaluating an IS in that
field, strategic alignment is something that is missing.

Taking into account, firstly, that information systems could contribute to a firm’s performance (Chan et al., 1997) or could
provide net benefit (DeLone & McLean, 2016) and, secondly, that a lack of business value provided by information systems is
partly due to a lack of strategic alignment (Henderson & Venkatraman, 1993), we argue that IT managers should be able to
evaluate the strategic alignment of each of their existing business applications. This evaluation could help managers identify
which applications are likely to provide a high level of business value or benefit, and therefore be able to take decisions about
keeping or discontinuing them. This process is likely to improve the firm’s performance. However, in the field of strategic
alignment, existing research actually focuses on the strategic alignment of the organization’s overall information system and
not on alignment of a specific business application. Hence IS is considered as a subsystem of the firm, as defined preliminarily
by Boulding (1956). This focus on the overall subsystem is clearly noticeable in all contributions identified in a study

The 19th International Conference on Electronic Business, Newcastle upon Tyne, UK, December 8-12, 2019
77



Berberat & Baudet

comparing strategic alignment models (EI-Mekawy, Rusu, & Perjons, 2015) and in another study that identifies contributions
that address strategic alignment in the field of 1S evaluation (Michel & Cocula, 2014).

Although there is no strategic alignment study focusing on business application evaluation, and no IS evaluation study
focusing on strategic alignment, the need to consider the link between organization’s strategic objectives and IS evaluation has
already been stated (Smithson & Hirschheim, 1998). In this contribution, we want to address the issue of assessing an IS
through the strategic alignment focus, by using strategic alignment factors. We formulate the following research question: How
can we evaluate a business software application using strategic IT alignment factors?

Smithson and Hirschheim (1998) stated that there are unquantifiable and hidden commercial advantages behind information
systems. However, they also claimed that, in the future, it will no longer be acceptable for the benefits provided by an IS not to
be quantifiable and well formalized. By proposing a way of evaluating a business application using SITA factors, we address
this issue of quantifying and formalizing benefits or impacts provided by an IS.

In this study, we review the literature in the research fields of IS evaluation and strategic alignment, and we demonstrate the
existing gap at the intersection of these two fields. We explain our theoretical framework, which reflects our expectations
about how strategic alignment of a business software application should be conceptualized. Then we detail the methodology
we employed firstly to select a panel of scientific papers and practitioners’ public documents, secondly to code them using
thematic analysis, and finally to bring out a strategic alignment model that will provide understanding of the strategic
alignment of a business application. Then we present and discuss the obtained model. We argue why this model is likely to be
generalized and subsequently to be used as a framework to evaluate this alignment. Finally, we point out some managerial
implications and give directions for future research.

THEORITICAL BACKGROUND
Information system scope
The real underlying definition of IS is not exactly the same, whether we are in the IS evaluation research field or in that of
strategic alignment. In the literature, IS can be defined as a subsystem of the an organization, which is situated between the
control and the operational organization’s subsystems (Boulding, 1956; Le Moigne, 1977). With this definition, IS is unique in
the organization and may therefore include several business applications. Yet it is also defined as a system which collects,
memorizes, transforms, and provides information through the use of information technologies and operating methods (Laudon
& Laudon, 2013, p. 20). In this way, IS is not necessarily considered as a unique system existing in the organization. These
authors explain that IS can be classified according to its scope of use: individual, organizational, inter-organizational, or extra-
organizational (Reix et al., 2016, p. 5), while others suggest classifying IS evaluation in five levels: macro, industrial sector,
firm, application, stakeholder (Smithson & Hirschheim, 1998). According to them, the application level is “the focus of most
of the literature” (Smithson & Hirschheim, 1998, p. 161). In this study we consider two types of IS: one that is a subsystem of
a firm (large scope) and one considered to be a software application (small scope).

What kind of IS scope do researchers refer to when they work in the strategic alignment and IS evaluation fields? We have
rarely seen authors explicitly defining this scope in published contributions. However, we notice that, in most cases, there is an
implicit scope, depending on the research field. By examining a meta-analysis of past research in strategic alignment (Gerow et
al., 2014), we state that, in this field, IS is undoubtedly considered as a subsystem of the organization; one strategic alignment
evaluation seems to always refer to one IT and one business strategy specific to one firm. Our statement may be confirmed by
another study, a bibliometric analysis of literature on strategic alignment (Bennani, Beldi, & Baile, 2004). In this study, authors
classified contributions by level of analysis and determined that 77% of them are focused on the firm level, 13% on the inter-
organizational one, 6% for business units and 4% for groups and others. There are no criteria about a scope such as software
application.

In the IS evaluation field, as in IS success studies (DeLone & McLean, 1992, 2003, 2016; Petter, DeLone, & McLean, 2013),
IS is not restricted to the subsystem of a firm and is, in most cases, considered to be an application (Smithson & Hirschheim,
1998). Indeed, measurable factors of system quality dimension of the ISSM, such as usability, availability, reliability,
adaptability, or response time (DeLone & McLean, 2003), are more designed to evaluate an application than an overall firm’s
IS. As a result, we state that the meaning of IS is different depending on the research field: it is usually a unique subsystem of
the firm in strategic alignment, and mostly an application in IS evaluation.

IS evaluation

Evaluation is unavoidable and prolific and is the first or second most covered topic in the field of information systems (Michel
& Cocula, 2014). It has been reported for many years that the need for IS evaluation is increasing (Smithson & Hirschheim,
1998). A lot of reasons for evaluating IS have already been given, as have a lot difficulties in evaluation (Smithson &
Hirschheim, 1998). One of the given reasons to evaluate is to support a decision between maintaining or redeveloping an old or
inherited system (Smithson & Hirschheim, 1998). Our contribution matches with this reason: by understanding the relations
between business/IT strategies and a business application, we come one step nearer to new method of IS evaluation that should
help managers deciding if a system should be maintained, based on the fact that the better the alignment, the better the firm’s
performance should be.
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As reported by DelLone and McLean (2003, 2016), the most important previous studies in IS evaluation have shown that a
greater quality of IS involves a higher intention to use it, a higher effective use and a higher user satisfaction, and this finally
has impacts on the firm that are usually net benefits. The quality of IS could be decomposed into information, system and
service quality (DeLone & McLean, 2003, 2016), or even into performance and effort expectancy, social influence and
facilitating conditions if we consider the context of use of IS (Venkatesh et al., 2003).

The literature in 1S evaluation does not seem to consider a factor of IS quality like the application’s alignment with business
and IT strategies. Petter, DeLone, and McLean (2013) reviewed the literature to search independent variables of IS success,
and identified 43. None of them were directly related to strategic alignment. They do consider the variable type of IS, which
classifies an IS between strategic IS and transactional IS. However, as reported by their study, the influence of the type of IS on
a firm’s net benefits appears to be sometimes consistent and sometimes not. We think that we should consider the strategic
alignment of an IS instead of its type. In the light of this study (Petter et al., 2013), we postulate that strategic alignment factors
have not really been included yet in IS evaluation models such as ISSM.

Strategic IT alignment

There is no universal definition of strategic IT alignment (SITA; also shortened to strategic alignment in this text). The
concept of SITA is recognized as ambiguous (Maes et al., 2000). Different names that refer to strategic alignment are reported
to be used: fit, congruence, harmony, integration, link, bridge (Cumps et al., 2009), consistency (Walsh, Renaud, & Kalika,
2013), and adjustment (Rebai, 2013). Reich and Benbasat (2000, p. 82) said that “although there has been much attention paid
to alignment, no comprehensive model is commonly used”.

Strategic alignment is considered as a process by some authors, and as a state of congruence by others (Walsh et al., 2013).
More recently, Sabherwal et al. (2019) revealed that strategic alignment is both a state of congruence and a reflecting
capability over IT investment.

Authors have different views about what exactly strategic alignment is. In many cases, strategic alignment is considered as an
alignment between a firm’s business and IT strategies (Bergeron & Raymond, 1995; Chan et al., 1997; Sabherwal et al., 2019).
For instance, authors explain it as “how well the content of the realized business strategy matches the content of the realized IT
strategy” (Wu, Straub, & Liang, 2015, p. 503). Nevertheless, earlier researchers have examined alignment between four
business and IT components: business strategy, IT strategy, business infrastructure and processes, and IT infrastructure and
processes (Henderson & Venkatraman, 1993). Hence, “strategic alignment refers to the fit between two or more of these
components” (Gerow et al., 2014, p. 1160). Studies often deal with the fit of two components over the four mentioned. For
instance, some authors focused specifically on the harmony between business and IT in terms of management, excluding
strategies aspects (Chan & Reich, 2007; Luftman, 2000), but we think that we can’t exclude any of the four components from
the strategic alignment definition. The importance of each link between the four components differs from one context to
another. For example, a recent study highlighted that government officials in the public sector think that it is strategic fit that
enhances performance, while managers in the private sector think that performance comes from functional integration (Hung &
Lin, 2018).

As the strategic alignment model (SAM) remains the most well-known and the most widely used model in the strategic
alignment field (Gerow et al., 2014; Renaud et al., 2016), and considering that SAM has practical and conceptual value and
that frameworks have been created to help managers determine, monitor, and achieve alignment (Avison et al., 2004), we have
decided to define strategic alignment as the fit between the four components of the SAM. This means that we define strategic
alignment as the state of congruence and as the two links of strategic fit — alignment between business strategy and business
infrastructure and processes; and alignment between IT strategy and IT infrastructure and processes — and the two links of
functional integration — alignment between business and IT strategies; and alignment between business and IT infrastructure
and processes.

Why should companies align their IT with their business strategy? It is well recognized that strategic alignment is about
measuring the effect on a firm’s performance. Previous investigations have shown that alignment between business and IT
strategies, as a state of congruence, has a positive impact on a firm’s performance (Bergeron & Raymond, 1995; Chan et al.,
1997; Sabherwal et al., 2019). Others have demonstrated that alignment between business and IT (functional integration) also
affects a firm’s performance positively too (Chan & Reich, 2007; Sledgianowski, Luftman, & Reilly, 2006). This is even true
for the harmony between executive and information system management teams (Croteau, Bergeron, & Raymond, 2001).
Strategic alignment is also the most important determinant for success of IT investments (Hu & Huang, 2006). The recent
study of Sabherwal et al. (2019) also revealed that alignment between business and IT strategies reflects a capability to
improve the positive effect of IT investments on a firm’s performance, when the firm is in a dynamic, complex, or hostile
environment, but reflects a rigidity that reduces the positive effect when it is in a stable or simple environment. There were
some studies that brought a paradox with their inconsistent findings on the effect of alignment on business value. However,
according to a meta-analysis of the literature on strategic alignment, “the existent evidence suggests there is not much of an
alignment paradox, which suggests alignment should lead to higher levels of performance” (Gerow et al., 2014, p. 1178). Thus,
we can confirm the real benefits of improving strategic alignment in firms. Furthermore, considering that alignment between
strategies, and alignment between business and IT processes, are both positively impacted by IT Governance (De Haes & Van
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Grembergen, 2009; Wu et al., 2015), we also confirm the need to provide new knowledge and tools to managers in order to
help them improve IT governance because that should consequently lead to better strategic alignment and then to better firm’s
performance.

Between IS evaluation and strategic alignment

As we have highlighted already, an information system is mostly considered as an application in the research field of IS
evaluation and as an overall and unique subsystem of a firm in the field of strategic alignment. Consequently, strategic
alignment models are not suitable for evaluating a specific business application. Furthermore, according to our literature
review, there is no strategic alignment factor or concept that actually exists in IS evaluation models such as ISSM. Yet, in both
fields, the targeted effect is a business value such as net benefit or more specifically firm’s performance. It seems that no study
has yet mixed these two fields, and this is what we aim to address with our contribution.

THEORITICAL FRAMEWORK
Given that, as we know, there are no existing alignment factors in IS evaluation models such as ISSM (Petter et al., 2013), we
think that the best way to evaluate a strategic alignment of a business application is to take a strategic alignment model and
then position the business application within it. To outline our research intention, we select the most widely used model, SAM
(Henderson & Venkatraman, 1993), and adapt it by replacing Architectures located in the IS Infrastructure & Processes by
Business Software Application (as represented in Figure 1). From this perspective, the business software application could be
considered as a strategic information system, that was defined as an “information system used to support or shape an
organization’s competitive strategy” (Rackoff, Wiseman, & Ullrich, 1985, p. 285).

Business 1T

Business Strategy IT Strategy

Business
Scope
External A b
Distinctive
Compelencies
o
En
2
i
. 7]
Organizational IS
Infrastructure & Processes Infrastructure & Processes
. . . Business
Administration N
. Software
Infrastructure Applicati
Internal Application

) Functional Integration i
Source: Strategic Alignment Model (Henderson & Venkatraman, 1993) adapted for this study
Figure 1: Theoretical framework

The theoretical framework presented here is not intended to be a final model able to reflect strategic alignment of a business
application. Rather, it should help to give direction to our research. It suggests firstly that a business application should be
located in the IS infrastructure and processes, meaning that a business application is something IT and internal to the firm.
Secondly, as we put the business application in the place of IS architecture, we consider that this application is mainly a
software issue. From this perspective, skills and processes located in IS infrastructure and processes domain are only
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considered as human things (that is human skills and processes that require people). The business application could contain
processes as well, but only embedded automated processes. Thirdly, the theoretical framework exhibits only one business
application, whereas a lot of different business applications usually exist in a firm. This means that the model focuses only on
one business application alignment. When more than one application is required to be evaluated, the model must be used
several times, more precisely once for each application to be evaluated.

The presented theoretical framework does not detail relations between the business application and other specific components
of the SAM, such as business administration or internal business processes. We are convinced that a brand-new model is
necessary to more effectively address the issue of business application strategic alignment: a model that embraces, in detail, the
links around the business application. The presented framework helps then to give an intention and a direction for designing a
new and more detailed model.

METHODOLOGY
Creating a new theoretical model is about creating a new theory. Hence, we use the grounded theory principles (Glaser &
Strauss, 1967) in order to code a selected qualitative data set and to obtain a hierarchical structure of alignments factors. From
the resulting codes located at the top of the structure, we propose a new business application strategic alignment model. Coding
qualitative data such as scientific papers has already been achieved in previous meta-analyses on strategic alignment and this
usually gives meaningful outcomes (Gerow et al., 2014; Renaud et al., 2016).

Source of data

To code qualitative data, we selected a data set of articles and documents where each of them had addressed the subject of
strategic alignment. We decided to select both scientific articles and public documents coming from practitioners. Although
strategic alignment models elaborated by researchers appear to be theoretically justified, there is a lack of enthusiasm on the
part of firms to adopt them, which demonstrates the existence of a gap between theory and practice in this area, as has already
been highlighted (Renaud et al., 2016; Smithson & Hirschheim, 1998). Using this dual approach, we attempted to reflect, as
well as possible, the entire picture of strategic alignment.

To select scientific articles, we chose tree studies that review the literature and show or compare a range of strategic alignment
models (ElI-Mekawy et al., 2015; Michel & Cocula, 2014; Thevenet, 2009). Then we selected the references that authors
mostly used in theses tree studies. We gathered and prioritized all the selected references in one data set (Table 1). To allow
the first important codes to be created, priority is given to the article of Henderson and Venkatraman (1993). Afterwards,
priority is set using the average of citations per year, which is calculated from the number of citations given by Google Scholar
and then divided by the number of years old of each article. This method introduced a bias for the article of Osterwalder et al.
(2005), because the main subject of this article is not strategic alignment but business model and this article is well known in
the business model research field. We corrected this bias by reducing its priority.

Table 1: Selected scientific articles for coding

Priority Reference Citations / year
1 Henderson and Venkatraman (1993) | 181.6
5 Reich and Benbasat (2000) 85.8
2 Sabherwal and Chan (2001) 75.1
8 Chan et al. (1997) 70.2
3 Luftman (2000) 64.5
6 Maes et al. (2000) 13.4
7 Osterwalder et al. (2005) 212.3
9 Hu and Huang (2006) 7.9

4 Cumps et al. (2009) 4.6
10 Bergeron and Raymond (1995) 4.4
11 Walsh et al. (2013) 1.3
12 Bennani et al. (2004) 0.2

Source: This study

We did not proceed in the same way when selecting public documents coming from practitioners. To identify these documents,
we used the public search engines of Google and retained websites that published documents for firms free of charge. The
search allowed us to find relevant documents on the websites of the Club informatique des grandes entreprises francaises
(Cigref), the Information Systems Audit and Control Association (ISACA) and the Strategic ICT Institute. Then we browsed
each of these websites in depth in order to identify documents where strategic alignment is addressed and we finally retained
five relevant documents for coding (Table 2).

Table 2: Selected public documents for coding

Priority Authors Document Title Publisher Retrieved from

1 Phelizon  and | Alignement stratégique du systéme d'information: | Cigref www.cigref.fr
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Rouhier (2002) | Comment faire du systeme d'information un atout pour
I'entreprise?

2 Phelizon (2007) | Barométre Gouvernance Systemes d'Information: | Cigref www.cigref.fr
Cadre d'évaluation d'une démarche de gouvernance du
systeme d'information

3 Dhugga and | Strategic ICT Toolkit for institutional self-analysis StrategiclCT | www.nottingham.ac.uk
Addison (2011)

4 AFAI (2006) Maturité des entreprises en matiére d'lT Governance ISACA WWW.isaca.org

5 Williams IT Alignment: Who is in Charge? ISACA WWw.isaca.org
(2005)

Source: This study

Coding

We used the selected articles and documents as qualitative data to code. We started by coding scientific articles and ended with
public documents that come from practitioners. While we were coding, we endeavored to create codes that reflected potential
strategic alignment factors. This process allowed us to form a hierarchical structure of strategic alignment factors.

The coding method used to develop a theory was first suggested by Glaser and Strauss (1967). Various different methods have
since been proposed. To carry out our coding, we followed the thematic analysis method initially suggested by Boyatzis (1998)
and more recently described by Paillé and Mucchielli (2012). Given that this method allows its user to extract a set of
hierarchically structured themes (Boyatzis, 1998), it fully meets our needs. Thus, each theme corresponds to a potential
strategic alignment factor.

Thematic analysis allows its user to answer the following question about a qualitative data set: what is fundamental in this text
and what exactly is it stating? (Paillé & Mucchielli, 2012, p. 231). Before starting the thematic analysis, the users of this
method have to make decisions about three issues (Paillé & Mucchielli, 2012): the nature of the material (paper or software),
the location of written themes (in the margin of the document, within the text lines or on separate cards), and the type of
approach (continuous or sequential). For our study, we chose the software NVivo 11.4.1, we wrote themes on separate cards
and we opted for a continuous approach. The continuous approach means that new themes have to be identified for each new
source processed, as opposed to the sequential approach which implies selecting only a sample of sources from the corpus to
identify new themes and then only classifying into existing ones (Paillé & Mucchielli, 2012).

Before any thematic analysis, it is necessary to define the parameters of the study, as well as the researcher’s stance (Paillé &
Mucchielli, 2012). Parameters of the study provide guidance during identification of themes. The most important parameter is
to define an objective to be achieved during the analysis. For our case, we fixed this objective by formulating the question:
what factors can influence strategic alignment in this text? The researcher’s stance is the mindset that the analyst must choose
to carry out the retrieval of themes. For this study, we adopted the following stance: be attentive to the elements that can be
measured. This was intended to extract strategic alignment factors that could be evaluated later.

Thematic analysis is carried out in two phases (Paillé & Mucchielli, 2012): themes identification and construction of the tree of
themes. The first phase, themes identification, consists of reading the source text, page by page, and identifying units of
meaning. These units are sentences or paragraphs that convey a meaning or idea. A theme must be assigned to each identified
unit. Creating a theme is an inference process. In other words, by creating a theme, the analyst creates a more generic element
compared to what is written in the text, and avoids, as far as possible, any interpretation. The second phase, construction of the
tree of themes, is about comparing and finding connections between identified themes (Paillé & Mucchielli, 2012). For each
connection, the analyst has a choice between four options: (1) merging themes if they are synonyms, (2) grouping them under a
new parent theme if they concern the same matter, (3) hierarchizing them if one could be the parent theme of the other, and
(4) subdividing a theme if it covers more than one concept. Paillé and Mucchielli underline the importance of grouping, which
really helps in creating the hierarchical structure. According to them, analysts should strive to detect the same axes between
themes in order to group them.

In this study, we went through the two phases of thematic analysis for each article or document of our data set. Paillé and
Mucchielli (2012) qualified this approach as progressive. We stopped coding when we reached a stability in the emerged
themes, that is when coding no longer brought new themes or restructure others.

At the end of the coding — thematic analysis in our case — we obtained a hierarchical structure of strategic alignment factors.

Creating the emerging model

Not all of the strategic alignment factors that we have obtained had the same importance. Furthermore, some of them weren’t
suitable for representing a factor of strategic alignment for a business application specifically, because 1S is mostly considered
as a subsystem of the firm in this research field. For these reasons, we applied a filter to eliminate, first, the factors that don’t
definitely reflect the alignment of a business application specifically and, second, those that came from only one text unit after
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the coding. In the end, we obtained a tree structure of factors that were relevant for specifically reflecting what can be the
alignment of a business application.

We designed the new model by taking the strategic alignment factors that were located closest to the root of the tree and using
our theoretical framework as a guide. We took the first nodes of the tree to define the axes of the model and the second and
third to define alignment links between domains. We established domains by being inspired by the four main components of
our theoretical framework. In the end, we obtained a strategic alignment model that includes the business application
surrounded by alignment links that are more detailed than in our initial theoretical framework.

RESULT
Strategic alignment factors
The coding process that we have applied on our qualitative data set, which was composed of scientific articles and public
documents for practitioners, results in a hierarchical structure of strategic alignment factors. The final structure obtained after
filtering less important and unsuitable factors is presented in Table 3 in the appendix.

In regard to this emerged structure, it appears that all factors of strategic alignment are classified either in the managerial
strategic fit factor or in the functional integration one. This is in adequation with the SAM (Henderson & Venkatraman, 1993).
However, we found that there were not just two alignment links under the functional integration factor as in the SAM, but
three. Instead of functional integrations between business and IT strategies and between business and IS infrastructure,
processes and skills, the three factors that we found were strategic integration, structural integration, and operational
integration. Strategic integration represents the alignment between the business and IT strategies, and structural integration the
alignment between business or organizational structure and the IS architecture. Finally, operational integration reflects how the
IS enables business processes to be executed. These three alignment factors came while we were coding the article of Maes
(1999), and they were relevant right through all the coding process. Thus, we confirmed the interest for “extending the vertical
dimension” (Maes, 1999, p. 6) that Maes suggested. However, we can’t suggest “extending the horizontal dimension” (Maes,
1999, p. 7), because our coding process results only in factors related to links between business and IT and almost never
exactly between business and information and between information and technology.

Business application strategic alignment model

The literature review of this study basically highlights two points. First, existing strategic alignment models are not suitable for
evaluating a specific business application, and, second, that IS evaluation models such as ISSM do not incorporate strategic
alignment factors or concepts. As we mentioned, we are convinced that a new model is necessary to more effectively address
the issue of business application strategic alignment: a model that embraces, in detail, the links around the business application.

Through a process of coding and based on our theoritical framework, we propose a model that should help to understand the
alignment links between a business application and (1) business and IT strategies, (2) organizational structure and (3) business
and IT operations. This business application strategic alignment model (BASAM) is represented in Figure 2.

The horizontal axis, functional integration, comes from the SAM (Henderson & Venkatraman, 1993), while the vertical axis,
managerial strategic fit, has emerged by coding two sources: the contribution of Henderson and Venkatraman (1993) for the
strategic fit, and the model of Maes (1999) for the managerial aspect. Maes considers the managerial dimension as a compound
of the three levels that are strategy, structure, and operations (1999) and this has also been incorporated in the model. Strategic
integration and operational integration also arose from the SAM. The concepts of structural integration and collaborative
integrations did not come from a particular model. We propose using these labels as they have been established in the tree
structure of factors and as they seem meaningful.

The six domains

The six squares in Figure 2 are called domains, each encompassing specific aspects of a firm. Business strategy is the element
that defines the firm’s business scope such as the choices of products or services and market positioning. This domain also
defines the firm’s core competencies and what make it different from competitors. Also, business strategy includes aspects of
business governance, such as decision-making on strategic alliances, partner selection, purchasing decisions, and merger
decisions.

IT strategy defines the technological scope, which consists of taking decisions about using or not using existing technologies or
new technologies available on the market in order to make the firm different from competitors. This also includes decisions
about what competencies are required from IT employees, and also governance matters, such as decisions about alliances with
IT service providers, choices between developing IT services internally or outsourcing and, finally, decisions about what IT
standards to follow.
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Figure 2: Business application strategic alignment model

The organizational structure includes the organization chart, the models of an organization’s key processes, and the detailed
framework or structure set in order to operationalize the business model of the firm.

The business software application is the IS as we have defined it in this study and from which we expect an alignment with
other related domains such as business and IT strategies. It represents the structure of the business application: internal
architecture, implemented software services, automated processes and embedded data structures.

Business operations include all business processes and tasks, from the design stage to execution and monitoring, as well as the
acquisition and development of collaborators’ skills related to the firm’s core business, by offering trainings, courses, or cross-
learning.

IT/IS department operations include all processes and tasks undertaken by IT/IS department staff, such as selection,
development, configuration, deployment, and maintenance of software applications. This domain also includes setting up the
management of a department’s operations, such as providing a technical support service to users or adopting and deploying
methods such as Information Technology Infrastructure Library (ITIL).

Six relevant alignment links

Strategic alignment is not evaluable by measuring these six domains, but rather by assessing the links between these domains.
In regards to our model, there are eight links that were identified. We have found that two of them are not representative for
evaluating the alignment of a business application: the relations between business strategy and organizational structure, and
between organization structure and business operations. The other six turned out to be relevant for representing the strategic
alignment of a business application.

The link between business and IT strategies, represented at the top of the model shown in Figure 2, is the most prevalent one in
literature on strategic alignment. This alignment aims to determine how good the coherence between these two strategies is. It
ensures that business matters are well considered when the IT strategy is established and that IT concerns and opportunities are
well considered when the business strategy is drafted. This alignment is also about IT investments. It checks that IT
investments are made in coherence with business strategy and that both businesses and IT managers have approved these
investments.
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Structural integration ensures that the application is integrated and managed in a common and centralized way for the entire
organization, regardless of the departments involved. The existence, in a firm, of isolated business applications, such as silos,
is an example of a poor structural integration. Structural integration is also the alignment between the business application and
key business processes. Thus, an application that directly helps key business processes to be realized thereby improves the
alignment level of this application.

Operational integration ensures that the application is useful to employees and efficient when they carry out their operations.
The application must therefore correctly support all business processes. Business value provided by the application must also
be formally demonstrated.

Collaborative integration is the level of collaboration between the users of the application and their IT/IS department
colleagues who are in charge of the application. For effective collaborative integration, people must be able to communicate, to
know each other, to have trust, and to show commitment to the collaboration.

Alignment between IT strategy and business application verifies whether choices made about technologies used for the
application are consistent with existing technologies on the market. This alignment also concerns the relevance of alliances
with external partners, and checks whether the application was something formally planned in the IT strategy or not.

Alignment between the business application and IT/IS department operations measures the ability of the IT/IS department to
maintain and upgrade the application.

The resulting model shown in Figure 2 suggests that the six alignment links of a business application must be well appraised in
order to consider this application as strategically well aligned.

Discussions

The emerged model of business application strategic alignment confirms that, first of all, 1S evaluation is not only about
evaluating the success (DeLone & McLean, 2003, 2016) or the technology acceptance (Venkatesh et al., 2003) but should also
include alignment with strategies, organizational structure, and the I1T/IS department’s operations. This is important, because it
could explain why the expected net benefit is sometimes not consistently achieved by the use of IS and sometimes not by its
related user satisfaction either.

Secondly, results show that existing strategic alignment models are unlike the model that has emerged in this study. This
confirms the need to develop a new strategic alignment model that is able to evaluate a specific business software application.

Thirdly, our study emphasizes the need to evaluate strategic alignment between all the components involved rather than only
two of them such as alignment between business and IT strategies. This suggests that a business application could have some
degree of alignment, even if the application is not specifically considered as a strategic information system. A business
application that doesn’t support business strategy, but has good structural, operational and collaborative integrations, may
therefore be considered as a well-aligned application, without specifically being a strategic information system.

Considering that the emerged model was built through coding that used several scientific papers and public documents, it
should not be specific to a particular context and should rather be generalized to various situations. Since Cumps et al. (2006)
has highlighted that strategic alignment is not dependent on country, company size or turnover, the model should not be
affected by any of these factors.

CONCLUSION

Assuming that there was no existing model capable of addressing the issue of evaluating a business software application
through strategic alignment factors, we have designed a new strategic alignment model specifically suited to that purpose. Our
research question was: How can we evaluate a business software application using strategic IT alignment factors? According
to the results we have obtained, we can now answer that a business software application can be evaluated through an
assessment of the following six alignments: (1) strategic integration, (2) structural integration, (3) operational integration, (4)
collaborative integration, (5) fit between IT strategy and the business application, and (6) fit between the business application
and the operations of IT/IS department. These six alignments are represented as links between the business application and the
other domains shown on the emergent model. Thus, this model should help researchers to better understand relations between a
business application and the strategies of a firm, its business structure and its business and IT operations.

Scientific implications

This study has highlighted a clear ambiguity with the concept of IS and more specifically with its scope. Indeed, IS is
sometimes considered as a unique subsystem of a firm — which is specifically seen in the strategic alignment literature — and
sometimes it is considered more as a software package or a business application — which is more the case in the IS evaluation
field. For researchers, that means that we have to be careful about the meaning of IS and more specifically its scope.
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For researchers working on strategic alignment, this study has highlighted that existing strategic alignment models focus
mostly on the overall and unique IS of a firm. For researchers working on IS evaluation, we have concluded that existing
models such as ISSM do not consider strategic alignment as a success factor. Thus, we call for further research studies that
combine these two fields. The model that has emerged in this study gives a first framework to help in understanding the overall
issue.

Managerial implications

The accelerating digital transformation requires firms, more than ever, to keep competitiveness and to ensure an effective
business strategy and an effective strategic alignment. It is important for firms to have IS aligned with the strategy. For them, if
each IS is well aligned, the global performance should be ensured.

Limitations and directions for future research

The first and most important limit of our study is the selected set of scientific papers and public documents for coding, which
could be insufficient to represent the wider aspects of strategic alignment. However, since we didn’t extract any important new
code while coding the last documents, from all those we have selected, we think that we have reached a saturation. Thus, we
think that coding new sources wouldn’t have brought any further aspects into the emerged model.

The business application strategic alignment model is not yet validated and must be operationalized. Each link should be tested,
and the impact of each one should be measured over the net benefits. This also involves the need for developing a method to
evaluate a business application through strategic alignment, based on the emerged model. In future research, the level of a
business application strategic alignment has to be used as a factor in IS success and should determine whether strategic
alignment influences the intention to use, the effective use, and the user satisfaction.
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APPENDIX: Strategic alignment factors
Table 3 presents the strategic alignment factors obtained after the coding and filtering process. Explanations about acronyms
used in the Source column are described in

Table 4. The source informs the reader about the article(s) or document(s) from which each factor has been extracted during
the coding.

Table 3: Hierarchical structure of strategic alignment factors

Strategic alignment factor Source
Managerial strategic fit (external-internal) HV, MA
IT strategic fit HV
Alignment between IT strategy and IS architecture HV, MA
Consistency of technological choices HV, C1,IC
Consistency of IS with IT strategy CcuU
Existence of external strategic alliances HV, C1
Existence of policies and IT standards C3,I1C
Existence of IT strategy HV, C1,IC
Acrchitecture agility HV, LU, IC
Alignment between IS architecture and operations HV, MA
Functional integration (business-1T) HV, LU
Operational integration HV, MA
Alignment between business operations and IS architecture
Alignments of IS with business processes LU, CU, C3,IC
IS flexibility leveraging responsiveness to business needs LU, C1
Maturity of business value created by information systems HV, LU, CU,C1, IC
Maturity of relations between IT department and business collaborators
Ability to minimize resistance to change LU, CU, CI
Maturity of communications LU, CU, RB
Mutual understanding
Business collaborators’ understanding of IT and its impacts LU, CU, C1,IC
IT collaborators’ understanding of business operations LU, C1,IC
Common language between IT and business collaborators CU, 0S, C1
Existence of means of communication LU,RB, C1, C2
Existence of direct communication RB, C1
Knowledge sharing LU, RB
Partnership maturity LU, CU
Trust between IT and business collaborators LU, RB
Existence of programs that encourage the relationship LU, CU,RB, C1
Perception of IT as a contributor of value LU, CU, IC
Willingness and shared commitment C1
Existence of a commitment to collaboration LU, IC
Existence of incentives for willingness to collaborate CU, IC
Strategic integration HV, SC
Existence of a governance structure LU, CU,RB, C1,C3,IC
Relevance in prioritizing IT investments HV,LU,C1,IC
Prioritizations are approved both by IT and business LU, C3,IC
Prioritizations are made according to the creation of value or competitive advantage LU, C1,C3
Prioritizations consider business and IT strategies CU, IC
Business line takes IT into account
Consideration of IT in business strategy
Consideration of IT constraints in business strategy C1l
Consideration of the potential of ICT in business strategy HV, CU, C1, C2,IC
IT/IS department take business line into account
Understanding of business strategy by the IT department collaborators LU, C1,C2
Participation of business collaborators in IT strategy planning LU, IC
Consideration of the business in the IT strategy RB, CU, C1, IC
Structural integration HV, CU, MA
Existence of a unique and centralized IT department all over the company CuU
Integration of information systems between departments LU, IC

Source: This study
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Table 4: Caption
Reference

HV
SC
LU
Cu
RB
MA
0S
C1
Cc2
C3
IC

Henderson et Venkatraman (1993)

Sabherwal et Chan (2001)

Luftman (2000)

Cumps et al. (2009)

Reich et Benbasat (2000)

Maes et al. (2000)

Osterwalder et al. (2005)

Phelizon et Rouhier (2002) (Cigref)

Phelizon (2007) (Cigref)

AFALI (2006) (Cigref)

Dhugga et Addison (2011) (Strategic ICT)
Source: This study

For more information about these sources, please refer to Tables 1 and 2.
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ABSTRACT
This case looks at the packaging waste problems created by increasing e-commerce in China and its development of recycling
policies. This case introduces the concept of Green supply chain, sustainable packaging in particular and discuss the
development of sustainable packaging in China. We also look at best practices implemented by other companies and countries.
The case is for the purpose to compare advantages, disadvantages and limitations of sustainable packaging and traditional
packaging, to evaluate the impact of sustainable packaging, and to recommend ways for businesses to implement sustainable
packaging without increasing the cost for long term.
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INTRODUCTION
Already the world’s largest, China’s online retailing marketing was expected to more than double in size, from US$750 billion
in 2016 to US$1.7 trillion by 2020. The number of online shoppers in China was also expected to grow from 460 million in
2016 to 660 million users in 2020 (Erickson, 2019). The surging online business required lots of packaging materials.. In 2016,
over 31 billion parcels were delivered, which equaled to 23 parcels per capita according to China’s State Post Bureau. For each
parcel, retailers and delivery companies could use up to seven types of packaging material such as cardboard, plastic bags and
bubble wrap. Often, the amount of packaging used to protect goods was in excess of what was needed to reduce the risk of
damage during transport. Most of this packaging went straight to landfills.

Whilst both paper and plastic could be recycled, less than 10 per cent of the paper and plastic packaging material ended up
being recycled, and overall, less than 20 per cent all packaging materials in China were recycled. Instead most of this
packaging went straight to landfills. Many of the materials were not biodegradable, and some even contain chemicals such as
plasticizers and fire retardants that could present risks to human health.

The Chinese Government did not regulate the environmental impacts and recycling of e-commerce packaging. The State Post
Bureau actively promoted green packaging in the delivery industry, and aimed to “build a recycling system and eliminate all
harmful materials from packaging by 2020”, but the lack of relevant legislation, regulation or strong policies was still one of
the major barriers to tackling the mounting packaging waste. The cost of packaging to the environment and human health has
yet to be factored in the market pricing mechanisms, which meant that companies did not have financial incentives to choose
more sustainable options (Luo, 2017).

E-COMMERCE GROWTH IN CHINA

China led the world in e-commerce. More than 40% of the world's e-commerce transactions currently took place in China, up
from only 1% about a decade ago. Tech champions such as Alibaba Group, Tencent and JD dominated the rapidly growing
Chinese e-commerce ecosystem. They together occupied more than 85% of China's e-commerce market. China’s online retail
market was expected to reach USD1.8tn in 2022, thanks to local tech titans Alibaba and JD.com, according to a report by
Forrest. The report revealed the Chinese online retail market would reach USD713bn in 2022, more than double the US and 10
times bigger than Japan at $159 bn. With 38% of China’s total population shopping online there was plenty of room for growth
and it was expected China’s e-commerce market would reach $1.1 trillion in 2018, making it the world’s first trillion-dollar e-
commerce market in the world.

Statistics showed 76% of all e-commerce in China happened via mobile devices and mobile payments remained the most
popular choice for online purchase with 80% of metro Chinese shoppers using Alipay and 66% using Tencent’s WeChat Pay to
pay in the last three months. What was surprising is Chinese consumers were found “the most demanding, advancing, and
innovation-hungry digital shoppers”, with 72% ranked as Progressive Pioneers compared to just 25% of US consumers (Long,
2018).

Another important trend to note about China’s e-commerce growth lied in the potential users in the rural areas. Recent
researches have shown a sign of urban market saturation but they have revealed the older demographic of China’s population,
typically living in the Western rural areas of China, presents immense growth potential for e-commerce retailers, with 241
million of people aged over 60 were accounted for nearly 20 percent of China’s total population. These untouched older
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demographic with the potential for infrastructure development and government-backed initiatives made the rural areas the next
growth sector with huge potential.

Retail e-commerce sales, worldwide
Share of total, %
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Source: https://www.weforum.org/agenda/2018/09/five-trends-shaping-the-future-of-e-commerce-in-china/
Figure 1: Retail e-commerce sales figures worldwide

Rural Western-based users made up only 27 percent of all internet users in China with the majority of infrastructure
developments were focused on China’s Eastern areas. Alibaba’s Taobao shopping app has recognized only recently this fact
and started to shape their marketing strategies to target those 50 and older (Harsono, 2018).

Cainiao Network and JD Logistics, which were the logistics arms of Alibaba and JD.com, the two largest e-commerce firms in
China. Their approaches and development on sustainable packaging were always the role models not only the logistics
industry but also the e-commerce industry.

Nationwide Warehouse
Network & Last-mile Reach (1)

* Cities with fulfillment centers (7)

@ Cities with front distribution centers (27)

A Cities with bulky 15¢

¢Z2>  (ities with new front distribution centers built after IPO (22)

Sour ce:https://seekingalpha.com/article/4132604-jd-com-vs-alibaba-comparative-study?page=2
Figure 2: JD’s national warehouse network and last-mile reach

Cainiao Establishment

Cainiao Network was the logistics alliance launched by Chinese e-commerce giant Alibaba Group in 2013. It provided a
logistics information platform that linked a network of delivery partners, warehouses, and merchants to make package
deliveries faster and more efficient. Cainiao’s business covered express delivery, warehouse fulfillment, last-mile delivery,
rural logistics and cross-border logistics. Cainiao Network connected 6.1 million delivery routes, 2 million couriers, over
40,000 pick-up stations, 3,000 transportation companies, 30,000 rural villages, and 15 leading express delivery companies
(CIW, 2017). In 2018, daily processed package volume was 100 million and exceeded 1 billion weekly.
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JD Logistics Establishment

JD.com, China’s largest online retailer to provide smart supply chain established JD Logistics on April 25, 2017 and logistics
served by using the company’s advanced technology and logistics expertise. Leveraging the unparalleled access to data from
every step of the e-commerce process, from ordering to delivery and after-sales service, JD Logistics stated it would use Al,
big data and automation to redefine the potential of e-commerce logistics. It aimed to provide business partners with
comprehensive supply chain solutions, including warehousing, transportation, delivery, after-sales service, as well as logistics
services, including smart and cross-border logistics. JD.com had one of the largest fulfillment infrastructures of any e-
commerce company in the world. JD.com operates 256 warehouses, as well as 6,906 delivery stations and pickup stations
across China, which were staffed by its professionally trained employees, providing nationwide last-mile delivery service (JD,
2017). In October 2018, JD.com launched a parcel delivery service in China to enable consumers in Beijing, Shanghai, and
Guangzhou to send packages inter-city and across mainland China via the JD.com mobile app. The service includes various
timing, for example same-day or two-day delivery, and high-value items such as luxury products and high-end consumer
electronics. It aimed to expand the courier service to any residential and business customer in Mainland China (Yu, 2018). JD
built the world’s first fully automated warehouse in Shanghai, and they currently were developing their own drones delivery
and automatic delivery robots (JD, 2019).

E-COMMERCE IMPACT ON ENVIRONMENT
China's Singles' Day online discount sales bonanza on Saturday saw bargain-hungry buyers spend over 254 billion yuan (S$52
billion), flooding the postal and courier businesses with around 331 million packages - and leaving an estimated 160,000
tonnes of packaging waste including plastic, cardboard and tape. The annual Nov 11 buying frenzy was a regular fillip for
giant online retailers like Alibaba and JD.com.

China's State Post Bureau (SPB) said postal and courier companies were having to deal with at least 331 million packages, up
31.5 per cent from last year. Greenpeace described the annual promotion as a "catastrophe for the environment™ that not only
creates waste, but leads to a surge in carbon emissions from manufacturing, packaging and shipping. In a report published last
week, it estimated that total orders last year produced 52,400 tonnes of additional climate-warming carbon dioxide. Official
data showed China's courier firms delivered around 20 billion orders in 2015, using 8.27 billion plastic bags, 9.92 billion
packing boxes and enough sticky tape to go around the globe more than 400 times. Overall deliveries continued to surge, with
the number of packages expected to hit 50 billion next year, up from 30 billion in 2016, according to forecasts by the SPB (The
Straits Times, 2017).

As we have seen the tremendous growth of e-commerce in China and the expeditiously growing parcel volume, excessive
packaging and actual delivery from the logistics hub to the end-users, namely last-mile delivery created many environmental
problems, just to name a few such as traffic congestions, waste problems and air pollution. All E-commerce companies around
the world were facing the same issues and they have been working hard to come up with innovative ideas and adopting latest
technologies to achieve sustainability.

LAST MILE DELIVERY
The last mile challenge

50% of the total logistics cost
= Fraught with challenges
= Congestion in urban areas
* Distance in remote areas

Compounded by practical issues

* Inva i 7
nv:il:adtaﬁilra incorrect address Last s el
53% NS

* Hard-to-locate locations

= No one home so cannot
accept delivery

 Buyer remorse—no Ionger
wants goods

* Lack of nearby parking
* Elevators out of service

Sorting 6%
Collection 4%

All adds cost, time and inconvenience to an already marginal activity

Source: Honeywell

Figure 3: From DC to Final Destination: Last Mile Dilemma

According to Business Insider, Last mile delivery was defined as “In a product's journey from warehouse shelf to customer
doorstep, the "last mile" of delivery is the final step of the process — the point at which the package finally arrives at the
buyer's door. In addition to being a key to customer satisfaction, last mile delivery was both the most expensive and time-
consuming part of the shipping process” (Dolan, 2018).
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Rising labor costs and other overheads would provide challenging headwinds for the sector in the coming years. But so much
of the infrastructure, such as fulfillment centers and parcel lockers, was already in place (Sololongom et al., 2019).

Awailsble delivery options, by density of locale
B2C BZ2B
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Cansity of or bike
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Parcel delivery between one day sfter drop—aff and four daye after drop-aff.

Source: https://medium.com/@miccowang/delivery-robots-as-last-mile-solution-aebebe557ad4
Figure 4: Various models were likely to dominate last-mile delivery,
given available product options density, and customer preferences.

ENVIRONMENTAL MEASURES OF EUROPEAN COUNTRIES
In year 2018, the European Commission published its new Plastic Strategy as part of the boarder 2015 EU action plan for the
circular economy and of the 2008 Waste Framework Directive, would also contribute to reaching the Sustainable Development
Goals, the Paris Agreement and the EU’s industrial policy objectives, which includes the following strategies:

— All plastic packaging in the EU marketplace must be either reusable or recyclable in a cost-effective manner by 2030,
— Recycle 55% of plastics by 2030,

— Develop strategies to integrate plastics value chains to promote market development (QC Polymers is a great example),
— Remove recycling-hampering substances from products,

— Develop standardized eco labeling criteria

— Consider policy tools to better manage marine litter

The commission aimed at ensuring that, by, 2030, all plastic packaging was reusable or recyclable in a cost effective manner
(Davis 2018). In the US, Walmart issued recently a new set of waste reduction commitments around plastic packaging for its
private brand program with the following commitments:

— Target at least 20% post-consumer recycled content in private brand packaging by 2025

—  Seek to achieve 100% recyclable, reusable, or industrially compostable packaging for its private brand packaging by 2025

— Label 100% of food and consumable private brand packaging with the How2Recycle® label by 2022

—  Work with suppliers to eliminate the non-recyclable PVC packaging material in its general merchandise packaging by
2020

— Reduce private brand plastic packaging when possible, optimizing the use to meet the need

Chinese government introduced measures to promote sustainable packaging in logistics industry including setting up green
packaging guidelines, tax reduction and incentive programs. They suggested reducing parcel-packaging materials, using more
electronic bills and increasing recycling efforts. The new guidelines were part of the country’s 13" five-year plan for a cleaner
and greener China. Government aimed to increase environmental protection efforts, cut carbon emission and develop cleaner
technologies.

SUSTAINABILITY MEASURES OF CAINIAO AND JD.COM
The annual famous Nov 11 Singles’ Day shopping festival was the most important date for online retailers like Alibaba and
JD.com. Total sales hit 254 billion yuan with 1.38 billion orders placed. The mountain of trash produced from just one day
have created serious concerns from environmentalists like Greenpeace. Nie Li, toxic campaigner at Greenpeace stated that
160,000 tonnes of packaging waste including plastic, cardboard and tape were produced. E-commerce firms have drawn up
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measures aimed at solving the problem, and aim to replace cardboard boxes with reusable plastic ones that courier companies
can share. They have also experimented with biodegradable delivery bags and tape-free boxes, but Nie said the efforts were
still not enough (Stanway, 2017).

Cainiao Smart Packaging

Cainiao started a green logistics initiative in 2013 with 32 Chinese International partner, focusing on green solutions such as
promoting the use of greener packaging and recycling, adopting electric delivery vehicles in nearly 20 cities, and applying big
data to improve efficiency in logistics. In 2015 the project saved 1 billion packing boxes and delivered 0.5 million parcels
packed in 100 percent bio-degradable materials to consumers. The project aimed to reduce 3.62 million tons of carbon
emissions from the industry by 2020 (Luo, 2017). In 2016, Cainiao Network, Alibaba Foundation, China Environmental
Protection Foundation, and the six largest logistics companies in China established the Cainiao Green Alliance Foundation. An
investment of 300 million Yuan has been planned for research use to promote green logistics, consumption and supply chain
management.

Investor Speciality
Alibaba Ecommerce
Yintai

oOsun

FORCHMN.com.cn erate/Logistic: | % Line-haul

YTO.net.cn 5 % Last mile

Last mile

Last mile

ecommerce'®

Source: https://ecommerceig.asia/cainiao-logistics-southeast-asia/
Figure 5: Cainiao Business Model

In the year of 2018, Cainiao adopted advanced technologies to increase its sustainability effort including its smart-packaging
technology to reduce 15% of wasted materials and improved packaging efficiency for over 510 million parcels. Wang Pan,
head of the Cainiao Logistics Cloud division, which provides enterprise solutions such as the smart-packaging algorithm said
“All sellers have to do is to insert the length, height and width of their products and the order history, and the system will
automatically recommend the right size,” “When a new order comes in, it will suggest a box that matches the area of the
shipments, as well as the order in which the box should be packed and item combinations.”

— Real-time recommendation to merchants on the best delivery option;

— E-shipping labels for easy package identification and tracking;

— smart sorting provides delivery firms with the best route option;

— Based on past sales data, smart inventory allocation helps merchants stock up products in the nearest warehouse;
— Cainiao partners’ smart warehouses enhance efficiency in packaging and despatching;

— Cainiao pick-up stations provide the last-mile deivery solution;

— Cainiao Guoguo App provides one-stop order placing, package tracking and other logistics services;

— Cainiao collects data throughout the logistics chain and share it with partners on its cloud platform;

On top of smart packaging, Cainiao also set up “Cainiao Recycling Project” on Aliababa’s navigation app Amap to direct
customers to the closest recycling stations, for every box recycled, they scanned a QR code via their Mobile Taobao, Cainiao
or Alipay apps to received “green power” points on Ant Forest, a popular game inside the app that tracked users’ carbon
footprints. 5,000 recycling stations to collect shipping boxes at different delivery points, schools and commercial buildings in
200 cities. It has collected over 3.5 million boxes for recycling.

For the B2B wholesale segment, Alibaba’s 1688.com featured sustainable-packaging vendors selling related items, ranging
from biodegradable delivery bags to boxes that didn’t require sealing tape. Another subsidiary Tmall Supermarket also
changed its duct tape to thinner plastic, with messages written on top to remind customers to separate the platic tape from
cardboard boxes. This would help recycling facilties time and energy spent on removing plastic from recyclable boxes. To take
steps forward, Cainiao joined efforts with the Alibaba group in the Alibaba Green Logistics 2020 to improve recycling,
packaging, route-planning and delivery methods to reduce waste and promote sustainability. Alibaba CEO Daniel Zhang stated
it was very important to make products are close enough to customers before they get sold by reducing package numbers and
innovating in new materials (Chou, 2018).
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Figure 6: Cainiao’s Delivery and Warehouse Network

Alibaba's Cainiao logistics arm said in emailed comments that it had launched initiatives aimed at minimising its
environmental impact. "We are committed to work closely with different stakeholders to protect the environment and
contribute to the sustainable development of the industry," it said (The Straits Times, 2017).

JD.com’s Green Actions

"China's online retail giants have taken few real steps to reduce delivery packaging waste," she said. "Ultimately, packaging
that we throw out after one use is not a sustainable option." A spokesman for JD.com said it was "continually improving ways
to better reduce waste and pollution" and, among other measures, aims to raise the proportion of biodegradable materials in its
packaging materials to 80 per cent by 2020 (The Straits Times, 2017).

In 2018 JD.com launched its eco-friendly packaging programme which allowed customers to select the reusable packaging
option on the billing page while placing orders and return the green box to the delivery personnel after receiving their order.
Under this new programme, JD.com would deliver small and medium-sized parcels in reusable packaging and it was expected
to save RMB32.5 million annually. It introduced the free service in Beijing, Shanghai, Guanzhou and Shenzhen and target to
expand to 20 cities by the end of 2018 (Packaging Gateway, 2018).

Due to the problems of air pollution and traffic jams, JD.com has adopted advanced technology for solutions and it developed
drones, AGVs and parcel lockers to increase efficiency and also lessen the impact on environment. JD was the first company in
China to use drones to deliver parcels in rural areas in China. It obtained a license to operate drones on a provincial level for
logistics purposes, the first company in China to do so. JD had setup logistics operations using drones in seven provinces,
including Shaanxi, Jiangsu, Hainan, Qinghai, Guangdong, Fujian and Guangzi. They mainly delivered goods to rural areas that
are hard to reach.

JD converted more than 5,000 of its delivery vehicles to new energy and it expected to reduce an estimated several million tons
of CO2 emissions after it entire fleet go green. JD also encouraged its manufacturers to adopt more sustainable processes to
reudce the impact on environment especially on natural resources. JD also educated its customers about sustainability through
its partnership with green advocacy groups like the United Nations Development Programme to let people know how to
change their consumption habits and launched a recycling program for used items sent to charities and non-profit organizations
to reduce waste and help people living in poverty (Wang, 2019).

DISCUSSION AND SUMMARY
Comparison Of Traditional Packaging And Sustainable Packaging

Sustainable Packaging Traditional Packaging
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Advantages

More environmental-friendly: reduce package
material waste with greener packaging and
make recycling easier.

Reduce carbon emissions significantly and
improves packaging efficiency.

Save money by recycling materials and reduce
the effort/time on recycling.

A mature supply chain with suppliers along the
chain can work with each other easily.

Enough capacity to meet the fast demand of e-
commerce.

Provide protection to goods with low initial cost

Disadvantages

Require initial investment on green solutions
(e.g. use biodegradable materials, set up
recycling processes and adopt electric delivery
vehicles)

R&D cost of new materials is high: need to re-
design the original packaging, route-planning
and delivery methods.

Require a high degree of information
technology adoption.

Environmental issues: recovery rate is low,
hazardous chemical waste risky to human
health.

Non-biodegradable materials also cause various
pollutions and excessive carbon emissions.

Limitations

Regulation not to mature stage.

Companies have no incentive to adopt more
sustainable options, especially SMEs who
often face technical barriers such as IT
adoption.

Challenges associated with changing consumer
behaviors.

Most of the packaging materials available on
the market are not biodegradable.

Most of the packages are thrown away after one
use, even though they are still within their
useful lifetime.

There lacks regulation to evaluate the
environmental impact caused by non-recyclable

materials.

Role Of Sustainable Packaging In Improving The Traditional Supply Chain Management

The adoption of sustainable packaging with advanced technologies can improve supply chain management and increase
customer satisfaction. The following is one example from Cainiao. The last mile in the shipping process is the most time
consuming and expensive part, where the excessive packaging problem always occurs if the last-mile delivery is long. In order
to overcome this issue, Cainiao applied big data analysis to improve the delivery efficiency. For instance, it printed e-shipping
labels for tracking and identification of the package. The delivery firm can use the information from the labels to sort packages
and suggest optimized routes to customers, and there are no additional labels needed to identify packages.

Moreover, with the implementation of information technology, various firms along the supply chain can share data with the
others. With such data sharing, the packaging algorithm not only can suggest the most suitable package to be used in delivery,
but also facilitate effective forecasting and inventory building. In addition, the products can be shipped in bulk load to the
warehouse and then dispatched to customers. This saves packaging materials as well as the last mile delivery cost.

Evaluation Of The Impact Of Sustainable Packaging
The implementation of sustainable packaging is certainly bringing impact to the environment, society and economy.

— Environmental impact. Prior to using biodegradable materials, the traditional packaging used many types of non-
recyclable packaging materials which worsened issues such as plastic waste, carbon emissions and even traffic congestion.
However, by implementing sustainable packaging, the pollution problems can be eased. Some examples include: 1) The
adoption of smart-packaging technology by Cainiao in 2018, which reduced wasted materials by 15% to improve
packaging efficiency for over 510 million parcels; and 2) Adoption of advanced technology (e.g., drones, parcel lockers)
by JD.com, which helped increase delivery efficiency and relieve burden on the environment by converting more than
5,000 of its delivery vehicles to run on renewable energy.

— Social impact. In aligning with worldwide initiatives on sustainable development, companies which use sustainable
packaging can gain public recognition on the effort it makes on environmental protection. By taking these actions,
companies can also deliver on their corporate social responsibility commitment and create win-win situations. Examples
here are: 1) In the “Cainiao Recycling Project”, Alibaba allowed its customers to find the nearest recycle station and earn
“green points”. This initiative can change consumer habits and increase the cost-effectiveness of the recycle business; and
2) JD.com has a consumer education program focused on sustainability through its partnership with the United Nations
Development Program. The initiative allows people to learn about how to change their consumption habits and launch
recycling programs for used items sent to non-profit organizations.

— Economic impact. The adoption of sustainable packaging brings expansion opportunities for the recycle business.
Sustainable packaging materials could be a new investment area for many venture capitals companies. The initial cost
might be high, but in the long run when it matures, the entire supply chain should benefit in a cost-effective manner.
JD.com showed a good example here, with the new eco-friendly packaging program, it delivered small and medium size
parcels in reusable packaging, and it was expected to save RMB 32.5 million annually.

Recommendation For Implementation
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In order to eliminate the waste of packaging materials throughout the entire supply chain and reduce the distance of last mile
delivery to the consumers, there are many potential solutions that businesses can implement in terms of sustainable packaging
without increasing costs for the long term.

— Forming a Strategic Alliance — partners within the alliance will share costs, professional skills, returns and most
importantly information so a seamless reuse along the entire value chain is possible. Aligning their objectives, particularly
reuse objectives, will help align their interests and in turn their operations. As an extension of this alliance, they will also
find ways to encourages consumers to use durable packaging in the last mile delivery.

— Providing policies and regulations that incentivize reuse and recycle — the government can use policy tools such as more
favorable taxes to help the private sector overcome the initial cost barrier before the abovementioned alliance can achieve
long term cost competitiveness

— Socializing the reuse concept both within and without the alliance/industry — this could lead to more desirable behaviors
by industry practitioners and consumers such as: improve package design with a focus to minimize life cycle cost
throughout the entire value chain which would solve the redundant packaging that prevails in the industry now;
standardize both packaging materials and the packaging process which could simultaneously reduce waste and lower costs,
improve operational efficiency and increase reuse opportunities; automate the packaging process to reduce labor cost and
minimize waste that is often inevitable in an manual operation.

ROAD AHEAD
With the ever changing e-commerce world and all companies were working hard to take the winning edge in the business,
customers were also increasing their expectations in both online shopping experience and faster deliveries, therefore costs were
also increasing for these e-commerce companies in terms of labor and adopting advance technologies, would Cainiao and
JD.com be able to sustain its leading positions in the e-commerce market? Would the e-commerce companies in China be able
to overcome the challenges with increasing number of delivery volume? Would China be able to take a lead in sustainable
packaging globally?
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ABSTRACT

Since its inception as a solution for secure cryptocurrencies sharing in 2008, the blockchain technology has now become one of
the core technologies for secure data sharing and storage over trustless and decentralised peer-to-peer systems. E-government
is amongst the systems that stores sensitive information about citizens, businesses and other affiliates, and therefore becomes
the target of cyber attackers. The existing e-government systems are centralised and thus subject to single point of failure. This
paper proposes a secure and decentralised e-government system based on the consortium blockchain technology, which is a
semi-public and decentralised blockchain system consisting of a group of pre-selected entities or organisations in charge of
consensus and decisions making for the benefit of the whole network of peers. In addition, a number of e-government nodes
are pre-selected to perform the tasks of user and transaction validation before being added to the blockchain network.
Accordingly, e-government users of the consortium blockchain network are given the rights to create, submit, access, and
review transactions. Performance evaluation on single transaction time and transactions processed per second demonstrate the
practicability of the proposed consortium blockchain-based e-government system for secure information sharing amongst all
stakeholders.

Keywords: E-government systems, Consortium blockchain, Validators, Security, Privacy, Decentralised systems.
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INTRODUCTION

The rapid advancement of Information and Communication Technologies (ICT) has made it possible to store and access vast
amount of information effectively and efficiently in networked systems. E-government is one such system that uses ICT to
deliver public services to citizens, businesses and other stakeholders. The transformation of government systems from
traditional paper-based information sharing to its electronic counterpart increases the transparency, accountability,
participatory, effectiveness and efficiency of services delivered by government agencies, resulting into a better government
system (UN, 2018). In the future, the number of devices using e-government systems will increase dramatically due to the
proliferation of technologies such as smart cities, internet of things (loTs), cloud computing and interconnected networks
(Yang et al., 2019; Elisa et al., 2018b). Commonly, as the number of devices using e-government systems rises, the number of
malicious nodes trying to access and abuse unauthorised and sensitive information grows accordingly (Yang et al., 2019). The
goal of an e-government system is to ensure that information security goals including integrity, confidentiality, availability and
trust are met for its users. Thus, for the successful adoption of e-government systems, cyber security provision is of paramount
importance (Lambrinoudakis et al., 2003; Elisa, 2017).

Data breaches in e-government systems have been significantly increasing in recent years based on various sources. For
instance, according to the 2019 Cyber Security Breaches Survey by the UK government, around 32% of businesses and 22% of
charities reported facing cyber security breaches or attacks in 2019, such as phishing, viruses, malware including ransomware
attacks and impersonation of emails (UK Cyber-Attacks, 2019). In the United States of America, more than 5.90 billion data
have been stolen by cyber criminals so far in 2019 (US Cyber-Attacks, 2019), including social security numbers, credit card
numbers, names, passwords and addresses. Recently, 364 million Chinese citizens’ sensitive information were leaked online by
unknown hackers, revealing private information like user name, photos, address and identity card numbers (China Attacks,
2019). Another recent cyber security breaches in e-government systems happened in Tanzania where the country was hit by
hackers and cyber-terrorists who caused a loss of around 85 million US dollars (IPP Media, 2018).

There is a demand for efficient and robust mechanisms to ensure information security and data privacy, due to the centralised
nature of the existing e-government systems. Blockchain technology provides the decentralised environment for secure
transaction processing in trustless systems. It is designed as an immutable and distributed database for protecting privacy and
security of the shared transactions among its trustless participants. In fact, the blockchain technology has been successfully
exploited for security and privacy provision in supply chain (Tian, 2016), healthcare system (Peterson et al., 2016), Internet of
Things (1oT) (Dorri et al., 2017), land registry (Ramya et al., 2018), smart cities (Biswas and Muthukkumarasamy, 2016),
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educational systems (Turkanovic et al., 2018), in addition to the well-known e-currency. The blockchain technology can be
public (permissionless), private (permissioned) or consortium (semi-public and semi-private). One type of blockchain
technology that is designed to meet the need of the enterprise is the consortium blockchain. The consortium blockchain
technology is a semi-public and decentralised blockchain system which consists of a group of pre-selected entities or
organisations responsible for consensus and decisions making for the benefit of the whole network of peers.

This study proposes a secure and decentralised e-government system based on the consortium blockchain technology. Briefly,
the proposed consortium blockchain-based e-government system consists of four layers namely the services access layer,
consortium blockchain layer, network layer and ledger storage layer. The service access layer provides services to e-
government users by connecting their devices to the consortium blockchain-based e-government system. The consortium layer
includes a number of pre-selected e-government nodes for validating users and transactions before being added to the
blockchain network. The network layer ensures the connectivity between different entities of the proposed systems. The ledger
storage layer stores off-chain (sideDB) data such as images, PDFs, DOCs, contracts, and other files that are too large to be
stored in the blockchain or that are required to be deleted or changed in the future. The performance evaluation based on the
number of transactions processed per second and on the time for processing a single transaction by varying the number of
validators in the consortium blockchain network have proved that, the proposed system is suitable for security and privacy
assurance in e-government systems.

The remainder of this paper is organised into four sections namely background, consortium blockchain-based e-government
system, performance evaluation and finally conclusion and future direction as follows.

BACKGROUND
This section details the background on the blockchain technology and e-government systems.

Blockchain Technology

The blockchain technology is a decentralised peer to peer (P2P) network that maintains a list of continuously growing shared
database (ledger) running on the Internet. The transactions are chained together to form a “block” of records, thus named as
blockchain. Each participant of the blockchain network has a pair of private and public key for signing and verifying
transactions (Nakamoto, 2008). SHA-256 Cryptographic Hash Algorithm (Wolrich et al., 2014) is a commonly used to
generate the hash value from the public key of each participant, which is then used as the participant’s identity. The
participants of the blockchain network use the distributed consensus algorithms such as Prof of Work (PowW) (Nakamoto,
2008), Proof of Stake (PoS) (Mingxiao et al., 2017), Delegated PoS (Mingxiao et al., 2017) or Byzantine Fault Tolerance
(Mingxiao et al., 2017), to agree on the validity and the order in which transactions are added to the blockchain network.

A blockchain ledger in illustrated in Figure 1. The first block known as the genesis is formed by hardcoding and embedding
random transactions into the blockchain software (Nakamoto, 2008). The upper part of each block contains its header and the
lower part contains the list of transactions (body). The header includes the cryptographic hashes of the current and previous
block headers linked together to create a secure chain of blocks. The header also stores the timestamp, a nonce, block version,
and the root hash of all transactions stored in that block. The timestamp is used to indicate the time taken (representing the
difficulty) to mine and add the block. The block version indicates the validation rules followed to create the block. The nonce
is a 4-byte unique random number which normally starts with 0 and increases for every next transaction. The root hash of the
transactions is derived from a Merkle tree as shown in the lower part of Figure 1. In a Merkle tree, each leaf node contains a
hash of a single transaction, and all non-leaf nodes store the hashes of their children. A typical Merkle tree consists of two (2)
branches, making each node hold up to two children. The Merkle root summarises all transactions in the block so as to
maintain the integrity of data in case of tempering.
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Example applications of blockchain technologies include Bitcoin (support decentralised cryptocurrencies) (Nakamoto, 2008),
Ethereum (support self-executing digital smart contracts) (Buterin et al., 2014), Hyperledger Fabric (support development of
general enterprise solution) (Cachin, 2016), amongst others. Typically, the blockchain technology can be either public
(permissionless), private (permissioned) or consortium (semi-public and semi-private) as detailed below.

Public blockchain: In a public blockchain, any individual can view, modify, and audit the blockchain without having a single
entity in charge of the whole network. The consensus and decision making is reached through a decentralised consensus
manner such as PoW in bitcoin (Nakamoto, 2008). The computation power of the participants of the blockchain network is
used to select one participant powerful enough to add new transitions to the distributed ledger. The participants are incentivised
every time when adding new transactions to the blockchain network, and thus this motivates everyone to use more
computations to get the chance of adding transaction to the ledger. In public blockchain network, the higher the number of
users, the more secure the network; as it creates a network of trusted individuals between the participants.

Private blockchain: The private blockchain is owned by an individual organisation who is responsible for granting access to
the network for new users. Only few specific individuals in the origanisations have rights to validate transactions and blocks,
and append them to the blockchain network. It is centralised compared to the public blockchain.

Consortium blockchain: The consortium blockchain consists of a pre-selected set of nodes or computers that are responsible
for controlling access to the blockchain network resources (Dib et al., 2018). The goal of the consortium blockchain is to
eliminate the individual/single autonomy of the private blockchain by having multiple entities or organisations in charge of
consensus and decision making for the benefit of the whole network of peers. Since only pre-selected organisations are allowed
to validate transactions and consensus, incentives are not necessary in this network. The pre-selected set of nodes make it
partially private, partially public and semi-decentralised. More precisely, it provides the benefits of public blockchain in terms
of efficiency and scalability while still permit some degree of central safeguarding and monitoring like in private blockchain.
The consortium blockchain such as Hyperledger fabric (Cachin, 2016) is designed to meet the needs of the enterprises where a
group of collaborating agencies exploit the blockchain technology to improve service delivery. All consensus participants of
the consortium blockchain are known and reputable, therefore, malicious users cannot join the network freely.

E-government Systems

E-government systems use ICT to provide friendly services to citizens and businesses across different government departments.
The use of e-government web portals enables organisations in private and public sectors to interact directly regardless of their
physical locations around the world, whilst simultaneously improving the quality, convenience, transparency, efficiency and
effectiveness of public services. It is becoming a mandatory for most countries across the world to use digital communication
between citizens, businesses and the government (UN, 2018). Additionally, the use of e-government makes public
administrators and officials more democratic and responsible due to the provided tractability and transparency.

E-government systems are categorised into four groups including Government to Citizens (G2C), Government to Business
(G2B), Government to its Employees (G2E), and Government to Government (G2G) (Karokola, 2012). G2C is the interaction
between citizens and government via government web portals. G2B involves communication between the government and
business partners or other corporate organisations to share information such as procurements, company registration and
payment for licenses and taxes. G2E can be referred to as intra-government communication concerned with the sharing of the
documents among employees of the government. G2G is the interactions with other governments as well as the internal

The 19th International Conference on Electronic Business, Newcastle upon Tyne, UK, December 8-12, 2019
101



Elisa, Yang, Li, Chao & Naik

communication between government agencies or department by following the established rules governing public services
delivery.

The existing technologies for delivering e-government services to citizens and other stakeholders include web portals, mobile
phones (sms and mobile applications), and electronic identity (eID) (Stefanova et al., 2006). E-government web portal is an
integrated application that serves as an entry to government websites to provide individuals direct access to online services
provided by the government. Mobile government uses mobile phones within public administrations to deliver services to
individuals. The elD is the digital identity which is assigned to citizen or an organisation to help the government to
authenticate legitimate users (Stefanova et al., 2006). An individuals can use the same elD to access to different services
offered by different public departments. elD solution can also be provided using mobile technologies (Stefanova et al., 2006).
Common to these technologies is that, information collected from individuals are stored in centralised databases and servers.
The centralised management systems can become a single point of failure or target to malicious users. Numerous artificial
intelligence techniques such as (Yang et al., 2017; Elisa et al., 2018) have been exploited to develop intrusion detection
systems (IDSs) that can also be used by e-government systems to enforce security, but they cannot be used to preserve privacy
neither ensure decentralisation (Elisa et al., 2018b).

CONSORTIUM BLOCKCHAIN-BASED E-GOVERNMENT SYSTEM

The proposed consortium blockchain-based e-government architecture is illustrated in Figure 2. It consists of four layers
including services access layer, consortium blockchain layer, network layer and the ledger storage layer. The services access
layer comprises of e-government users and various devices for providing access, computing resource, and storage of user’s
credentials. The consortium blockchain layer is a P2P network of pre-selected e-government validators responsible for
validating transactions and authenticating e-government users before joining the network. Also, the consortium blockchain
layer is responsible for provision of various services to users including consensus, P2P communication, and users’ identity
management. The network layer is for providing the connectivity between users, e-government consortium blockchain network
and the ledger storage. The ledger storage layer is for storing off-chain (sideDB) data such as images, PDFs, DOCs, contracts,
and other files that are too large to be stored in the blockchain or that are required to be deleted or changed in the future. The
requirement of the ledger storage layer is because the blockchain database is append-only and immutable, so there is no chance
of deletion in the future. Each of these layers is detailed in the following subsections.
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Figure 2: The proposed consortium blockchain e-government system.

Service Access Layer

This layer consists of e-government user information and various devices for providing access, computing resource, and
storage of credential data. User’s devices on this layer can be PCs, laptops, smart phones, tables, through which they can write
or read data to the e-government consortium blockchain network. The devices at this layer will use blockchain interface
embedded on web browser or mobile application to interact with the blockchain network of government consortium nodes.

Initially, when an e-government user signs up for government services, a private key, public key, identity and the
corresponding blockchain address will be generated and stored in his/her wallet as illustrated in Algorithm 1. Note that, the
blockchain wallet will be generated as soon as the user signs up with e-government system. The private key is for signing and
authorising transactions where verification by other blockchain entities is done by using the corresponding public key.
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Once an e-government user wants to access the service, the request is signed by the private key and get broadcast to the
consortium blockchain of government peers. A copy of account information and transactions history for every user will be
stored in the e-government consortium servers to facilitate account recovery in case the user loses the wallet password.

Algorithm 1 User Registration
input: New user request
output: Registered user w

1: (Kpun. Kpr) «— keysGeneration():

2: T D +—userl DGeneration();

3: wallet +—generateWallet() + (Kpup. Kor):

4: BlockAddress +— generateAddress() + (Kpup. W pr ):
5: (ID. K. Koup) ——walletStore(ul D, K, K )

6: storeW allet(wallet):

T: w +—registeredl! ser();

Consortium Blockchain Layer

The participants of this layer are the pre-selected government departments (validators), who are responsible for validating
transactions and authenticating e-government user’s registration with the consortium blockchain network. The departments that
meet the requirements for pre-selected participants of the consortium blockchain network will be registered by using
Algorithm 2. After registration, a node will receive a blockchain address, private and public key pair for signing and verifying
transactions.

Algorithm 2 Adding pre-selected peer to the consortinm network

input: A new participant node,
A set of ¥V nodes in the current consortium network
output: Registered node m
1: (Kpub. Kpr) +— keysGeneration()

2: I D «—peer]l DGeneration();
3: wallet «—generateWallet() + (Kpup. Kpr):
4: BlockAddress +— generateAddress() + (Kpun. K pr s
S5: (ID, Ky, Kpup) «—walletStore(ul D, K., Ku):
G: storeWallet(wallet):
7: for each n € {N —m} do
8: broadeast Registration(n, m);
9: end for
10: m +—wveri fiedV alidator():

A number of validators amongst the consortium peers are required to validate any transaction before being added to the
blockchain ledger. For instance, the consensus could be reached if a transaction is verified by twenty departments in a
consortium blockchain with fifty departments in total. Thus, the validators collectively sign off transactions, grant or deny
access to the shared blockchain ledger. Note that, the ledger in this layer is permissioned since only approved participants of
the blockchain network have the access privilege. Any change to the blockchain stored in the consortium layer will be reflected
by all participants in their copies as soon as it is realised. Additionally, the consortium blockchain layer provides e-government
users the rights to create and submit transactions, access, and review their transactions.

The process for creating and adding a block to the blockchain by the validators is illustrated in Algorithm 3.

Algorithm 3 Adding a new block to the consortium blockchain

input: A set of W participants in the consortinum blockchain network,
A blockchain B including blocks from the genesis to b,,,
Validation time T. needed to create a block

output: A new block b,

A new blockchain B

Initialise an empty set of transaction R ={}:

w +— electValidators(IN');

while validation_time = T. do

for each n e{N — w} do
R +— R+ addlransaction fromU ser(n):;
end for

end while

b1 +— newBlockCreation(b,,, R);

9: for each n ={N —w} do

10: signnew Block{bny1.1);

11: end for

12: B +— B + b1

13: for each n € N do

14 broadeast Blockoluain( B, )

15: end for

PRASORBRE
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The boundaries formed by the consortium layer of blockchain nodes and e-government users is illustrated in Figure 3. The
communication between the consortium blockchain network and the services access layer happens on demand when users
submit transactions.
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Figure 3: The consortium blockchain-based e-government network.

Network Layer

The main function provided by the network layer is the connectivity between e-government users, government consortium
blockchain layer and the ledger storage servers. There is a wide choice of technologies that can be used on this layer such as
WiFi, Ethernet LAN or cellular network. The participants of the consortium blockchain will use this layer to communicate
transactions to/from the users and store new blocks in the ledger storage layer. Wireless communication provided by this layer
will be used to support wireless devices whilst interacting with the e-government consortium blockchain network, because
many governments around the globe are trying to incorporate wireless broadband networks across different cities using WiFi
technology due to its great flexibility and convenience (Wireless Broadband, 2018).

Ledger Storage Layer

This layer is introduced in order to enable storage and replication of government and users data. This layer will be used to store
off-chain (sideDB) data such as pictures, contracts, PDFs, and other files that are too large to be stored in the blockchain or that
are required to be deleted or changed in the future. The blockchain database is append-only and immutable; so they cannot be
deleted in the future. This layer is so critical in case that data reuse is required as the data that are store in the blockchain
network are immutable and difficult to be reused. The off-chain storage of data is required for documentation and verification
in blockchain technology (Cachin, 2016). A hash value for the off-chain document will be produced and stored in the
consortium blockchain ledger whilst the real document is stored in the ledger storage layer. Additionally, the data that are
processed by the participants of the consortium blockchain will be replicated and stored in this layer to allow more storage
spaces for the blockchain network devices.

PERFORMANCE EVALUATION
A detailed technical analysis on the performance of the consortium blockchain is reported in (Dib et al., 2018), which helps
organisations to evaluate the system before its adoption. The same performance measures, including the single transaction time
and the number of transactions validated per second, were also utilised in this work, to evaluate the proposed consortium
blockchain-based e-government system. All technical evaluations were performed by using the Ethermint protocol of
Ethereum blockchain which support smart contracts over consortium network (Dib et al., 2018).

Performance Based On The Number Of Transactions Per Second

The performance of the consortium blockchain network based on the number of transactions processed per second with
increasing number of validators in the network, is illustrated in Figure 4. Note that, the ideal case happens when all
transactions from the users are validated in one second or less. It is clear from the figure that, the number of average
transactions validated per second decreases as the number of validators increases in the consortium blockchain network. This is
because the communication overhead required to pre-vote for a node will process the transactions, create a block, and append it
to the ledger. Thus, if a given consortium blockchain system requires a large number of validators, the transaction processing
speed will decrease. In e-government systems, this may not be the case since all participating department save the same goal of
proving public services, fewer validators is usually enough and trusted to process and validate transactions.
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Performance: Transactions per Second vs. Transactions Throughput
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Figure 4: The number of transactions per second against validators.

From this figure, a consortium network with 1, 2, 3 or 4 validators can validate 100 transactions in a few seconds, which is
close to the ideal case. However, for a consortium network comprised of 8, 12, 16 or 20 validators, the network requires
several seconds to validate 100 transactions, which deviates far from the ideal situation.

Performance Based On The Validation Time

More time is required to valid a transaction as the number of validators increases in the consortium blockchain network, as
shown in Figure 5. If a consortium network contains one validator, the average validation time is lower (less than 1 sec),
however, validation time increases to almost 2 minutes when a network contains 20 validators in the experimental environment.
Apparently, a compromise needs to be made between the desired network performance, the number of transactions sent per
second, and the number of validating peers in a consortium blockchain network, which should be fully considered during the
design stage. More specifically, an extra care must be taken to select the appropriate number of validators in the consortium
network for a balance between security and transaction throughput.
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Figure 5: Validation time against the number of Validators.

Evaluation On Security And Privacy
This section presents a qualitative evaluation on how the proposed consortium blockchain-based system can prevent common
threats to security and privacy in e-government systems.

Prevention against distributed denial of service (DDoS) attacks — Usually occur when attackers flood online services with
massive traffic with fake requests in order to render the service unavailable. Generally, DDoS attacks tend to consume a
significant amount of bandwidth and resources until the service is down. In the proposed consortium blockchain-based system,
no centralised server that can be a direct target for DDoS attacks. The decentralised nature of the proposed consortium
blockchain will allocate data and bandwidth to the less overloaded peers in the network to absorb DDoS attacks when it
happens.

The 19th International Conference on Electronic Business, Newcastle upon Tyne, UK, December 8-12, 2019
105



Elisa, Yang, Li, Chao & Naik

Authentication and authorisation attacks — This may occur when the adversarial users try to take control of the consortium
blockchain network so that they can authorise themselves or introduce fake nodes for authorising users whilst taking control of
the network. This is impossible in the proposed system since all peers of the consortium network are pre-selected by an
authorised entities from an e-government agency of a particular government beforehand.

Threats to anonymity — Anonymity in blockchain-based applications may open the door for criminals to carry out unauthorised
activities (Elisa et al., 2018b). In the proposed system, the blockchain information is only available to the consortium peers and
authorised users. Therefore, any adversary trying to set up an anonymous connection will be detected instantly since the
validators verify all users who attempt to access to the information stored in the consortium network.

The advantages of the proposed e-government consortium blockchain are summarised in Table 1.

Table 1: Advantages of the consortium blockchain-based e-government network.

Advantage Description(s)
Fast transaction speed Only a selected group of participants process transactions.
High scalability New participants can be added to a controlled number of consortium nodes when needed.
Low transaction costs The transactions validators process transaction without incentives like in public blockchain.
Low energy consumption A voting mechanism is used to pre-select the validating nodes, no computation is needed.
Low risk of 51% security attack | Random participants are not allowed to join the consortium unlike in public blockchain.
High transparency Participants of the network know their peers within the consortium (more of enterprise).
High data integrity Information is maintained in a consistent manner within the consortium network.
High collaboration Different department and agencies will be able to share information on demand.

CONCLUSION

This work proposes a secure and privacy-preserving e-government architecture based on consortium blockchain technology for
effective information sharing. The performance evaluation on a single transaction time, the number of transactions per second,
and the number of validators has shown that, the consortium blockchain can be adopted in e-government systems by carefully
keeping fewer number of validators in the network. Additionally, the proposed architecture can offer advantages such as high
scalability, high transaction speed, high data integrity, high collaboration, low risk of 51% security attack, low energy
consumption, low transaction cost and anonymity, whilst simultaneously ensuring the required level of security and privacy in
e-government systems. The active future work is to use Cyber-Defense Technology Experimental Research Laboratory
(DETERLab) test bed environment to evaluate the proposed consortium blockchain-based e-government system for real time
attacks.
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ABSTRACT
The processes and patterns of actors participating in emergency intelligence activities are not transcendental; instead, they are
gradually molded in the intelligence activities and their corresponding management activities. The article constructs the
emergency intelligence system based on the macro, meso and micro interconnected multiple mutual-construction theory. The
research illustrates the constitution relations between the different levels of the emergency intelligence system and the
interactions between the elements of the intelligence system. It also focuses on the analysis of the operating mechanism and the
multi-level framework of the emergency intelligence system.

Keywords: Intelligence system, constructivism, activity theory, structuration theory, actor structure, multiple mutual-
construction
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INTRODUCTION

The modern society is built on the cyber space (John-Green & Watson, 2014), and the popularization of Internet of Things and
Internet has enabled every object and every individual to connect to the network and become an information producer.
Intelligence is no longer considered to be a mysterious thing (Saavedra, 2015). New changes in intelligence gathering and
analysis emerging in this century need to arouse the attention of researchers, and significant changes will take place in the
application scenario and operation methods of the future intelligence system. Intelligence services based on large scale and
heterogeneous data resources have been applied in areas such as library and information retrieval and international
comparative research (Light, Polley, & Boerner, 2014; UK Government, 2016). Facing new business areas, such as emergency
management, the existing theoretical paradigm and system design methods are out of step with the openness, globalization and
networking of the modern society. Both the academic and industrial circles mostly view the intelligence and intelligence
system from the perspective of technology, overemphasizing the supporting factor of information technology, with little
consideration of the issues from the angle of the social existing significance of intelligence. Some researchers have noticed that
the designers and users of existing intelligence systems pay attention only to the performance characteristics, such as the target
detection and the probability of false reporting (Pakhomov, 2010), or the scale and form of information, instead of the final
effect of use, which is obviously away from the social reality and the real needs in applications.

The intelligence service oriented to emergency management has important realistic social significance. The emergency
management is considered to be the process by which an organization deals with a sudden, major, unpredictable event that
threatens to harm the whole organization or the whole society (Aldewereld et al., 2011). Traditional emergency management is
organized from a functional perspective and operates according to a hierarchical and centralized structure (Hutchins et al.,
2002; Diedrich et al., 2002). The priori roles and processes allocated are passively responsive to changing demands (Bigley &
Roberts, 2001; Jobidon, Turcotte, & Aubé, 2017). The intelligence systems and intelligence service processes that serve
emergency management are also in this way. With the reinvention of political balance, the development of emerging
technologies, and the growth and flow of population, we are entering a new world. Risks are shifting from localization to the
dependence of globalization (Topper & Lagadec, 2013), and managers’ perceptions of risk shift from uncertainty to ignorance.
Modern society has accumulated a great deal of knowledge and experience, but the supporting effect of the intelligence system
on emergency management and the results of emergency response have always been unsatisfactory: On the one hand, the
existing theories and methods cannot completely solve the complex problems of intelligence supporting for emergency
management, as it is not only a technical problem, but more related to epistemology. On the other hand, the literature on
information system strategy tends to focus on high-level (meso and macro) process analysis while ignoring organizational
practices (Marabelli & Galliers, 2017), and lacks in the theoretical combination at macro, meso and micro levels. We therefore
need an effective and systematic perspective and method to research, design and analyze emergency intelligence systems
(Foglia, Greppib, & Guida, 2017), and extend their applications to information systems with similar characteristics.

DESIGN AND ANALYSIS OF EMERGENCY INTELLIGENCE SYSTEM
Research Paradigm through Society

The failure of intelligence support model and intelligence service mechanism is only the appearance of the problem, and the
basic reason can be found from the intelligence research paradigm. Because of the following three reasons, not only the
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problems faced by emergency intelligence service become uncertain, but also the emergency decision-making problems served
by intelligence cannot be called certain: 1) the emergence of a large number of unconventional emergencies; 2) emergencies
are parts of larger processes, rather than discrete events; 3) from the tight coupling of causality model to mutual influence and
interaction. When users cannot definitely cognize problems, environment and their own needs, new research paradigms need to
be adopted to adapt to high uncertainty. The structuration theory proposed by Giddens believes that people are social actors
with reflexive and agency. As an integral part of society, the organization is no exception. Reflexive and agency link the
individuals, organizations and society as a whole, forming a holistic construction oriented by management activities and
through society, which becomes the starting point to research emergency intelligence system from the perspective of
constructivism.

The Adaptive Structuration Theory (Desanctis and Poole, 1994) and the Duality of Technology Theory (Orlikowski, 1992)
derived from Structuration theory have been widely used in the field of information technology. Desanctis and Poole combine
causality and factors of social constructivism in a common model, to clarify and develop the structural capability of group
decision-making interaction process. The focus of research and interpretation is on the process by which organizations
incorporate information technology into their work and how they realize and restructure the information ttechnology. The rules,
resources and environment used by model are confined by organizational boundary and are deterministic. The practice lens
account put forth by Orlikowski is built on the premise that technology structures are emergent and cannot be embodied into
the design. While all human practice is embedded in a structured historicity, the intentional part is not structured, but being
structured and will be structured. The existing theories have been very effective in analyzing the key success factors of
information system projects and studying the adaptive behavior after the technology is adopted, but there are limitations to the
research on the parts that are being structured and will be structured. For emergency intelligence system, we need to proceed
from the top perspective of society and the bottom perspective of the actors at the same time, to make new exploration in a
wider range of multiple mutual-construction relationships, and to pay more attention to being structured and going to be
structured.

Hierarchical Model of Emergency Intelligence System

The construction of emergency intelligence system is a continuous process that takes place in the organizational network and
social environment, and interacts at different levels. There are multiple elements in the system, they restrict and influence each
other at micro, meso and macro level of structures, and together constitute the emergency intelligence system. Research on
intelligence system should not only observe and reflect the practice activities of subjects on objects, constructing the system
from the whole, but also avoid ignoring the interactions between subjects. It is necessary to analyze the contribution made by
the interaction between individuals to the society content and management activities.

Relationship: reflect

Macro level Social Objective  _, Informaton
environment world
Rule : structuration of

information resources

Relationship: service
Intelligence Management
organization organization

Rule: intelligence service
mechanism

Meso level anizational
network

Relationship: support
Intelligence
Micro level ‘Actor structure  iechnology and
ifs operato:
! " Rule: intelligence
suppori model

Manapement
subject

Figure 1: Hierarchical research model of emergency intelligence system

As shown in Figure 1, the elements of emergency intelligence system can be divided into resource elements and rule elements.
Resource elements directly involved in the process of intelligence activities include management subject, intelligence
technology and its operator, information and intelligence. Rule elements include structuration of information resources,
intelligence service mechanism and intelligence support model. In emergency management, the intelligence system does not
serve the solidified business process within the management organization; instead, it serves the emergency decision-making
and its social consequences. Therefore, we cannot emphasize only the dual mutual-construction relationship between
management organization and intelligence technology. There are multiple structures here: the consequences resulted from
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intelligence — decision-making — management activities have an impact on the social environment, and in turn affect the
intelligence and decision-making itself. The resource elements such as management subject, intelligence technology and its
operator, information and intelligence cannot be piled up as intelligence system itself. There are multiple mutual-construction
relationships between the actor structure, organizational network and social environment in the emergency intelligence system.
Research on the emergency intelligence system needs to start from the intermediate elements between people and society,
especially the rules elements that bridge other elements together.

Rule Elements of Emergency Intelligence System

Structuration of information resources

Information is one of the resource elements of emergency intelligence system, and the structuration of information resources is
the rule element that bridges social environment and intelligence technology. Management subject hopes that through the
planning and preparation of information resources, the information boundary and the information itself will be determined or
approached to a definite form. However, this desire is facing the dual challenges of the complexity of social environment and
the richness and complexity of the information it brings: In the context of the complexity of social environment, information
and its sources have heterogeneous and complex characteristics, and information resources have become an open system that
lacks overall consistency and is difficult to manage and plan. Because 1) information utilization is dependent on the structure
of information resources; 2) faced with different services, the effectiveness of information resources structure is different; 3)
the structure of information resources is dynamically changing, so it is only when the specific management activities and
corresponding intelligence activities are carried out that the structuration of information resources can be temporarily
established. The structuration of information resources is the depiction and construction of space slices of a social environment
corresponding to a specific business at a certain time in the future, so as to adapt to the ability of the actor and promote the
achievement of management objectives. With respect to emergency management, only when emergency decision-making and
emergency response occur, in the determined activity space and time segment, the management subject, management content
and organizational network can be confirmed, the structuration of information resources can be established, and the value of
information can be reflected. This is a temporary organizational activity, not a fixed and pre-set digital activity, and its ultimate
goal is to support decision-making rather than to stack data.

I ntelligence service mechanism

The operation of emergency intelligence system originates from the structuration of information resources oriented to
emergency management, and ends in the intelligence service for the decision-making subjects. The construction of emergency
information system is a construction with the intelligence users and application environment as the center, instead of one with
intelligence technology as the center. Viewed in the angle of intelligence users, the three sectors respectively formed in the
political and state area, market economy area and citizen society area, i.e. the power organizations represented by
governmental agencies, the market organizations represented by profit-seeking enterprises and social organizations represented
by public welfare non-governmental organizations, form the framework foundation for emergency management operation
jointly with residents in cities and rural areas, and jointly participate in management in the forms of permanent or temporary,
formal or informal networks. The intelligence demands occurring in emergency management activities are characterized by
diversification and correlation, including not only the diversified demands of management subjects of different types on
intelligence contents and forms, but also the coordinated demands for intelligence by managers with associated or conflicting
interests in the management of the same emergency, as well as the coordinated demands for intelligence in associated or
potentially associated emergencies. Therefore, the emergency intelligence system needs to provide service to administrators in
a complex and heterogeneous environment with fuzzy boundaries, and the intelligence service mechanism for emergency
management needs to adapt to such situations, to promote the mutual collaboration of various parts and adapt to the rapidly
changing social environment. When the new intelligence service mechanism is in operation, the space-time structure of the
distribution of information resources changes in a beneficial way, and information resources will produce the agglomeration
effect oriented to emergency management.

I ntelligence support model

The activity of intelligence supporting decision-making is a two-way interactive process. This two-way feedback mechanism is
called reflexivity. Reflexivity infuses each other with uncertainty, leading to the possibility that management behavior may
produce unpredictable results. The ultimate deadlock in modern society consists in the gulf between knowledge and decision-
making: no one really knows the consequences of the overall situation -- but we still have to make a decision. Decision-making
is fallible, and even all contrived construction may be flawed. Reflectivity and fallibility are not the only source of uncertainty,
but when we exclude technical conditions, they become the most important source of uncertainty in emergencies. The
construction of emergency intelligence system needs to consider the factors of reflectivity and fallibility: 1) using fallibility
and reflectivity to mitigate the impact of uncertainty; 2) using continuous and high-frequency decision-making to support the
emergency decision-making in the context of fallibility; 3) adopting widely distributed sensing systems that support
heterogeneous network to support emergency decision-making in the context of reflectivity.

Multi-level Analysis of Emergency Intelligence System

Jones and Karsten (2008) pointed out that researchers need to shift from the traditional focus on phenomena associated with
information systems at the individual, group, and organizational levels to a wider range of research. As mentioned earlier, the
relevant conceptual framework of emergency intelligence system includes multiple levels of close interconnection and
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interaction: actor structure, organizational network and social environment. With reference to the viewpoint of Pozzebon
(2012), we place the multilevel framework within a constructivist tradition, and view the research of emergency intelligence
system as procedural and inherently multilevel. There are many factors at each level, and there are interactions between factors
within each level and among different levels of factors, which in turn influence the behavior of actors.

Morgeson and Hofmann (1999) have suggested identifying and integrating the unity between different levels with the
functional similarity: a structure theorized as multi-level has function of equivalent relation at each level, therefore functions
with similar structure (but different in structure) can be constructed as a wider network structure. But obviously, the multi-level
framework of emergency intelligence system is not a multi-level structure with consistent functionality, and it even has no
consistent directionality, that is, there is no hierarchical feature of decomposing from high to low or converging from low to
high between levels, and it is multiple mutual-constructed, rather than being constructed in a single direction from society —
organization — actors. In this framework, it is not always possible to find consistent relations between independent variables
and dependent variables at different levels, and it is also difficult to seek for determined relation between different variables
across levels. The multi-level analysis of emergency intelligence system is not for researchers of organization science to
consider the method of construction at a higher level of analysis, instead, it provides for interdisciplinary researchers a holistic
perspective to observe the mutual-construction relationship between social environment, organizational network and actors
structure, as well as the mechanism and process of their joint action on the emergency management.

Paxtici Behaviorand Paxticipati
. Providetechnical support to emergency
Intellipence - Emenﬂ:;];rgifd decision-making through the perception
technology - - of social environment and cognition af
ability foundation cics
Respond to demand Provide intelligence service for
Technical rapidly and accurately, management subjects as translator
1o raise the intelligence between the management subjects and
operator
value intelligence technelogy
. iontif Promote the technology operator to
Ra]:_lm:_l.a], SCLELIG, obtain valid intelligence through
Management oplimized and high Tation of
subiect ™ & ency decision- transiation of cmergency management
| ki issues; responsible for decision-making
£ to deal with emergencies
o Fommlate and observe rules for
Intelligence i(lj:cﬂi ctand . tain intelligence sharing, exchange and
organization - BENICe service coordination, and provide intellipence
0 izational system scrvice channels
network . Formulate and observe coordination
o Construict and maintain nllé:sfm- gency deci -m king
anagement | management system and e TESOUrces,
organization "| and emergency responsible for the conversion of social
mechanism environment from emergency statns fo
normal status
1111_‘ don;f;l The development of emergencies and
. mﬂ]ﬁ and so cuicome of emergency dispesal changes
Social __| Other w the social environment and such
environment stakeholders o b IE CFI : y changes are fed back to the actor
gvan;hle decisions for stmcture throngh the stractiration of
the own o information

Figure 4: Mechanism of emergency intelligence system acting on the response of emergencies

CONCLUSIONS

When the human society becomes more and more abundant and developed, a variety of suspense is produced for the prospect
of the world. People cannot predict the future accurately, and can only use scenario simulation and conceptions to imagine
various possibilities of the future. This has forced the emergency managers to depend more and more on the experience,
models and data involuntarily. However, in a modern society full of reflexivity, we are unable to understand at present and
hard to judge in the future the future-oriented risks triggered by the management behavior resulted from emergency decision-
making, so the traditional intelligence research paradigm has limitation in new social environment and emergency management
activities.

This research is conceptual and theoretical. Starting from the perspective of constructivism, the theories, concepts as well as
the new parts of different disciplines are integrated into a multidimensional framework to solve the theoretical problems in the
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construction of emergency intelligence system. This theoretical framework and research paradigm can also be extended to
apply to intelligence systems with similar characteristics. This article analyzes the challenges faced by emergency intelligence
system and provides a holistic perspective on the construction of emergency management intelligence system. It closely
integrates the macro (social environment), meso (organizational network) and micro (actor structure) levels of theories,
explains the constitution relations between different levels and interactions between the intelligence system elements (resource
elements and rules elements), and focuses on the analysis of operational mechanism and multiple mutual-construction
relationships of emergency intelligence system. The emergency intelligence system is resource elements and constitution
relations embedded into the social environment and organizational network, rather than a simple technical system: the
management subjects, intelligence technology and its operator form an mutual-construction relationship at the micro level; the
management subjects, intelligence technology and its operator, information resources and organizational network form an
mutual-construction relationship at the meso level; the actor structure, organizational network and social environment form an
mutual-construction relationship at the macro level. When we re-understand and construct emergency intelligence system
using the research paradigm through society, the intelligence and intelligence system will become the foundation support and
core assets of emergency management.
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ABSTRACT

Social media has become an important part of consumers’ brand interaction. This study takes a content analysis research
approach in order to investigate the content type of three interior brands’ postings on two popular social media sites, Facebook
and Instagram, and explore how consumers engage with the content. The results show that slightly different content strategies
are used on Facebook and Instagram, and the level of consumer brand post engagement varies between the two platforms.
Instagram showed clearly a higher consumer brand post engagement compared to Facebook. Brand post engagement on the
two social media sites is enhanced by entertaining and inspirational content. Especially on Instagram, inspirational content
created the highest brand engagement. The findings are important for brands that strive to engage with fans on social media
sites. Managerial and practical implications are discussed, together with future research.

Keywords: Social media, consumer engagement, online marketing, Internet research, social networks.

*Corresponding author

INTRODUCTION

Social media marketing enhances customer engagement, creates brand awareness, allows for more targeted acquisitions of new
customers and enhances promotions of products (Tsimonis & Dimitriadis, 2017; Sharma, Alavi & Ahujaa, 2017). Many brands
have adopted social media to interact with their customers (He, Zha & Li, 2014). According to Tsimonis and Dimitriadis
(2017), companies’ activity in social media is primarily motivated by increased use by consumers, that competitors are present
in social media, possible cost reductions in marketing activities, and that social media is part of companies’ headquarter
strategy. Many social media users want to, and do, follow brands on social media (Sprout Social Index, 2016). Virtual
communities are also good places for passionate brand fans to meet (Hsu, 2019). However, following a brand does not directly
correlate with brand engagement. Different types of brand messages generate different levels of consumer engagement in
social media (De Vries, Gensler & Leeflang, 2012; Tafesse, 2015; Ge & Grezel, 2017). Little research has been conducted to
investigate the challenge for companies to attract people’s attention to brand posts and persuade them to engage with the
content (Luarn, Lin & Chiu, 2015). There is, nevertheless, a growing research base on what type of posts drive consumers’
engagement towards brands in social media (e.g. De Vries, Gensler & Leeflang, 2012; Tafesse, 2015; Ge & Grezel, 2017,
Gutiérrez-Cillan, Camarero-lzquierdo & San José-Cabezudo, 2017; Menon et al., 2019). Analyzing brand interaction in online
communities from a consumer engagement perspective is interesting also from theoretical perspectives of consumer behavior
and co-creative communities (Brodie et al., 2013). Moreover, scientific research regarding consumers’ brand post engagement
on social media sites often seems to focus on Facebook fan pages (De Vries, Gensler & Leeflang, 2012; Tafesse, 2015; Ge &
Grezel, 2017; Gutiérrez-Cillan, Camarero-lzquierdo & San José-Cabezudo, 2017; Luarn, Lin & Chiu, 2015; Schultz, 2017).
However, companies have a need to monitor and analyze content on different social media sites (He, Zha & Li, 2014).
Different social media sites have different posting features and possibilities for fans to engage with the brand (Virtanen, Bjork
& Sjostrom, 2017). Likewise, different consumer engagement metrics are used on different social media sites (Coelho, de
Oliveira & de Almeida, 2016). Hence, this study will focus on analyzing brand posts on two popular social media sites, namely
Facebook and Instagram. Facebook is the most popular social network worldwide with 2234 million active users in October
2018 (Statista, 2018). Instagram had 1000 million active users at the same time period (Statista, 2018) and is gaining in
popularity in the US, the UK and the Nordics (AudienceProject, 2017). Both platforms are actively used by consumers to
follow brands online (AudienceProject, 2017).

According to previous studies there are several types of variables that impact consumer brand post engagement on social media
sites. Cvijikj and Michahelles (2013) proposed posting time, media type and content type to effect Facebook engagement.
Swani et al. (2017) suggested brand cue, message appeal, selling strategy, information search, company fan base and message
time as impact factors on social media likes and comments. Ge and Grezel (2017) focused on humor in the posting message,
along with message complexity and product focus. Tafesse (2015) in turn analyzed brand post vividness, interactivity, novelty,
consistency and content types, and controlled the audience engagement with fan base, product category and posting date. In
other words, there is an extensive number of variables that can explain brand post engagement of social media sites. In this
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study the focus will be on content type. The argument for this decision is that content type has been found as an important
driver for brand post engagement in previous studies (Ashley & Tuten, 2015; Tafesse, 2015; Coelho, de Oliveira & de Almeida,
2016; Schultz, 2017; Cvijikj & Michahelles, 2013; Kim, Spiller & Hettche, 2015).

The main objective in this study is to take an explorative consumer engagement approach to analyze three interior design
brands’ postings on Facebook and Instagram. Within interior design social media is actively used for marketing
communications and the preferred social media sites for interior designers are Facebook and Instagram (Unity Marketing,
2018). Hence, interior design is an interesting branch to study for the purpose of this study. We conduct content analysis to
identify the characteristic of the content that the three brands are posting on the two social media sites, and investigate
differences in consumer brand post engagement regarding these postings. Knowledge about this topic contributes to the
theoretical discussion on consumer engagement and to brands who seek to improve consumer interactions by using social
media.

We will first conduct a literature review where the focus is on consumer engagement, metrics for measuring engagement and
different content types in social media postings. Thereafter, we present the method, which includes the data collection, sample
and variable operationalization and coding. Results are presented and discussed. Finally, we conclude with a summary of the
study’s contributions and directions for future research.

LITERATURE

Brand Post Engagement And Metrics

There are different theoretical perspectives to analyze engagement in social media, namely online advertising, brand
community and uses and gratification theory (Tafesse, 2015). This study is based on literature regarding consumer engagement.
The engagement concept has become increasingly used in marketing literature within the area of consumer behavior and co-
creative communities (Brodie et al., 2013). The conceptual roots of consumer engagement are derived from theory regarding
interactive experience and value co-creation within relationship marketing and service-dominant logic (Brodie et al., 2011).
Social networks have changed the dynamics of marketing interchange between companies and consumers and in this new non-
transactional environment the focus has shifted from transactions towards consumer engagement and participation (Cvijikj &
Michahelles, 2013). Consumer engagement in a virtual brand community is dynamic and multidimensional in character, where
engaged consumers display increased loyalty, satisfaction, empowerment, connection, emotional bonding, trust and
commitment towards the brand (Brodie et al., 2013). Hollebeek et al. (2014) propose that consumer brand engagement consists
of three dimensions; (1) generic cognitive, (2) emotional and (3) behavioral. The cognitive dimension is defined as “a
consumer’s level of brand-related thought processing and elaboration in a particular consumer/brand interaction”. The
emotional dimension refers to “a consumer’s degree of positive brand related affect in a particular consumer/brand interaction”.
The behavioral dimension is defined as “a consumer’s level of energy, effort and time spent on a brand in a particular
consumer/brand interaction”. These dimensions, according to the authors, describe consumers’ activities in brand interactions.

In this study we monitor the behavioral outcomes of consumer engagement with brand posts in social media. A similar
approach to investigate consumer engagement on social media was used by Schultz (2017). On social media fans can interact
with brand posts by pressing e.g. like, commenting on them or sharing them (Luarn, Lin & Chiu, 2015). The fan engagement
levels on Facebook have been described as a pyramid where Like is at the bottom (the mildest level of engagement), Reaction
is a form of emotion icons (e.g. Love, Sad), Commenting goes beyond Liking in engagement with a brand, sharing indicates
trust towards a brand and on the top of the pyramid create represents Involvement, which goes beyond engagement (co-
creation of content) (Sharma, Alavi & Ahujaa, 2017). Consumers’ online brand-related activities have also been described as a
path to gradual involvement with brands on social media; the first step is consumption (e.g. viewing and reading branded
content), the second step is contributing (e.g. commenting on brand related content) and the third step is creating (e.g.
uploading brand related content) (Muntinga, Moorman & Smit, 2011). Hence, it seems clear that consumer brand post
engagement has different levels of involvement, which should be considered when selecting a measurement model or formula
for measuring brand engagement. Consumer engagement also occurs within a specific situational context that generates
different levels of engagement (Brodie et al., 2011).

Different studies have used different approaches to measure social media engagement. De Vries et al. (2012) measured
numbers of likes and comments, Tafesse (2015) measured number of likes and shares, Luarn, Lin and Chiu (2015) and He, Zha
and Li (2014) measured number of likes, comments and shares. Ge and Grezel (2017) adapted a formula used by
Unmetric.com to calculate the weighted customer engagement. The formula used was calculated as follows: Likes*1 +
Comments*5 + Reposts*10. The weighted formula considers the different levels of brand post engagement as described above
and thus we see it as a valuable approach to calculate engagement. According to Coelho, de Oliveira and de Almeida (2016)
the primary engagement metrics for Facebook are likes, comments and shares, and for Instagram likes and comments. We will
use the metrics proposed by Coelho, de Oliveira and de Almeida (2016) for our study, together with the weighted formula used
by Ge and Grezel (2017), to measure consumer brand post engagement in this study.

Content Type And Engagement
Content in marketing communication strategies refers to the message that is transmitted (Mohr & Nevin, 1990). Content
categorizations are based on the type of information that is exchanged and the type of influence message that is embedded in
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the exchanged information (Mohr & Nevin, 1990). Good social media content is likely to trigger consumers to engage (Ashely
& Tuten, 2015). Previous studies propose different types of brand posts typologies and categorizations of content in social
media. For example, based on an extensive study of Twitter content the following content types were identified: information-
sharing, emotion-evoking, and action-inducing content (Taecharungroj, 2017). The findings are, however, mixed as to whether
the content type actually affects consumer engagement (Schultz, 2017). De Vries et al. (2012) did not find informational and
entertaining content to have an impact on likes and comments in social media, while Luarn, Lin and Chiu (2015) found
informational, entertainment, remuneration and social posts to be crucial elements in driving online engagement. Cvijikj and
Michahelles (2013) also found entertaining content to drive liking, commenting and sharing on social media. On the other hand,
De Vries et al. (2012) found that higher interactivity and vividness of posts showed a positive impact on the number of likes.
Interactive posts were defined as contests to win prices, questions, quizzes and calls to act (urge fans to respond), and high
vividness was defined as announcements of upcoming brand events and videos. Tafesse (2015) in turn categorized content as
transactional, informational and entertaining. In that study entertaining content showed positive effects on Facebook likes.
Also, content novelty (post on new products, brand events, unique product displays) was found to have a positive effect on the
number of likes and shares (Tafesse, 2015). Coelho, de Oliveira and de Almeida (2016) findings show that especially events
and promotion related content led to higher engagement on Instagram and in a study by Schultz (2017) content with
presentations of competitions showed high influence on the social media engagement (likes, comments, shares) and recruiting
information showed high influence on likes and shares. There are also differences between different industries regarding
consumer engagement with content in postings (Schultz, 2017; Kim, Spiller & Hettche, 2015). In the industrial service
category, the self-oriented content (i.e. information about the company or its products, or company events and campaigns) was
less liked than task- and interaction-oriented content, while in the consumer convince industry self-oriented content was liked
and shared more than interaction-oriented content (Kim, Spiller & Hettche, 2015). Content on different types of social media
site also generate different types and levels of consumer engagement (He, Zha & Li, 2014).

See Table 1 for a summary of some previous categorizations of social media content type and their effects on consumer
engagement. As we can see from Table 1, there are clearly diverse classifications of content type in social media postings and
differences in how content effects engagement. Based on this, we raise the following two research questions:

® \What type of content are interior design brands posting on Facebook and Instagram?
® Are there differences in consumer brand post engagement regarding these postings?

Table 1: Content type and effect on engagement in previous studies

Study Content type Effect on engagement
De Vries, Informational: information about the brand and/or its products. No influence on likes
Eggfslger:g& Entertaining: content unrelated to the brand e.g. funny movies or anecdotes. and comments.
2012
Luarn, Lin Informational: content about specific products, brands and related marketing activity. | All categories showed
& Chiu, : . ; positive effect on
2015 Entertamm'ent. humorqus videos, teasers, §Iogans and wordplay. likes, comments and
Remuneration: promotions, coupons, special offers and other offers to attract shares.
attention.
Social posts: questions and statements aimed to bring out interaction with users.
Tafesse, Transactional: price promotions, deals and other sales related details. Entertaining content
2015 Informational: product reviews, product recommendations and specifications. ﬁﬁgsctsgsﬁ?\fgﬁ,mk
Entertaining: contests, events, humorous things. '
Coelho, de Advertising: posts to promote brands and entertaining content. Events and promotions
Oliveira & | Eyents: photo and video media, directly connected to brands. lead to higher
de Almeida, ) ] ; engagement on
2016 Fan: the fan is responsible for the content or the idea. Instagram.
Information: Data about events, places, opportunities, people or celebrities, directly
connected to a brand.
Promation: like quizzes, which promote participation of followers through rewards.
Schultz, Charity: information on charity events. Competitions showed
2017 o ; i high influence on
Comgetlt!on. presgntatlons of competitions. likes, comments and
Content: informative post related to a product. shares. HR showed
Coverage: reports event such as photo shoots. high influence on likes
L . . and shares.
Holiday: posts referring to holiday, season or weekend.
HR: recruiting information.
Product: post related to specific products.
Promotion: discounts, sales or store openings.
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Statement: posts stating an opinion on a topic.

Cvijikj & Entertainment: teasers, slogans, or word play, most of those explicitly asking for an Entertainment was

Michahelles, | engagement from fans. found to be the most

2013 Information: traditional advertisement, thus containing information about specific ;!}(ﬂuent'at mcrgtzgsmg
products, brand, or the company. ;néngﬁa‘;?l%me” Ing
Remuneration: sweepstakes organized within the Facebook brand pages. '

Kim, Spiller | Task oriented contents: persuasive messages, new product announcement, online Content type impact

& Hettche, discounts, coupons and contests. engagement dependent

2015 on industry type

Interaction oriented contents: Content not directly related to the brand, celebrating a
special day or asking to interact and answer questions

Self-oriented contents: Information about the company or its products, or company
events and campaigns.

Source: This study.

METHOD

Data Collection And Sample

This study employs content analysis to address the research questions. The three companies selected for data collection were
chosen based on their high rankings in brandsome.fi, a Finnish site that ranks brands based on their popularity. Popularity on
brandsome.fi is the number of followers in the following social media sites; Facebook, Twitter, Instagram, YouTube and
Pinterest. The pick was made week 16/2017 within the interior design store (sisustusliike in Finnish) category on brandsome.fi.
Hence, all three companies (referred to here as brand A, B and C) are Finnish brands that can be categorized as interior design
brands. All three companies are small-medium size enterprises regarding number of employees and turnover.

All public brand posts published in Facebook and Instagram between October 2016 and March 2017 for all three brands were
collected manually. One researcher functioned as the collector and coder of the raw data used for this study. By manually
looking at each post during data collection, a better understanding of the visual intent of the posts should be achieved, as
opposed to an automatic procedure with a software program (Laestadius, 2017). All information was gathered without logging
into either a Facebook or Instagram account during the data collection, as suggested by Laestadius (2017). Logging in may
result in inclusion of data from private accounts (Laestadius, 2017).

The sample was collected between April 1st and 26th 2017. The number of likes, comments and shares change continuously in
social media; or posts may be managed, made private, or deleted by users after being collated. A final update was made April
30th 2017 and hence the numbers presented in the results are representative of the situation on April 30th 2017. Laestadius
(2017) recommend allowing sufficient time for users to reflect on posted content after it has been published. Data collection
one month after the last post ought to be sufficient, as most reactions are often received within the first 48 hours. Overall, the
sample size was 392 Facebook posts and 388 Instagram posts, which makes a total of 780 posts.

Operationalization And Coding

To operationalize the type of content in the posts we used the content types of previous studies as a base, as described earlier in
Table 1. In the initial coding process a textual description of the main message in every post was registered, along with data on
product visibility in the message, and whether the content was shared or not. By analyzing the descriptions of the posts, we
discovered other types or nuances of content that did not fit directly into previous categorizations. Hence, we partly adopted an
inductive approach to code the content categories. We coded transactional and entertaining content as described in Tafesse
(2015) but re-labeled informational as inspirational content. An inspirational approach to present product related content seems
to be typical for interior design brands, where the postings strongly aim at evoking emotions and design ideas regarding the
products, patterns and different product related settings. A similar category of emotion—evoking content has also been
identified by Taecharungroj (2017). Cooperative was added, as a substantial part of the content in the posts was shared or co-
produced content with bloggers, stylists, magazines, TV-shows etc. A similar type where the fan was behind the idea and
content of the post was used by Coelho, de Oliveira and de Almeida (2016). Also Taecharungroj (2017) identified content-
sharing as an important social media communication strategy by a global brand. A fifth type, miscellaneous, was added as
some content could not be fitted into any of the other types. This content was typically general announcements and updates.
See Table 2 for a description of the five content types used in this study. The final coding of content types was conducted by
the principal researcher based on the description of each collected posting.

Different emotional icons (emoji’s) in Facebook related to like/dislike/heart were not separated, therefore “likes” include all
these reactions. Although the use of emoji was mainly positive towards the brands, some likes may in fact be negative
reactions towards brand posts. Hence, we are here mainly measuring the behavioral dimension of engagement, rather than the
emotional dimension (Hollebeek et al., 2014). The number of comments and shares were also collected from the brands’
Facebook fan pages and comments from the brands’ Instagram fan pages. In Instagram, shares are not shown in a similar
manner to that of Facebook posts. In Instagram, content is basically shared by tagging other people, or the post is reposted to
the person’s own account. Also, Coelho, de Oliveira and de Almeida (2016) suggested to use likes and comments in Instagram.
To calculate the weighted consumer brand post engagement on both platforms, we used the formula adapted from
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Unmetric.com by Ge and Grezel (2017). The formula used was calculated as follows: Facebook engagement = 1*Likes +
5*Comments + 10*Shares and Instagram engagement = 1*Likes + 5*Comments.

The coding also included posting time according to the six months investigated (October to March), the social media site
(Facebook, Instagram) and brand page coded according to the three companies (A, B and C) investigated. The follower base of
the three brands was also registered at the final sample update.

Table 2: Content type
Content type Description

Inspirational Inspirational product and pattern picks, new product arrivals and other inspirational product related calls
to act (e.g. take a look at this, get inspired).
Entertaining Contests for prizes, fun events and questions for fans.

Transactional | Price promotions, deals and other sales related details.
Cooperative Shared or co-produced content with bloggers, stylists, magazines, TV-shows etc.
Miscellaneous | Content which does not fit into any of the other characteristics (e.g. general announcements and updates).

Statistical Analysis
All statistical analysis were conducted in IBM SPSS Statistics 25. Preliminary analysis were conducted to check normality
distributions and homogeneity of variance between groups. The main analysis included descriptive statistics of brand postings
and content type, and a four-way ANOVA-analysis and an one-way ANOVA-analysis with post hoc tests to understand brand
post engagement. An ANOVA-analysis was chosen as the dependent variable is continuous and the independent variables are
categorical.

RESULTS
Brand Postings and Content Type
In Table 3 we can see that Brand A was the most active in posting content of the three brands with 146 posts in Facebook and
166 posts in Instagram. Brand B was the only brand to publish more posts in Facebook than in Instagram — on average 22 posts
per month in Facebook and 14 posts per month in Instagram. Brand C posted on average 19 posts per month in Facebook and
24 in Instagram. By summing up the mean number of posts per week for all three brands, five posts was the mean both on
Facebook and Instagram. Overall, November to December before Christmas was the peak period for postings on both platform
(Table 3). Of the total 388 Instagram posts, 156 (40.2%) were made during this period. Similarly, out of 392 Facebook posts,
147 (37.5%) were posted in November to December. Also, other festivities (e.g., Halloween, Finnish Independence Day,
Valentine’s Day, and Father’s day) generated peaks in frequency of postings. All three brands have a larger follower base on
Facebook. The average follower base of the three brands, as of the final sample update, was 31048 followers on Facebook and
17300 followers on Instagram (Table 3).

Table 3: Number of postings, posting time and followers

Postings Posting time Followers
Brand page | Total | Facebook | Instagram | Oct | Nov | Dec | Jan | Feb | Mar | Facebook | Instagram
A 312 | 146 166 51 |54 [64 |50 |36 |57 | 16486 13300
B 212 | 130 82 27 |42 |54 |35 |26 |28 | 32146 21800
C 256 | 116 140 48 |53 |37 |39 |35 |44 |44510 16800
Total 780 | 392 388 126 | 149 | 155 | 124 | 97 | 129 | 93142 51900
Average 260 | 131 129 42 |50 [52 |41 |32 |43 |31048 17300

Table 4 shows the postings according to content type. Most of the posts on both sites were of inspirational character. Overall,
Instagram received more inspirational posts than Facebook. Facebook in turn received more transactional and miscellaneous
posts than Instagram. Entertaining and cooperative content gained quite similar numbers of posts on both social media sites. A
chi-square test for independence indicate a significant association between social media site and content type, x2 (4, n = 780) =
43.107, p < 0.001.

Table 4: Posting according to content type

Content type Total N =780 Facebook N =392 Instagram N = 388
posts % posts % posts %
Inspirational 450 57.7 194 49.5 256 66.0
Entertaining 20 2.6 11 2.8 9 2.3
Transactional 150 19.2 91 23.2 59 15.2
Cooperative 118 15.1 58 14.8 60 15.5
Miscellaneous | 42 5.4 38 9.7 4 1.0

Consumer Brand Post Engagement
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In Table 5 we can see the mean score of Likes, Comments and Shares per post on the two sites, followed by the weighted
engagement (WE) mean score. In Table 6 we can see the descriptive statistics of weighted engagement according to content
type overall and for both Facebook and Instagram. Based on the numbers in Table 5 we can see that Instagram gained overall
higher consumer brand post engagement, despite that shares are excluded from the Instagram score. The main difference
between Facebook and Instagram seems to be the mean number of Likes. We also divided the WE number with the average
number of Facebook and Instagram followers of the brands. Instagram scores a higher follower engagement rate 2.72% (WE
469.89 / Followers 17300) than Facebook 1.01% (WE 304.17 / Followers 31048).

Table 5. Descriptive statistics of consumer brand post engagement
Facebook Instagram
Mean SD Min Max Mean SD Min Max
Brand post likes 235.71 265.86 2 1751 460.64 269.54 72 1923
Brand post comments | 10.83 96.61 0 1706 1.85 2.17 0 15
Brand post shares 2.86 9.40 0 102 - - - -
Brand post WE* 304.17 633.03 2 10037 469.89 272.98 72 1963

* Likes*1 + Comments*5 + Shares*10

Table 6. Descriptive statistics of weighted engagement (WE) according to content type

Overall WE Facebook WE Instagram WE
Content type N Mean SD N Mean SD N Mean SD
Inspirational 450 | 421.45 361.14 194 | 299.00 318.60 256 | 514.24 | 296.26
Entertaining 20 1121.20 2224.37 11 1718.91 2723.47 9 412.89 | 177.55
Transactional 150 | 311.35 342.36 91 264.62 336.73 59 383.44 | 227.08
Cooperative 118 | 289.60 202.91 58 185.92 232.97 60 389.81 | 165.09
Miscellaneous 42 200.00 153.93 38 196.21 159.43 4 236.00 | 98.60
Total 780 | 386.60 495.00 392 | 304.17 633.03 388 | 469.89 | 272.98

In order to further analyze the data, we explored the normality distribution of the weighted engagement. The engagement was
heavily positively skewed. The skewness coefficient was 10.741 and kurtosis 190.25. Hence, we did a logarithmic
transformation of the weighted engagement to exclude unusual cases. Similar transformations have also been conducted in
other social media engagement studies with positive skewness (Kim, Spiller & Hettche, 2015). The transformed engagement
variable improved to a skewness coefficient of -0.957 and kurtosis of 2.174. We used the transformed engagement variable as
dependent variable in an ANOVA-analysis to test the main and interaction effects of content type and social media site
(Facebook vs. Instagram). To control for the possible main effects of the number of postings and follower base of the three
brands and the time of postings, the variables brand page and posting time were included as additional independent factors in
the analysis. We also tested the homogeneity of variance. The Levene’s test of equality of error variances was significant
(22.601, df1/df2 = 9/770, p < 0.001), thus we should set a more stringent significance level (at least 0.01) when analyzing the
effect sizes of the model (Pallant, 2016).

The ANOVA-analysis does confirm the type of social media site to have a main effect on the weighted engagement (Table 7).
There is also a clear interaction effect between type of social media site and content type on WE. Furthermore, the result shows
a strong significant main effect of content type on engagement. Hence, our further analysis includes a one-way ANOVA with
post hoc test to better understand the differences between content type on Facebook and Instagram (see below). It should be
noted that the control variable brand page had a significant effect on engagement but posting time did not show significant
effect. The results in Table 7 show that the model explains 30.0% of the variance (adjusted R2 squared), thus it is obvious that
there are other variables that also affect consumer brand post engagement.

We ran a one-way ANOVA with post hoc test to investigate differences in the logarithmic weighted engagement between the
five content types for the total sample and for the Facebook and Instagram data separately (Table 8). The Levene’s test of
homogeneity of variance was significant for the overall data (9.973, df1/df2 = 4/775, p < 0.001) and the Facebook data (5.030,
df1/df2 = 4/387, p = 0.001), but not for the Instagram data (1.550, df1/df2 = 4/383, p = 0.187). Hence, we used (as suggested
by Pallant (2016)) the Welch-test for the overall data (15.000, df = 4, p < 0.001) and Facebook data (5.905, df = 4, p < 0.001),
but the F-test for Instagram data (7.555, df = 4, p < 0.001). All three tests were clearly significant. Then we used the Games-
Howell post hoc for the overall data and the Facebook data, and the Tukey post hoc test for the Instagram data. The Games-
Howell post hoc test is suitable when unequal group variances are assumed and there are unequal group sizes, and the Tukey
post hoc test is suitable when equal variances are assumed but there are unequal group sizes (Shingala & Rajyaguru, 2015).

In Table 6 we can see that entertaining content clearly scores the highest mean value overall, and the pairwise comparisons
with the Games-Howell post hoc test does show a significant difference between entertaining content and transactional,
cooperative and miscellaneous content (Table 8). In addition, inspirational content does overall show a clear positive mean
difference towards transactional, cooperative and miscellaneous content.
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The number of cases for Entertaining content (9 cases) and Miscellaneous content (4 cases) on Instagram is low, thus these two
content categories were omitted from the Instagram ANOVA-analysis. On Instagram, inspirational content received the highest
mean score. The Tukey post hoc test confirms a significant difference between inspirational content and transactional and
cooperative content (Table 8). Also, on Facebook inspirational content scored a significantly higher mean than transactional
and cooperative content. Entertaining content scores the clearly highest mean value on Facebook, but due to the low number of
cases (11) the results need to be omitted from the ANOVA-analysis. When we analyzed the Facebook engagement numbers in
detail, we found a few prize competition posts (categorized as entertaining content) that acquired very high engagement
numbers. Therefore, it seems that some highly attractive prize competitions generate peaks in engagement on Facebook.

Table 7. ANOVA-analysis for the dependent Log (weighted engagement)

Type Il Sum of
Effect Squares df Mean Square F p Partial n2
Corrected Model 257.406 16 16.088 21.823 0.000 0.314
Intercept 5383.047 1 5383.047 7301.864 | 0.000 0.905
Content type 31.172 4 7.793 10.571 0.000 0.053*
Social media site 21.010 1 21.010 28.498 0.000 0.036*
Brand page 18.333 2 9.167 12.434 0.000 0.032*
Posting time 5.559 5 1.112 1.508 0.185 0.010
Content type * Social media 14.953 4 3.738 5.071 0.000 0.026*
site
Error 562.495 763 | 0.737
Total 24632.028 780
Corrected Total 819.902 779

a. R Squared = 0.314 (Adjusted R Squared = 0.300), * The effect size is significant at 0.001 level

Table 8. Post-hoc test for content type and Log (weighted engagement) overall and on Facebook and Instagram

Overall mean Instagram

(I) Content (J) Content (1-J) Facebook Mean Mean

type type difference p Difference (I-J) | p Difference (I-J) | p

Inspirational Entertaining -0.43761 0.518 | -1.12685 0.213 0.17346 0.849
Transactional 0.55633* 0.000 | 0.46102* 0.042 0.31254* 0.000
Cooperative 0.43916* 0.001 | 0.55555* 0.013 0.22260* 0.019
Miscellaneous | 0.77515* 0.000 | 0.32246 0.349 0.72104* 0.038

Entertaining Transactional 0.99395* 0.017 | 1.58787 0.053 0.13908 0.939
Cooperative 0.87677* 0.041 | 1.68241* 0.039 0.04915 0.999
Miscellaneous | 1.21276* 0.004 | 1.44931 0.085 0.54758 0.371

Transactional | Cooperative -0.11718 0.923 | 0.09453 0.992 -0.08993 0.868
Miscellaneous | 0.21881 0.740 | -0.13856 0.969 0.40850 0.519

Cooperative Miscellaneous | 0.33599 0.324 | -0.23309 0.832 0.49844 0.312

* The mean difference is significant at 0.05 level

DISCUSSION AND CONCLUSION

The main purpose of this study was to explore three interior design brands’ postings on Facebook and Instagram and to analyze
consumer engagement towards the posts. We raised two research questions. Our first research question was: What type of
content are interior design brands posting on Facebook and Instagram? Based on a content analysis we identified the following
content types: Inspirational, Entertaining, Transactional, Cooperative and Miscellaneous. Most posts on both social media sites
were of inspirational character, but Facebook was compared to Instagram used more for transactional and miscellaneous
postings, while Instagram relative to Facebook was used more for inspirational postings. Entertaining and cooperative posts
were quite evenly distributed on both sites. This shows that slightly different content strategies are used on the two social
media sites. Facebook does have better linking features to e.g. external Web sites/stores, which may promote a more
transactional content strategy. Instagram again is based mainly upon visual postings such as photos or images, which may
boost more inspirational posts by brands. Instagram is an image and visual content dominant social media platform (Virtanen,
Bjork & Sjostrém, 2017).

The results also show that the three interior design brands investigated are actively present in social media, they have a regular

posting frequency in both Facebook and Instagram. The peaks of posts occur before Christmas and during other major events
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and festivities, which is quite typical on social media sites (Coelho, de Oliveira & de Almeida, 2016). The importance of
frequent brand updates in social media has also been emphasized in previous studies (Ashley & Tuten, 2015).

The second research question that we raised was: Are there differences in consumer brand post engagement on Facebook and
Instagram? The results show that the levels of consumer engagement vary between the two social media platforms. The brands
in this study had more followers on Facebook than Instagram, which ought to lead to higher engagement on Facebook due to
the potential of higher reach. However, in this study Instagram showed a significantly higher weighted consumer brand post
engagement rate than Facebook, and the type of social media site showed a significant main effect on the weighted
engagement. Also the interaction effect between the type of social media site and content type was significant. This is in line
with previous research that different social media sites generate different levels of engagement (He, Zha & Li, 2014). The user
base on Instagram is also younger (AudienceProject, 2017; Pew Research Center, 2018), and the Instagram fans may thus be
more active in social media in general. According to Pew Research Center (2018) young adults stand out in frequency of social
media use. Moreover, there seems to be a consensus among industry experts that free brand post exposure has dropped
especially in Facebook, e.g. due to the algorithms in the news feed. Still social media engagement rates of 1 — 3% are quite
good according to some professional online sources. In this study the overall weighted engagement rate on Facebook was
1.01% and on Instagram 2.72%.

Based on our further analysis we found that inspirational and entraining content gained the highest weighted engagement
numbers overall. On Facebook a few prize competitions (here categorized as entertaining content) generated very high
engagement numbers. Entertaining content and competitions for prizes have also by other studies been found to generate high
consumer engagement levels on social media sites (Tafesse, 2015; Schultz, 2017; Cvijikj & Michahelles, 2013). On Instagram
inspirational posts clearly generated the highest weighted engagement numbers, albeit there were only 9 cases (omitted) of
entertaining content. Nevertheless, it seems like the brand fans on Instagram are engaged by inspirational interior design
branded content and are not only looking for deals, contests for prizes or similar. Brands should be careful that the consumers
might mainly follow a brand in order to qualify for discounts or different types of coupons (Ashley & Tuten, 2015). Hence,
evoking emotions in social media does seem to be an interesting communication strategy for brands (Taecharungroj, 2017).
Building an emotional bond with brand fans in online communities may also deepen the fans’ affection and passion for the
brand (Hsu, 2019). Emotional engagement is an important dimension in the theoretical foundation of consumer brand
engagement (Hollebeek et al., 2014).

Limitations And Further Research

As clearly shown in the literature review of this paper, different studies use different content classifications and consumer
brand post engagement metrics on social media sites, and thus it may be hard to directly compare results between different
studies. Here, we defined content types as Inspirational, Entertaining, Transactional, Cooperative or Miscellaneous, which we
found appropriate based on previous research and the data set in the context of interior design on two different social media
sites. The results are delimited to the context of interior design and three Finnish brands. The interior design market is
aesthetically driven and hence the characteristics of Instagram as an image and visual content dominant social media platform
ought to fit well within interior design. Previous research confirms that there are differences between industries how content
influence engagement in social media (Kim, Spiller & Hettche, 2015; Schultz, 2017). Therefore, future studies could have a
larger data set from different types of industries. Cultural aspects could also be interesting to study, and other posting
characteristics such as media type (text, photo and video) could be included in the analysis. The formula used for the weighted
consumer engagement could also be critically reviewed. In this study we did not consider emotional emoji reactions and thus
including emotional reactions to the weighted engagement formula could be an interesting aspect to consider in further studies.

Conclusion

To sum it up, this study contributes to previous research regarding content type and consumer engagement in social media
marketing and hence it helps to understand what type of postings on two social media sites drive consumer brand post
engagement. It also adds to the theoretical discussion on consumer engagement. Engagement on the two social media sites is
enhanced by entertaining and inspirational content. Especially on Instagram, inspirational content created the highest brand
engagement. From a managerial perspective, this study shows the importance of monitoring and analyzing postings on
different social media sites. A primary insight in this study was the differences in consumer brand post engagement between
Facebook and Instagram, where Instagram had a higher engagement level. Brands that want to achieve business advantages
using social media need to regularly analyze themselves and their competitors on different social media sites. Future research
could replicate this study by taking into account the discussed limitations and improving upon them.
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ABSTRACT

E-commerce is a fast-growing economy today. The waves of cross-border e-commerce has also been accelerated resulting in
big opportunities as well as threats to firms. Understanding consumer perception towards cross-border e-commerce is crucial
especially perception of trust and risk towards cross-border e-commerce for the consumers need to transact with the system
that may lead to various vulnerabilities. Moreover, the consumer loyalty is also critical for business in the central of highly
competitive market to ensure sustainable profit and stable market position. In this study, Trusting Belief and Perceived Risk
are major constructs incorporated with Expectation-disconfirmation Theory to extend the knowledge of e-commerce study by
focusing on cross-border e-commerce amongst the consumers in Thailand. Trusting Belief and Perceived Risk are formed into
expectation and performance constructs in accordance to Expectation-disconfirmation Theory to evaluate the pre-to-post
purchase perception. The Structural Equation Model suggests that the post-purchase trust and perceived risk are highly
influence to the expectation disconfirmation of which results in satisfaction and repurchase intention from the e-seller. In term
of cross-border e-commerce, consumer expectation towards risk and trust on e-sellers is vary and not significant. They tend to
expose themselves to risk at first; however, the post-purchase trust and risk are highly influential and shape a firm perception
of trust and risk towards the e-sellers.

Keywords: e-commerce, cross-border e-commerce, trust, perceived risk, repurchase intention, Expectation-disconfirmation
theory.
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INTRODUCTION

Electronic commerce, or E-Commerce, is inarguably growing and expanding throughout the world. Market value of E-
Commerce triplicates from about one million US dollars in 2012 to 3 billion USD in 2017 globally. Electronic commerce
offers customer various benefit on shopping such as variety of product, fast searching, decreasing asymmetric of product
information, etc. (Amaral, 2017). International electronic trade or cross-border E-Commerce has been enriched thank to
technology advancement and connected world. It is today’s growth rocker in E-Commerce with USD 300 million market size
in 2017 and average growth of 20 percent per year (DHL Express, 2016). ASEAN, Association of South East Asian Nations,
has announced that they will boost digital economy throughout the region which will benefit cross-border E-Commerce. The
ministry of trade and industry of Singapore said that they would support advanced payment and transaction to help small and
medium firms to expand their E-Commerce; however, there are challenges for less developed counties such as Myanmar,
Cambodia, and the Philippines on logistic and internet penetration (Iwamoto, 2018).

In the customer perspective, the E-Commerce benefits their shopping. Consumers across markets are motivated to shop cross-
border for fundamental reasons - product availability, a more attractive offering (including price), and trust. Fashion and
electronics are long-known cross-border top sellers, but consumers now crave more on other product categories such as beauty
and cosmetics, pet care, food and beverage, and sporting goods (DHL Express, 2016)However, cross-border e-commerce has
received relatively less research attention than in domestic e-commerce context (Xiao, Wang, & Liu, 2018) while the business
has been changing very fast. Cross-border E-Commerce in Thailand has been growing in accordance to the region trend. In
Thailand, E-Commerce has been adopted for many years with the linear increasing sales from 2,865 million USD in 2015 to
4,239 million USD in 2017 (Priest, 2017). Studying on Thailand’s population is interesting due to a high growth in both digital
commerce adopters and Thailand is part of South East Asia region which is a fast-growing region in e-commerce market
(Priest, 2017).

In this study, we develop research questions on the cross-border e-commerce that need to be answered. Do consumer trust
expectation and risk expectation influence consumer disconfirmation and later trust and risk perception towards cross-border e-
commerce or not? Do disconfirmation of consumer trust and risk expectation, consumer satisfaction, post-purchase trust and
risk perception influence repurchase intention from cross-border e-commerce or not? Does consumer trust affect perceived risk
at the pre-purchase stage as well as post-purchase stage or not? Do consumers expect trust and risk from cross-border e-
commerce sellers and domestic e-commerce sellers differently across the pre-purchase and post-purchase stage or not?

LITERATURE REVIEW
Expectation-Confirmation Theory
The expectation-confirmation theory has been widely adopted and many fields of study, especially marketing field. The theory
extensively studies the post-purchase experience involving customer satisfaction and continuance of using services or
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repurchase based on their satisfaction of prior purchase, usage of services, or adoption. The theory proposes that the
expectation which is a pre-purchase stage affects the confirmation or disconfirmation of the belief which can be resulted in
actual purchase or adoption (Oliver, 1980). Satisfaction in the theory refers to the customer overall satisfaction after adoption,
purchase, or usage of product or services. Although ECT has been widely adopted in marketing field; however, many
researchers discuss that the theory ignores viability of the post-experience expectation i.e. the customer changes their
perception after period of time after making purchase from negative to positive or vice versa due to intermediate effect of
environment possibly social influence and marketing campaign (Bhattacherjee, 2001).

Trust

The definition of trust is complicate due to its abstract and complex factor nature. Trust has been addressed in many previous
researches with vast definition and stages (Bonson Ponte, Carvajal-Trujillo, & Escobar-Rodriguez, 2015). Several theories
regarding trust are diverse into many stages of the interaction between trustee and trustor (Stouthuysen, Teunis, Reusen, &
Slabbinck, 2018). Trust has been studied in many fields, yet the diverse conceptualisation of trust is ununified. Trust is of
central importance in this decision (Fisher & Zoe Chu, 2009) reflecting the willingness of a party to be vulnerable to the
actions of another party based on positive expectations regarding the other party’s motivation and/or behaviour. In the field of
electronic commerce, trust formulate a belief of the consumer on the seller to the extent of positive belief. Due to the nature of
the electronic commerce, consumers experience uncertainty of the online purchase; therefore, trust plays an important role as a
solution to uncertainty/risk (Kim, Ferrin, & Rao, 2008, 2009). On McKnight and Chervany’s previous research in the area of
electronic commerce proposes a decomposition and conceptualisation of trust and the antecedents of trust that trust
constructors can be differentiated into two dimensions which are Institutional trust and dispositional trust (Harrison McKnight
& Chervany, 2001). The disposition to trust means the extent to which one displays a consistent tendency to be willing to
depend on others in general across a broad spectrum of situations and persons (McKnight, Choudhury, & Kacmar, 2002) while
institutional trust refers to an individual’s beliefs about the structural safety or favourability of the conditions beyond a given
transaction and beyond specific sets of exchange partners (Harrison McKnight & Chervany, 2001).

Perceived Risk

Risk is one of the most important factors to study in cross-border e-commerce due to its uncertainty in transaction and
experience. Cross-border online shopping is an unfamiliar and uncertain activity for consumers, more so than domestic
electronic commerce (Lesma & Okada). Risk is a situation that that may be resulted in uncertainty or negative consequence
(Naovarat, 2015). Risks may be classified into various types such as Jacoby and Kaplan’s seven type of risks which are
financial, performance, physical, psychological, time, social, and opportunity cost risk (Kim et al., 2008). Likewise, risk can be
grouped into System-dependent uncertainty and Transaction-specific uncertainty according to study from (Rouibah, Lowry, &
Hwang, 2016). In the previous research from Featherman and Pavlou on the consumer risk on an aspect of consumer behaviour,
they intensively study the various aspect of risk and classify them into 7 facets of risk which are performance risk, financial
risk, time risk, psychological risk, social risk, privacy risk, and overall risk (Featherman & Pavlou, 2003).

Trust-Risk Interaction and EDT Model

Pavlou’s study on Trust and Risk interaction towards Intention suggest that Trust affects Risk (P. A. Pavlou, 2003) based on
TAM (Technology Acceptance Model) in accordance to the study by Kim et. al. which conduct longitudinal study based on
EDT suggests the same effect direction (Kim et al., 2009) as well as the work done by Zhu et. al. in later year (Zhu, Neal, Lee,
& Chen, 2009). Trust and Risk are not very influential to customer intention to repurchase or continuance intention (N.
Lankton, McKnight, & Thatcher, 2014) even though the previous study shows strong relationship of Trust to intention to use in
TAM model (Gefen, Karahanna, & Straub, 2003; Pappas, 2016; Rouibah et al., 2016). This conflict of relationship is due to
strong and dominant effect of customer satisfaction (Mou, Shin, & Cohen, 2015) in the Expectation Disconfirmation Theory
while TAM does not incorporating Satisfaction into the Theory. This research incorporates the trust and perceived risk into
EDT model together where trust have positive effect on disconfirmation while perceived risk influence disconfirmation
negatively.

METHODOLOGY

Population and Sample

Based on Statista, 12.1 million Thailand’s online shopper is estimated in 2017 and the number of digital shoppers is estimated
to 13.9 million in 2021; however, no evidence from any sources that classify number cross-border shoppers is addressed,;
therefore, the population for our study is unknown within the 12.1 million users. Sample size for analysis is calculated based
on Cohen’s guideline for power analysis (Cohen, 1988) resulting in 416 minimum sample size for the inference (u=16, f2 =
0.05, Power Test (8 = 0.95, Significant Level (@) = 0.05). In this study, the paired t-test (Confidence Interval = 0.95,
Significant Level (a) < 0.05) is used as well in order to test whether there is any difference between pre and post purchase trust
and risk as well as pre and post purchase trust and risk towards domestic e-commerce and cross-border e-commerce. The data
are collected via online form and Facebook.

Data Analysis
This study conducts a confirmatory factor analysis and Structural Equation Model to confirm the previous theory and quantify
the relationships between latent variables. There are several tests that are conducted and addressed in this study to ensure non-
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violation assumptions which are normality test (result from CFA), construct validity analysis, and reliability analysis. The
conceptual framework was developed for ease of understanding the relationship paths (refer to Figure 1) and research
hypotheses are formulated as shown on Table I.

Table 1 Research Hypothesis

No. Hypothesis

H1 Trusting Expectation from cross-border e-commerce has negative effect on Perceived Risk Expectation from cross-
border e-commerce.

H2 Trusting Expectation from cross-border e-commerce has positive effect on Expectation Disconfirmation from cross-
border e-commerce.

H3 Perceived Risk Expectation from cross-border e-commerce has negative effect on Expectation Confirmation from cross-
border e-commerce.

H4 Trusting Performance from cross-border e-commerce has positive effect on Expectation Confirmation from cross-
border e-commerce.

H5 Perceived Risk Performance from cross-border e-commerce has negative effect on Expectation Confirmation from
cross-border e-commerce.

H6 Trusting Expectation has positive effect on Trusting Performance.

H7 Perceived Risk Expectation has negative effect on Perceived Risk Performance.

H8 Trusting Performance has negative effect on Perceived Risk Performance

H9 Expectation Disconfirmation has positive effect on Satisfaction.

H10 | Satisfaction has positive effect on Repurchase Intention.

H11 | Trusting Expectation from cross-border e-commerce is less than domestic e-commerce on average.

H12 Perceived Risk Expectation from cross-border e-commerce is higher than domestic e-commerce on average.

H13 | Trusting Performance from cross-border e-commerce is less than domestic e-commerce on average.

H14 Perceived Risk Performance from cross-border e-commerce is higher than domestic e-commerce on average.

H15 | Trusting Performance (post-purchase) is increased from Trusting Expectation (pre-purchase).

PAIRED T-TEST FOR DIFFERENCE PERCEPTION OF TRUST AND RISK
This study expects that the respondents do not perceive cross-border e-commerce and domestic e-commerce differently. The t-
test is conducted in 6 pairs which Pair 1 - 4 test the trust and risk in both pre and post purchase stage as well as testing the
difference in mean between cross-border and domestic e-commerce. The Trusting Expectation and Perceived Risk Expectation
are pre-purchase variables while the Trusting Performance and Perceived Risk Performance are post-purchase variable.
Moreover, the Trusting Belief represent in Pair 5 is the test between Trusting Expectation and Trusting Performance from
cross-border e-commerce. The result of all 6 pairs t-test is shown on Table 2.

Table 2 Paired T-test Result

Paired Differences
95% .
Std. Confidence t df S('zg
Mean SD | Error Inte_rval of the tailed)
Mean Difference
Lower | Upper
Pair 1 | Cross-border | Trusting Expectation -0.260 | 0.613 | 0.029 | -0.317 | -0.202 | -8.898 | 439 | .000**
Pair2 | vs Domestic Perceived Risk Expectation | -0.138 | 0.765 | 0.036 | -0.209 | -0.066 | -3.784 | 439 | .000**
Pair 3 | &-COMMErCe | Trysting Performance -0.193 | 0.649 | 0.030 | -0.254 | -0.132 | -6.262 | 439 | .000**
Pair 4 Perceived Risk Performance | 0.007 | 0.970 | 0.046 | -0.082 | 0.098 | 0.172 | 439 | 0.864
Pair 5 | Pre-post Trusting Belief -0.018 | 0.488 | 0.023 | -0.063 | 0.027 | -0.780 | 439 | 0.436
Pair 6 | purchase from | perceived Risk 0.178 | 0.658 | 0.031 | 0.116 | 0.240 5.681 | 439 | .000**
cross-border
e-commerce

Note. * p <.01. **p < .001.

To summarise, the consumers expect trustworthiness and risk between cross-border e-commerce and domestic e-commerce
differently at the pre-purchase stage which they expect cross-border sellers untrusting and risky; however, the consumers
perceived that the cross-border sellers is untrustworthy after they have made a purchase. Perceived Risk Performance between
cross-border and domestic e-commerce is not significantly different in mean which can be implied that the consumers may not
feel the risk in a different level between cross-border and domestic e-commerce.

In term of difference perception of pre-to-post purchase from cross-border e-commerce, consumers expects that the cross-
border e-commerce is risky and untrusting but they are lowered after they have purchase from cross-border e-sellers. The
summary of hypothesis test is also shown on Table 3.
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Table 3 Paired T-test Hypothesis Test Result

No. Hypothesis Result

H11 | Trusting Expectation from cross-border e-commerce is less than domestic e-commerce on Supported
average.

H12 | Perceived Risk Expectation from cross-border e-commerce is higher than domestic e-commerce | Not Supported
on average.

H13 | Trusting Performance from cross-border e-commerce is less than domestic e-commerce on Supported
average.

H14 | Perceived Risk Performance from cross-border e-commerce is higher than domestic e- Not Supported
commerce on average.

H15 | Trusting Performance (post-purchase) is increased from Trusting Expectation (pre-purchase). Not Supported

H16 | Perceived Risk Performance (post-purchase) is decreased from Perceived Risk Expectation Not Supported
(pre-purchase).

STRUCTURAL EQUATION MODEL
Structural Equation Model and Confirmatory Factor Analysis are used with Maximum Likelihood Estimator to confirm the
theory. This research has developed the hypothesis incorporating trust and risk into EDT. The visual path diagram with the
SEM result is shown on Figure 1.

Pre-purchase Post-purchase

0.589 **

Trusting ————» Trusting Performance

Expectation Note. y2=518.700; DF = 328; R? = 0.642;

Standardised Root Mean Square Residuals (SRMR) = 0,030,

0.08 Raot Mean Square Ervor of Approximation (RMSEA) = 0.037;
[ ’ Normed Fit Index (NFI) = 0.901;
0177 : -0.300 ** Non-normed Fit Index (TLI) = (.955;
H Comparative Fit Index (CFI) = (0.961).
b 4
Perosived Risks ~0.625** & Perceived Risks 0.585 **
Expecition ) . U ieiommance —————> Significant Path
. 004 ., U /) 0000 seeema- » Non-significant Path
l.u.d_m =
S
B .80 ** .51 **
i 0.8 L5
Expectation ; : Repurchase
. . —_— Satisfaction — .
Disconfirmation Intention
R =0.642

Figure 1: Standardized coefficient path from SEM.

Trusting belief is proposed into Trusting Expectation and Trusting Performance; while, perceived risk is proposed into
Perceived Risk Expectation and Perceived Risk Performance. The relationship of each construct is shown on Table 2. There
are numbers of goodness of fit index for model evaluation; however, a combination of fit index is also suggested in
determining the goodness of fit (Hu & Bentler, 1999) which are combinations of NNFI (TLI) with SRMR, RMSEA in with
SRMR, and CFI with SRMR together. The CFA estimates are all significant between measurement items and their construct.

Reliability and validity test are also conducted suggesting that the measurement model is valid and reliable (Cronbach’s a >
0.7, Construct Validity > 0.4, Average Variance Extract > 0.6, Correlation Coefficients between -0.85 and 0.85). The summary
of validity and reliability analysis result are shown on Table 4.

Table 4: Measurement Model Validity and Reliability

Test Result

Validity

Convergence Validity All items in a measurement model are statistically significant.
(Refer to Table B.1) Other than that, the value of AVE for all
construct is greater than 0.50. The Convergent Validity was
achieved the required level. (Refer to Table B1)

Construct Validity The construct validity was achieved the required level. (Refer to
Table B1)

Discriminant Validity The correlation between all constructs are not lower than -0.85 or
higher than 0.85. (Refer to Table B2)

Reliability
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Internal Reliability The value of Cronbach Alpha is greater than 0.60. The internal
reliability was achieved the required level. (Refer Table B1)

Construct Reliability The value of CR for all constructs are greater than 0.60. The
composite reliability was achieved the required level. (Refer B1)

Average Variance Extracted The value of AVE for all constructs are greater than 0.50. The
required level was achieved. (Refer B1)

Direct Effect

This study hypothesises that each construct formulates a direct relationship to the dependent variable. The path between post-
purchase construct are significant in term of effect. The consumer’s expectation of Trust is not predictive of Perceived Risk
Expectation (8=, p > 0.05) which is against the previous study on trust and risk interaction (Kim et al., 2008, 2009; Mou et al.,
2015; Zhu et al., 2009) on e-commerce. Moreover, the Trusting Expectation to Expectation Disconfirmation (£= 0., p < 0.05)
effect is not significant as well as Perceived Risk Expectation to Expectation Disconfirmation (£ = 0.04, p < 0.05). Trusting
Performance is significantly directly influence Expectation Disconfirmation (8 = 0.53, p < 0.05) as well as Perceived Risk
Performance which is significantly affect Expectation Disconfirmation (8 = -0.43, p < 0.05) negatively. Trusting Performance
negatively affect Perceived Risk Performance (£ = -0.30, p < 0.05) significantly as well. Expectation Disconfirmation is
predictive and directly affect Satisfaction (8= 0.80, p < 0.05), and, Satisfaction is significantly predictive and directly affect
Repurchase Intention (£ = 0.51, p < 0.05) which confirm the construct relationships based on EDT in previous study (Ambalov,
2018; Bhattacherjee, 2001; N. Lankton et al., 2014; N. K. Lankton, McKnight, Wright, & Thatcher, 2016; Zhang, Lu, Gupta,
& Gao, 2015) in a context of cross-border e-commerce. The hypothesis result of direct influence from latent variables is
provided on Table 5.

Table 5: Direct Effect Hypothesis Result

No. Hypothesis Result

H1 Trusting Expectation from cross-border e-commerce has negative effect on Perceived Risk | Not Supported
Expectation from cross-border e-commerce.

H2 Trusting Expectation from cross-border e-commerce has positive effect on Expectation | Not Supported
Disconfirmation from cross-border e-commerce.

H3 Perceived Risk Expectation from cross-border e-commerce has negative effect on Expectation | Not Supported
Confirmation from cross-border e-commerce.

H4 Trusting Performance from cross-border e-commerce has positive effect on Expectation | Supported
Confirmation from cross-border e-commerce.

H5 Perceived Risk Performance from cross-border e-commerce has negative effect on Expectation | Supported
Confirmation from cross-border e-commerce.

H6 Trusting Expectation has positive effect on Trusting Performance. Supported
H7 Perceived Risk Expectation has negative effect on Perceived Risk Performance. Supported
H8 Trusting Performance has negative effect on Perceived Risk Performance Supported
H9 Expectation Disconfirmation has positive effect on Satisfaction. Supported
H10 | Satisfaction has positive effect on Repurchase Intention. Supported

Indirect Effect

Result produced from SEM analysis suggests indirect effect of the path with mediator which are shown on Table 3 below. The
Trusting Expectation has indirect effect on Perceived Risk Performance (8= -0.140, p > 0.05), Expectation Disconfirmation (8
= 0.395, p > 0.05), Satisfaction (£ = 0.249, p > 0.05), and Repurchase Intention (8 = 0.127, p > 0.05). Although it provides
good contribution, the path is not significant (p > 0.05). Trusting Performance has positively indirect effect on Expectation
Disconfirmation (8= 0.131, p < 0.05), Satisfaction (8= 0.574, p < 0.05), and Repurchase Intention (8= 0.293, p < 0.05) and
the path are all significant. The indirect effect of Trusting Performance is highly contributed to Expectation Disconfirmation
and Repurchase Intention respectively. Perceived Risk Expectation is not significant predictor in the model; however, it
contributes very high on Repurchase Intention (8= -0.910, p > 0.05). Perceived Risk Performance has negative indirect effect
towards Satisfaction (£ =-0.349, p < 0.05) and Repurchase Intention (£ =-0178, p < 0.05) and this path is significant. Lastly,
Expectation Disconfirmation contribute largely as indirect effect towards Repurchase Intention (8 = 0.490, p < 0.05) and the
path of this relationship is significant

In term of goodness of fit evaluation, this Structural Model achieved most of the criteria. The Non-normed Fit Index (NNFI or
TLI) is the only one that does not achieve. This indicates that the model is of good fit. The summary of fit index is provided on
the Table 5.

Table 6: Model Fit Index

Fit Index ‘ Criteria Model Result Model Fit Acceptance
Comparative Fit Index
NFI | NFI>0.95 0.901 Not Accepted
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Fit Index Criteria Model Result Model Fit Acceptance

TLI TLI>0.95 0.955 Accepted

CFlI CFI >0.95 0.960 Accepted

Other Fit Index

SRMR SRMR < 0.08 0.055 Accepted

RMSEA RMSEA < 0.07 (RMSEA < 0.03 excellent fit.) 0.037 Accepted

Combination Criteria

NNFI (TLI) and SRMR | NNFI (TLI) = 0.96 and SRMR < 0.09. Not Accepted

RMSEA and SRMR RMSEA < and SRMR < 0.09. Accepted

CFl and SRMR CFl = 0.96 and SRMR < 0.09 Accepted
CONCLUSION

This study has confirmed that the performance constructs of trust and risk are settled well within Expectation-disconfirmation
Theory; however, the relationships between trust and risk expectation towards expectation disconfirmation of consumer in this
study is insignificance. It is very important to firms who would like to gain higher competitive advantages over the others to
pay their attention to building trust towards the customers and to reduce risks over systems and processes. A proper
management on trust and risk in cross-border e-commerce or domestic e-commerce will be resulted in higher satisfaction and
loyalty of the consumers. In the context of domestic e-commerce providers, trust and risk are crucial factors to compete with
this new era of digital colonisation, cross-border e-commerce expansion and technology disruption, as reflected on t-test that
the consumers still believe that domestic e-sellers are more reliable, trustworthy, and less risky. If the belief is confirmed and
intensified positively, the domestic e-commerce sellers will position themselves strongly against big influential cross-border e-
commerce firms.

LIMITATION AND RECOMMENDATION
This study was conducted on Thai population only. The result may not be applicable to people in different countries or
different social and culture context. Additionally, the cross-border e-commerce in Thailand is still at a growing state. Moreover,
risks in this study are evaluated as a general perception in combination of financial risk, delivery risk, and overall risk. This
study measures the pre-purchase expectation as consumer recall of their past experience rather than measuring before the
actual purchase; therefore, the responses to trust and risk expectation may be distorted by long period of past memory before
answering the questionnaire.

The result from this study shows that the incorporating trust and risks into the EDT model is significant in the post-purchase
stage; however, the interaction on the trust and risks expectation (pre-purchase) towards expectation disconfirmation does not
support the hypothesis. The future research on cross-border e-commerce may observe their relationships again which may
result in different outcome. The perceived risk in this study may be separated and emphasize independently in the future
research to study on different aspect such as financial risk, performance risk (product defection or bogus), and overall risk.
Moreover, the research design in the future may conduct twice in a style of longitudinal study separating the pre-purchase and
post-purchase measurement conducting on the same samples.
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APPENDIX A: Measurement Items

This section includes measurement items used in the questionnaire for data collection and analysis. The Measurement Items
are each listed with adaptation and original sources on Table A1 below.

Table Al: Measurement Items Development

Construct

Measurement Item

Adapted from

Trusting Expectation
Trusting Performance

(Cross-border and Domestic
e-commerce)

This seller is trustworthy.

(Kim et al., 2008)
(Gefen et al., 2003)
(P. A. Pavlou, 2003)

The seller would be willing to help when there is
question or problem.

(McKnight et al., 2002)

The seller would keep promises and commitments
for their services.

(Pavlou & Fygenson, 2006)

would provide product and services information
correctly.

(Pavlou & Fygenson, 2006)

Perceived Risk Expectation
Perceived Risk Performance

(Cross-border and Domestic
e-commerce)

Purchasing from this Website would involve more
product risk (i.e. not working, defective product).

(Kim et al., 2008)

Purchasing from this seller would involve more
financial risk (i.e. fraud, hard to return).

(Hong, 2015)
(Featherman & Pavlou, 2003)

(Kim et al., 2008)(Kim et al., 2008)

Expectation Disconfirmation
(Cross-border e-commerce)

Overall, most of my expectations were confirmed.

(Mou, Cohen, Dou, & Zhang, 2017)

My experience with purchasing from this seller was
better than what | had expected.

(Mou et al., 2017)

Overall, purchasing from this seller was not risky as
expected.

New item

Overall, purchasing from this seller is trustworthy as
expected.

(Kim et al., 2008)
(Pham & Ahammad, 2017)

Satisfaction
(Cross-border e-commerce)

I am satisfied from purchasing from this seller.

(Pham & Ahammad, 2017)
(Sfenrianto, Wijaya, & Wang, 2018)

Overall, 1 am quite satisfied with my experience
dealing with e-sellers.

(Kim et al., 2008)
(Featherman & Pavlou, 2003)

I have good impression with the service provided by
e- sellers.

(Pham & Ahammad, 2017)
(Kim et al., 2009)
(Featherman & Pavlou, 2003)

Overall, how would you rate your experience
purchasing from this seller?

(Kim et al., 2008)
(Featherman & Pavlou, 2003)

Repurchase Intention
(Cross-border e-commerce)

I intended to continue purchasing from cross-border
seller again in the future.

(Featherman & Pavlou, 2003)

I plan to purchase from cross-border seller again in
the future.

(N. Lankton et al., 2014)

| intend to repurchase from cross-border seller in
near future.

(N. Lankton et al., 2014)

| intend to continue purchasing from cross-border
seller.

(N. Lankton et al., 2014)

APPENDIX B: Confirmatory Factor Analysis Summary
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This section provides Confirmatory Factor Analysis summary for each construct including factor loading for each
measurement items in the measurement model, Cronbach’s alpha suggesting sufficient level of covariation between the items
in each latent variable, average variance extracted from each latent variable, and the CR for Construct Validity.

Table B1: CFA Construct Summary

Construct Measurement Item Factor Loading a AVE CR

Cross-border Perceived Risk Expectation CBPRE4 0.674 0.839 | 0.730 0.862
(CBPRE) CBPRE3 0.701
CBPRE2 0.781
CBPRE1 0.765

Cross-border Trusting Performance CBTRP1 0.747 0.778 | 0.691 0.910
(CBTRP) CBTRP2 0.678
CBTRP3 0.635
CBTRP4 0.702

Cross-border Perceived Risk Performance CBPRP1 0.654 0.807 | 0.714 0.881
(CBPRP) CBPRP2 0.593
CBPRP3 0.919
CBPRP4 0.688

Repurchase Intention CON1 0.715 0.804 | 0.712 0.896
(CON) CON2 0.712
CONS3 0.674
CON4 0.748

Expectation Disconfirmation DCE4 0.773 0.868 | 0.785 0.938
(DCE) DCE3 0.768
DCE2 0.780
DCE1 0.820

Satisfaction SAT4 0.751 0.813 | 0.699 0.881
(SAT) SAT3 0.698
SAT2 0.618
SAT1 0.730

Cross-border Trusting Expectation CBTRE4 0.669 0.721 | 0.630 0.876
(CBTRE) CBTRE3 0.628
CBTRE2 0.652
CBTREL1 0.571

Note: a = Cronbach’s Alpha; AVE = Average Variance Extracted; CR = Construct Validity

Table B2: Cross-border E-commerce Variable Correlations for Discriminant Validity

CBTRE CBPRE CBTRP CBPRP DIS SAT CON
CBTRE 1
CBPRE 512** 1
CBTRP 0.083 -191** 1
CBPRP .189** -0.090 A31** 1
DIS -115* -.389** .282** A475%* 1
SAT -0.006 -.256** 162** 439** .636** 1
CON -.120* -.168** 123** 192** .335** 222** 1

Note. CBTRE = Trusting Expectation; CBPRE = Perceived Risk Performance; CBTRP = Trusting Performance; CBPRP =
Perceived Risk Performance; DIS = Disconfirmation; SAT = Satisfaction; CON = Repurchase Intention
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ABSTRACT
In dealing with inefficient operation system in today’s e-business environment, the paper focuses on memory protection
function based on real-time operating system. Originally, RTOS (Real-Time Operating System) lacks the memory protection
feature in the basic system design. Since there is no complete memory protection available for operating systems based on
PicoBlaze soft controller, the researcher is dedicated to fill the gap. The research explores how existing embedded operating
systems realize memory protection and applies processor PicoBlaze to test such function. In addition, the researcher designed
memory protection from hardware and software perspectives. The hardware is designed to have additional unit for memory
protection while the software is to design assembler code that enables CPU executing related instructions. After testing and
experiment, the result has achieved functional objectives and met requirements under restricted conditions of hardware design.

Keywords: memory protection, RTOS, PicoBlaze soft controller, embedded operation system (OS)
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INTRODUCTION

Contemporarily, electronic business has been faced with various operational challenges over whole supply chains. From a
technical aspect, business is increasingly exposed to massive data in virtual environment and largely demanding sufficient
operation system to consume data burdens and maintain the efficiency of operation. This paper develops an embedment
strategy applied to the operation system, which indirectly controls the hardware. By engaging embedded systems, firms would
find it easier for development because such system coordinates programs in different functions to do the same job. Meanwhile,
it isolates certain functional programs to reduce couplings among them, enabling easier individual functional modules.
Moreover, readability of code in the operation system could be increased, thus leaving more convenience for code maintenance.
The operating system could achieve hierarchical management over the code, where the priority of each task and the execution
cycle can be expected.

Memory protection is of great significance for embedded systems. Sufficient protection over memories can enhance system
reliability and safety. It exactly prevents systems from data crash and is applied to a large range of areas such as life support
system and avionics. Traditional memory protection involves logical (virtual) memory and process model programming
environments, where each process has a separate virtual address range that maps to physical memory. However, this approach
results in extra overhead such as extra memory for page tables and additional performance loss of data transfer between
processes. To overcome such limitations, embedded applications offer solutions, by taking advantages of the smallness in size,
easiness of use and efficiency of the underlying RTOS (Real-time Operating System). Such simple mechanism can set up
boundaries around key data structures and critical threads to prevent accidental access. The operating system can access and
control each page of its memory. Since virtualized addresses are superior in terms of security, in that case, OS (operating
system) could protect sensitive data by binding data and unauthorized code to code virtual address space. Simply speaking, in a
virtual memory system, any applications want to access data when it is running, should have their data and code mapped to the
same virtual memory system (Lee & Park, 2017). However, micro-embedded processors are rarely used in virtual memory
mainly because of large demands for calculations, which are infeasible in a small processor.

Overall, this project aims at developing memory protection based on a small embedded operating system RTOS (Real-time
Operating System). The RTOS acts as backdoors that control the execution of a number of application subtasks and facilitate
communications between the subtasks (Predko, 1999). The project adopts PicoBlaze soft-processor from Xilinx to test
proposed memory protection method. Inevitably, micro-controller is impossible to implement virtualized memory management
since it has neither enough memory space to support the mapping of virtual addresses or computing power to support
tremendous data processing. Therefore, the system chooses a hardware memory management module MPU to complete
memory protection. MPU assumes the system having a single physical memory space and has nothing to do with the number
of process running on the device. The storage space is divided into multiple areas and every process will be assigned a set of
zones associated with specific access rights given by the operating system. When the system is running, memory protection
unit will check each process constantly to ensure data access complying with its permissions to enforce access rules. This
approach saves the overhead of virtualization and simplifies the access control mechanism in the processor.
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This paper starts with the literature review to illustrate and analyse how existing embedded operating systems or operating
systems of microprocessors achieve memory protection. By reviewing past research, this section provides comprehensive
views on how they develop the system and implement the memory protection. Followed by the problem analysis, this section
offers more insights about designing this research system. The next section concentrates on design and implementation.
Research issues will be provided with solutions, where it considers both software and hardware aspects. Moreover, next
section is for result evaluation based on kernel real-time quantitative indicators of the embedded RTOS. The final section will
put out the conclusion, conclude the whole research and make prospects for further exploration in related sectors.

LITERATURE REVIEW
Soft-Processor
CPU
Xilinx provides the PicoBlaze microprocessor, an 8-bits soft-processor which can be run on the FPGA like Spartan-3, Virtex-11
and Virtex-1IPRO (Chapmen, 2011). As Figure 1 shows, the internal structure of the KCPSM3 (PicoBlaze) can occupy 96
slices on Spartan-3 board. A single block RAM can be used to store 1024 instructions for a program. Theoretically, the
performance is expected at about 43 to 66 million instructions per second at 87MHZ frequency. Performance varies due to the
device type. By comparison, the internal structure of ARM7 is more complicated than that of PicoBlaze. The IPS of ARM7 is
40 MIPS at 45 MHZ, which is less than its counterpart indicating that PicoBlaze is a well-performed micro-controller.

KCPSM3
———— IN_PORTI[7:0] OUT_PORT[7:0] e
Interface to logic { ——| INTERRUPT PORT_ID[7:0] e
— | RESET READ_STROBE —— | Interface to logic
Block Memory —b CLK WRITE_STROBE ————
(Program) INTERRUPT ACK ————
INSTRUCTION[17:0] INSTRUCTION[17:0] ~ ADDRESS[9:0]
ADDRESSI9:0]
—b CLK

Figurel. PicoBlaze block diagram (Chapmen, 2011)
PicoBlaze is in RISC architecture (Reduced instruction set computer). It contains 16 registers and a stack and could store 31
return addresses. Apart from that, PicoBlaze has a bank of scratchpad memory with 64 addresses. Moreover, PicoBlaze has a
strong expansion and is easy to connect 256 1/O ports to hardware. Considering the objective of this project with regards to
memory protection design, more insights of the memory architecture of PicoBlaze are required.

Instruction Memory Data Memory

Figure 2. PicoBlaze memory configuration (Freeman, 2005)

ROM
1024 x 18bit

RAM

PicoBlaze 256 x 8bit

As is shown in figure 2, Picoblaze uses the Harvard memory architecture, which is characterized by physical separation of
memory instructions and data. Therefore, data cannot be stored in instruction memory (Freeman, 2005). Since each instruction
takes two clock cycles, as mentioned in introduction, MPU will be added to protect memory.
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KCPSM3 Architecture

16 Registers
8-bit

Port
Address
Control

PORT_ID[ 7:0]
READ_STROBE

sk |s7 WRITE_STROBE
SE | s6
Zg Zi OUT_PORT[7.0]
IN_PORT(7:0] B3
sA | s2 ALU
s9 | s1 Arithmetic
Ls81s0 | Logical
Shift
Kk Rotate
Scratch Pad PARITY
- 18 bit instruction word Memory
64-By
I 5bit data patn vies ZEROE lapl
CARRY
I 6 bit port address flags P Shadow Flags
- 10 bit program address INTERRUPT — Interrupt
Constants INTERRUPT ACK ¢—{ Control
Program Program '
i ADDRESS[S:0]
INSTRUCTION[17:0] e = control
Program y »
ROMRAM Operational |y
control & [
- 1024 words RESET Lo Program
decoding | Tgaa T ppISSTKK ConiEF

CLK

Stack

Figure 3. PicoBlaze internal structure (Chapmen, 2011)

Figure 3 exhibits the internal architecture of PicoBlaze. It pictorially shows how the address links each unit inside. KCPSM3
supports a program that is up to a length of 1024 instructions and uses one block memory. The length of data is 256. The ALU
(Arithmetic Logic Unit) provides simple operations in processing unit. There are basic logical operations like ADD and SUB
and others such as ADDCY and SUBCY that are more than 8-bits operations with carry flag.

Interrupt is a very important signal in KCPSM3 and takes an irreplaceable role in system design. PicoBlaze calls the
instruction at address Ox3FF from which users can define jump vector to ISR (Interrupt Service Routine). At this time,
INTERRUPT_ACK will generate a pulse on the output. In the final design, the system will trigger the interrupt service routine
based on the interrupt signal to handle tasks of the highest priority.

Interrupt Service
Delay loop vector Routine

clk

instruction

write_strobe
counter [iF
waveforms
interrupt
interrupt_event
interrupt_ack
/ A ‘.
' Event sets Peintof  Acknowledge ‘
Write to ‘waveforms' port inferrupt inferrupt  clearsinfemupt  wiite o ‘counter’ por

Figure 4. Waveform of interrupt signal (Chapmen, 2011)

Figure 4 presents the waveform of the whole interrupt operations. When delay loop begins, it only repeats the address 005 and
006. Before calling the instruction at 3FF address, there is a need for clock cycles to respond. After defining a jump vector, the
interrupt service routine8 follows. At the same time, the INTERRUPT_ACK signal increase in the waveform, showing that it
captures of interrupt signal.

Programming tools

Overall, the programming is divided into software and hardware. The software is OpenPICIDE, an assembler development
environment for soft-core processors provided by Xilinx (Fautronix.com, 2018). It includes assembler, compile and simulator
used for debugging code. The main function of OpenPICIDE is used to make instruction memory to be read by PicoBlaze.
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PicoBlaze requires the instruction memory since it lacks instruction store as a VHDL module. The assembler can produce
ROM files added into the system.

The hardware is also provided by Xilinx namely ISE. Since embedded feature of ISE meets project requirements. MPU of the
hardware part is compiled via ISE. Moreover, ISE provides 1Sim, a simulator that can check hardware error and does not need
to flash system into FPGA board. Additionally, it is able to view the value of the signal at every clock cycle (Xilinx.com,
2011).

Embedded Operation System

Comparing to general operating systems, embedded OS is featured by initiatives to keep things simple and efficient. To specify,
there are few software layers between user and hardware. Meanwhile, it supports a limited range of hardware device. The basic
structure of embedded OS is provided by Dr. Mike. namely RTOS (Real-time Operating System). RTOS can accept and
process at a fast speed whenever external events or data are generated. The processing result can control the production process
or respond quickly to the processing system within limited time. There are three representative features: 1) high-precision
timing system (Xiaodan & Hongbin, 2007); 2) multi-level interrupt mechanism; 3) real-time scheduling mechanism (Cho et al.,
2006).

As for data structure, OS is expected to achieve core functionality that is to store vital information to support operating the
system. Task structure is very important when a process is created.

Task Control Block
ID

DELAY

LAST

PRIORITY

PC

DATA

Figure 5. TCB block diagram
Figure 5 shows the TCB structure of a task. Each task will be assigned a priority level so as to determine what task should be

executed then. The data structure is stored in memory. Information of task status indicates its execution. PC and DATA are
necessary in hardware design, in which PC refers to instruction address while data stands for data address.

®

TERMINATED

Adnutted
Interrupt

Dispatch

Event
Wat

Event
Complete

WAITING

Figure 6. PicoBlaze OS model

The tasks state can be divided into three order lists as shown in figure 6: the ready list, running list and waiting list.
Multitasking execution can support several tasks running in the system. However, only one task can be running at a time while
other tasks should be prepared to run in the ready list or wait for an event in the waiting list. In hardware design, MPU
(Memory Protection Unit) requires recognizing which task is running.

When the system starts executing, the first step is to construct the task and followed by starting interrupt timer in order to
trigger the context switch. In addition, context switching is used to schedule different tasks to run on the processor. The
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switching order between tasks is based on the priority scheduling algorithm. Moreover, priority of the tasks can be set in
advance to determine the switching order. In a general sense, two task queues are required to run the task. Task with the
highest priority is right out of a queue. Another queue is used for blocked tasks.

Existing Memory Protection

Hardware support for memory protection

Achieving memory protection with the support of hardware has undergone evolutionary processes. During early years of
system protection, memory protection is completely implemented by software without any hardware support. Since mid-1960s,
more focus and importance have been attached to hardware support. Initially, hardware approach refers to adding certain easy-
to-implement instructions to regular computer instruction set. These instructions are used to transfer functions from the
functional segment to the function registers (Wilkes, 1982).

Later, since the computer has a fairly large microprogram memory, new design is proposed as security kernel should be
included in the OS design. Though all security-related features are concentrated in the kernel, in order to enable the rest of the
operating system having the same protection mechanism as security kernel, it can choose to construct partly of the kernel.
Other parts of security kernel need permissions to access.

Additionally, cost issues are worth mentioning. In general, cost is reflected in the extra hardware particularly when extra
hardware slows down the running speed and takes up extra memory. Managing costs to a reasonable ratio is a longstanding
problem to be solved.

Memory protection system in tiny embedded processors

The system is based on 8-bit microcontrollers, which is similar to Picoblaze. The architecture of tiny processor is very simple,
where software modules running on the processor can access the entire memory through a single address bus. Due to resource
constraints of processor, the address space could not be divided. To deal with that, the system relies on memory map as a data
structure. It can record ownership or layout information of whole address space. The address space of each process is allocated
into contiguous segments and each segment is partitioned to a software module.

In addition, software modules are implemented by run-time checks, which can ensure all memory accesses are limited in
segment that partitioned to module. However, these are implemented through rewriting compiled binary, which will increase
performance overheads in software. To overcome such limitation, the system promotes the implementation of store, call and
return instructions in controller to realize run-time check in hardware.

For system structure, memory protection is normally achieved with software/hardware co-design. Such approach eliminates the
cost in architecture extensions. Overall, the system is mainly implemented in software, where the memory map can be divided
into three parts as protection domains, data structure and memory map checker. The protected domain is created in the data
storage address space of embedded processor. Each module stores its status in its own protection domain. Modules are limited
to write memory out of their domains while the system is running. Limited memory does not support statically dividing
address space into multiple domains. Instead, the address space of the microcontroller is divided into blocks of the same size.
Memory map contains access to each address space block and two kinds of information. The first is ownership information for
each memory block while the second is encoding information about the memory layout (Kumar et al., 2007).

MMC (Memory Map Checker) is vital in checking the access of software components. Its main function is to enforce the
protection model described earlier. Program can only be written to its own domain. As figure 7 shows:

CPU_ADDR MMC_ADDR
CPU CPU_WR_EN MMC MMC_WR_EN RAM
CPU_STALL
ﬂ DATA BUS

Figure 7. MMC block diagram (Kumar et al., 2007)

MMC works as a unit that intercepts the signal generated by CPU which is used to write to data memory. If the written address
is valid, MMC rewrites to the data memory. Such design meets the requirements of this project design. It does not involve
additional computing requirements for the processor or take up too much memory. It indeed implements memory protection
for RTOS built by PicoBlaze, thus avoiding excessive system resources. For the system itself, those ways designed for memory
protection succeed in reaching a trade-off between objectives and resource constraints.

Memory management to support multitasking
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The memory management is designed for a FPGA (Field-programmable Gate Arrays), which is based on a computer system.
Differing from computers, FPGA fails to support physical MMU (Memory Management Unit) of the microprocessor. To
compensate that, MMU can be designed as a module running on the system to handle memory management. Similar to other
computer systems, various tasks of this system will share the memory as a resource. However, it is impossible to predict which
tasks will be combined and executed in actual system operation. Thus, MMU is expected to support virtual addressing.

Moreover, program storage physically separates from data storage. Data memory of a task can be made up by task registers
scattered on the FPGA. FPGA computer can run several tasks at the same time with multiple processors. When multiple tasks
accessing the same memory bank, tasks may easily come into conflicts. Under such conditions, an effective mechanism is
expected to ensure tasks not affecting each other. In general, a system architecture will have several memory banks for parallel
access. The existence of the memory bank is generally flexible, either internal RAM or external RAM. Since external RAM is
larger, MMU will manage them in a unified way.

To make data memory addressing of a task independent from other tasks at a time, virtual address is necessary for that. Each
task will get an independent memory space mapping in virtual address and begin at 0X00. The virtual address of every task
will be translated to physical address. In order to achieve that, MMU needs to store information to enable each task mapping
virtual address to physical address. The memory space of RAM will be separated into fixed page number in the same size.
Each task memory can be assigned several pages. Page and task affiliation will be stored in MMU.

page table:
RAM bank: %8 MAX
bol1)2)3
) i
=yirAddr phyAddr »] page 0 (4] PAGES
page 1 0 j0f1]2]x X
Ry J— Y 'l 1 4|7 x|x X
2 5|6|x X .
page m Shared
MAX- .
TASKS

Figure 8. Page table block diagram (Danne, 2000)

Figure 8 as a mapping table shows the correspondence between pages and tasks. Task will use virtual address when it visits
memory. The upper part of virtual address can process page table according to task ID. The output of page table will be added
into lower part of virtual address (Danne, 2000). This is aimed to get physical address.

MMU can check and recognize whether a task tries to access an address beyond its range of address space. The X mark as
shown in the figure indicates that this page does not belong to any task. If the address is invalid, writing access will be denied
while reading access will return a value of 0.

Such design implements memory protection as a good example. The FPGA computer system has enough memory to support
mapping of virtual addresses. MMU stores mapping information of tasks and checks address mapping. However, they are not
the case for this project. PicoBlaze fails to provide enough memory space to support building virtual memory. As an 8-bit
microprocessor, the available memory resource is relatively rare. It can only provide a small amount of memory to the task that
is far from memory capacity required for virtual memory mapping. Briefly speaking, PicoBlaze is a very small core used for
building small systems. Therefore, such design only achieves certain expansion in memory protection.

Memory protection in RTOS

The RTOS is developed for embedded system. The micro-kernel architecture includes process/thread management, which is
essential for memory protection, real-time scheduling, communication, timer, and interrupt handler. Memory protection is
implemented by memory management software supported by MMU. This system adopts virtual memory concepts, in which 3-
level paging is used for memory protection. Besides, memory protection requires MMU and memory management tables,
which consists of page tables or segment tables. However, the page size that microprocessor supports is 4-8KB bytes. Such
size is too big for a small-embedded system, thus requiring to be reduced. For any small-embedded systems, more efficient
memory usage and less memory requirements are very important. Therefore, it is vital to share thread stacks among processes.
Additionally, enlarging or shrinking data dynamically based on requirements also promotes the efficiency of memory usage
(Suzuki & Shin, 1997).

The memory protection method is generally based on the processing of the address. Memory address is based on physical
address or logical address. In general, there are five main types of existing memory protection methods. The first one is Bit
Map, which divides physical memory into pages to realize memory protection. In such method, each process needs check the
protection information when it accesses the corresponding page. The second approach is segmentation. It splits logical address
into multiple segments while each segment will be mapped into physical memory space. This method also needs a memory
management table that includes STES (Segment Table Entries) to manage segments.
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Figure 9. Multi-level page block diagram (Suzuki & Shin, 1997)

The third type is multi-level paging. Figure 9 above shows the structure of multi-level paging as 3-level structure of page table.
Comparing with segmentation method, multi-level paging divides logical address into pages of the same size. All pages will be
mapped into physical address space. Such way facilitates reducing the size of page tables by hierarchical layer according to
different levels.

The fourth method is paged segmentation. Each segment of logical address space is divided into several pages and all pages
should be mapped into physical address space. In practice, it uses several page tables and a segment table to manage memory.
The fifth approach is short-circuited segment tree. Comparing to multi-level paging, it just uses first page entries, which
reduces the overhead processing and total page size. Following figure 10 is the structure of Short-circuit segment tree. Though
it presents five levels of pages, it is apparent to find that the first level page table is directly connected to the bottom page table.
The second to the fourth-level page table of stack area and data are skipped. This is actually aimed to ignore mid-level pages so
that it can reduce processing overheads caused by extra table size.
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Figure 10. Short-circuit segment tree block diagram (Suzuki & Shin, 1997)

This new memory protection method for small-embedded systems based on modifications on the fifth method. Similarly, this
method also skips the intermediate-level page table. The difference is that it enables a PTE (Page Table Entry) in every level
page table to map to the physical address space and skip page tables that only one PTE is used (Suzuki & Shin, 1997). This
method ignores intermediate-level page tables and uses lager size pages which makes it possible to reduce processing
overheads and total table size.
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Memory Protection for embedded OS Kernels

OS is developed for embedded OS kernel based on three abstractions. The first one is process as basic unit of execution. The
second one refers to files that include a lot of I/O operations. The last one is sockets as implementation of Internet protocols
which are available by a socket interface. These three abstractions have an API (Application Programming Interface), which is
exported by kernel system call interface.

The design is portable among CPU architecture that provide page-level protection with MMU hardware. The core idea is using
page-based memory protection to prevent one process accessing to the memory area of other different processes. In addition, it
also prevents user processing access kernel memory. The virtual address is one-to-one mapped to physical address, making all
processes assigned with same logical address and physical address. Concerning memory management, a one-to-one mapping
greatly simplifies the design of the memory management subsystem.

Moreover, the protection mechanism is based on domain, which consists of memory pages that are mapped with a set of page
tables. Apart from that, memory pages related to the kernel are combined into a set called kernel map. Kernel map is mapped
to all domains. However, it can only be accessed in special mode (Miler, 2002).

Overall, there are three basic memory management data structures supporting memory protection: region table, page table and
kernel map. As defined, region table is an array used for tracking the physical memory. Page table defines protection domain
that contains relevant process. Kernel map refers to a list containing all page tables, which can only be accessed by CPU in
special mode. These three data structures are used in conjunction through kernel memory management routines.

Furthermore, the basic unit of memory allocation is region. Region is substantially a page alignment and a sequence of
consecutive addressable locations tracked with a straiting address. In addition, the length should be a multiple of the page size.

T_:.—.;-..:.—_ )

Figure 11. Memory allocation unit block diagram (Miler, 2002)

Figure above exhibits the structure of memory allocation unit. The data structure of region is used to track the allocation of
memory. Besides, every region is tracked by its starting address (Start field as shown in Figure 11) and length (Len field as
shown in Figure 1). Each region belongs to the process, which is assigned originally, or the ownership has been shifted after
allocation. The Proc field is used to track the region belongs to which process currently. Two double-linked lists are
maintained with Prev and Next field. The former is free list that shows regions not assigned to any processes. The later is
allocated list, which presents regions already allocated to certain processes.

Figure 12 Page table record data (Miler, 2002)

Figure 12 presents page table record data structure. Kernel can track page tables efficiently with these records in next field.
The refent field will track total number of threads within the domain when multiple threads are executed through a single
protection domain. Moreover, the pd field indicates actual page table data structure. This design suggests that page tables are
set up contiguously in memory.
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In this system, memory is used to hold kernels. The associated data structures of kernel are mapped into all page tables in this
system. Moreover, these pages can only be accessed when CPU is run in special mode. Generally, such model will not occur
unless there are interruptions or system calls. Briefly speaking, such protection approach is to deny any other forms of memory
access to protect kernel's memory.

The kernel mapping is an array of kernel map entries, among which each entry represents a region where it entered in kernel
map. Figure 13 shows the structure of kernel map entries. To specify, the Start and Len fields are used to track the starting
address and length of the region. The Attr field is used to store attributes associated with pages.

Such design is based on kernel security to implement memory protection, which is suitable for embedded systems. Comparing
with traditional memory protection methods, it simplifies code size in address translation and is applicable to different
processors.
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Figurel4. Intermediate-level skip multi-size paging block diagram (Suzuki & Shin, 1997)

Figure 14 shows the structure of intermediate-level skip multi-size paging. It skips the stack area from the second to fourth
levels while the first level of the page table is directly connected to the fifth level. As mentioned before, virtual address and
physical address are mapped through page tables, thus helping achieve memory protection.

This example implements memory protection in a real-time operating system developed for small embedded system. Taken
features of small-embedded system into account, such method will enhance memory usage and reduce processing overheads
within the scope of system conditions. This method is suitable for this system by modifying in some sections compared to
current memory protection method.

PROBLEM ANALYSIS
Operation System Features
Users and files management
Unlike traditional operating systems, this system is run by assembler language and does not require user interaction. Therefore,
there is no need to grant user permissions to start a new process. Entering data from the 1/0 side is the only form of input,
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